VoLUME No. 2 (2012), Issue No. 5 (MAY) I SSN 2231-1009

INTERNATIONAL JOURNAL OF RESEARCH IN
COMPUTER APPLICATION & MANAGEMENT

A Monthly Double-Blind Peer Reviewed Refereed Open Access International e-Journal - Included in the International Serial Directories
Indexed & Listed at:
Ulrich's Periodicals Directory ©, ProQuest, U.S.A., EBSCO Publishing, U.S.A., Cabell’s Directories of Publishing Opportunities, U.S.A.
as well as in|
Registered & Listed at: Index Copernicus Publishers Panel, Poland
Circulated all over the world & Google has verified that scholars of more than 1388 Cities in 138 countries/territories are visiting our journal on regular basis.
Ground Floor, Building No. 1041-C-1, Devi Bhawan Bazar, JAGADHRI — 135 003, Yamunanagar, Haryana, INDIA

WWW.ijrcm.org.in



VoLUME No. 2 (2012), Issue No. 5 (MAY)

I SSN 2231-1009

CONTENTS

-~ TITLE & NAME OF THE AUTHOR (S) Fage No-

1. |AFRAMEWORK FOR GREEN PRODUCT ADOPTION BY INDIAN CONSUMERS 1
VISHNU NATH, DR. RAJAT AGRAWAL, DR. ADITYA GAUTAM & DR. VINAY SHARMA

2. | PROBLEMS IN IMPLEMENTING E-COMMERCE IN OMAN 8
M. IFTEKHAR AHMAD & DR. A. M. AGRAWAL

3. | FINANCIAL PERFORMANCE (FP) AND INFORMATION TECHNOLOGY CONTROL SYSTEM (ITCS) IN NIGERIN BANKS 12
MANSUR LUBABAH KWANBO

4. | AN EXTENDED TECHNOLOGY ACCEPTANCE MODEL TO UNDERSTAND ONLINE SHOPPING 16
MUHAMMAD RIZWAN, IMRAN ANWAR MIR & DR. KASHIF UR REHMAN

5. | AN ATTITUDE SURVEY ON FIVE TOP TOURIST TRAFFIC HOST COMMUNITIES TOWARDS TOURISM ACTIVITIES: A CASE STUDY OF 21
ETHIOPIA
DR. GETIE ANDUALEM IMIRU

6. | CHANGING SCENARIO OF EXPORT ORIENTED CERAMIC TABLEWARE INDUSTRY OF BANGLADESH AND MARKETING STRATEGY 32
FORMULATION: AN APPLICATION OF GROWTH-SHARE MATRIX
GOLAM MOHAMMAD FORKAN

7. | IMPACT OF THE THEORY AND PRACTICE OF GOVERNMENT CONTRACTING IN THE SOUTH AFRICAN PUBLIC HEALTH SYSTEM 39
LULAMILE NTONZIMA & DR. MOHAMED SAYEED BAYAT

8. | COMPARISON OF COMPREHENSIVE INCOME AND NET INCOME IN EVALUATING OF FIRM PERFORMANCE 45
ROYA DARABI, MALIHE ALIFARRI, MAHBOOBEH REZAYI & SHAHIN SAHRAEI

9. | INFLUENCE OF SERVICE QUALITY ON SATISFACTION OF CUSTOMERS OF TELECOM SECTORS IN CHENNAI 52
L. SRIDHARAN & DR. N. THANGAVEL

10. | EFFECT OF COMPUTER ASSISTED INSTRUCTION (CAI) ON ELEMENTARY SCHOOL STUDENTS’ PERFORMANCE IN BIOLOGY 57
RAMANIJEET KAUR, SUSHAMA SHARMA & ANIL K. TYOR

11. | RURAL TRANSFORMATION AND SHGS IN NAGAPATTINAM DISTRICT — A HOLISTIC APPROACH 60
N. SATHIYABAMA & DR. N. SHANI

12. | RECENT TRENDS IN INDIAN AGRICULTURAL DIVERSIFICATION 68
DR. DEEPAKSHI GUPTA

13. |INVESTMENT BANKING - A COMPREHENSIVE OVERVIEW 73
DR. S. ANITHA

14. | PREVENTION OF INVENTORY SHRINKAGE IS BETTER THAN SHRINKING THE PROFIT — A GLOBAL ORGANISED RETAIL 77
CONFRONTATION
P. SATHISH CHANDRA & DR. G.SUNITHA

15. |ASTUDY OF CUSTOMER RELATIONSHIP MANAGEMENT PRACTICES IN HOTELING SECTOR 82
V. P. DESHMUKH, N. R. JADHAV & S. P. SHINDE

16. | ROLE OF GOVERNMENT OF INDIA IN ENHANCING KNOWLEDGE MANAGEMENT PRACTICES IN MSMEs 89
DR. CHITRA SIVASUBRAMANIAN & S. D. UMA MAGESWARI

17. | CRM IN VARIOUS DIMENSIONS 96
MOHD ABDUR RAHMAN, MOHD ABDUL HAMEED & DR. SHAZAN MOHD KHAN

18. | WI-FI DEPLOYMENTS IN CONJUNCTION WITH WI-MAX FOR NEXT GENERATION HETEROGENEOUS NETWORK 103
AJAY M. PATEL & HIRAL R. PATEL

19. |A CASE STUDY ON PERFORMANCE APPRAISAL WITH REFERENCE TO INDIAN BANK, CHITTOOR DISTRICT (A.P) 106
CHEEKOORI JYOTHSNA & CIDDA REDDY JYOSHNA

20. |STRATEGIC TRAINING FOR NON-LIFE INSURANCE COMPANIES’ OF INDIA 113
CHIRAG DHANJI PATEL

21. | BIOMETRICS SECURITY SYSTEM IS A TOOL FOR DAILY LIFE SECURITY 118
MONALIKA SHARMA

22. | EFFECTIVENESS OF SOFTWARE METRICS IN FINDING THE FAULTY CLASSES 122
POOJA

23. | ACOMPARATIVE STUDY ON PERFORMANCE OF SELECTED SBI SECTOR FUNDS 127
G. L. MEENA

24. | MICRO, SMALL AND MEDIUM (MSMEs) ENTERPRISES AND INDIAN ECONOMY: AN EMPIRICAL STUDY ON ROLE OF MSMEs 129
SUSANTA KANRAR

25. | ENHANCING EFFECTIVENESS OF CRM THROUGH MOBILE CRM IN EDUCATION SECTOR 136
LAKSHMI KALYANI & DR. ABHISHEK SINGH

26. |ASTUDY ON PROFITABILITY ANALYSIS OF SHIPPING COMPANIES IN INDIA 140
DR. P. CHELLASAMY & M. SRIDEVI

27. | SCIENTOMETRIC MAPPING OF GREEN COMPUTING: THE GLOBAL PERSPECTIVE 144
M. PADMINI, T. R. SAJANI NAIR, R. SURYA & T. SUHIRTHARANI

28. | TESTING THE WEAK FORM EFFICIENCY OF COMMODITY MARKET IN INDIA 148
YUVARAJ. D

29. | AGILE BUSINESS INTELLIGENCE FOR AGILE DECISION-MAKING 152
SIREESHA PULIPATI

30. | INFORMATION TECHNOLOGY: ITS APPLICATION AND IMPACT ON ORGANIZATIONAL CULTURE OF STATE BANK OF INDIA AND ITS 157
ASSOCIATES WITH SPECIAL REFERENCE TO MODERNIZATION OF CORE PROCESSING SYSTEM
MOHITA
REQUEST FOR FEEDBACK 161

INTERNATIONAL JOURNAL OF RESEARCH IN COMPUTER APPLICATION & MANAGEMENT

A Monthly Double-Blind Peer Reviewed Refereed Open Access International e-Journal - Included in the International Serial Directories
WWWw.ijrcm.org.in




VoLuME No. 2 (2012), I ssue No. 5 (MAY) I SSN 2231-1009

CHIEF PATRON

PROF. K. K. AGGARWAL
Chancellor, Lingaya’s University, Delhi
Founder Vice-Chancellor, GuruGobindSinghIndraprasthaUniversity, Delhi
Ex. Pro Vice-Chancellor, GurulambheshwarUniversity, Hisar

PATRON
SH. RAM BHAJAN AGGARWAL
Ex.State Minister for Home & Tourism, Government of Haryana
Vice-President, Dadri Education Society, Charkhi Dadri
President, Chinar Syntex Ltd. (Textile Mills), Bhiwani

CO-ORDINATOR,
MOHITA
Faculty, Yamuna Institute of Engineering & Technology, Village Gadholi, P. O. Gadhola, Yamunanagar

ADVISORS
DR. PRIYA RANJAN TRIVEDI
Chancellor, The Global Open University, Nagaland
PROF. M. S. SENAM RAJU
Director A. C. D., School of Management Studies, 1.G.N.O.U., New Delhi
PROF. S. L. MAHANDRU
Principal (Retd.), MaharajaAgrasenCollege, Jagadhri

EDITOR.

PROF. R. K. SHARMA
Professor, Bharti Vidyapeeth University Institute of Management & Research, New Delhi

CO-EDITOR.

MOHITA
Faculty, Yamuna Institute of Engineering & Technology, Village Gadholi, P. O. Gadhola, Yamunanagar

EDITORIAL ADVISORY BOARD
DR. RAJESH MODI
Faculty, YanbulndustrialCollege, Kingdom of Saudi Arabia
PROF. PARVEEN KUMAR
Director, M.C.A., Meerut Institute of Engineering & Technology, Meerut, U. P.
PROF. H. R. SHARMA
Director, Chhatarpati Shivaji Institute of Technology, Durg, C.G.
PROF. MANOHAR LAL
Director & Chairman, School of Information & Computer Sciences, I.G.N.O.U., New Delhi
PROF. ANIL K. SAINI
Chairperson (CRC), GuruGobindSinghl. P. University, Delhi
PROF. R. K. CHOUDHARY
Director, Asia Pacific Institute of Information Technology, Panipat
DR. ASHWANI KUSH
Head, Computer Science, UniversityCollege, KurukshetraUniversity, Kurukshetra

INTERNATIONAL JOURNAL OF RESEARCH IN COMPUTER APPLICATION & MANAGEMENT

A Monthly Double-Blind Peer Reviewed Refereed Open Access International e-Journal - Included in the International Serial Directories
WWWw.ijrcm.org.in



VoLuME No. 2 (2012), I ssue No. 5 (MAY) I SSN 2231-1009

DR. BHARAT BHUSHAN
Head, Department of Computer Science & Applications, GuruNanakKhalsaCollege, Yamunanagar
DR. VIJAYPAL SINGH DHAKA
Dean (Academics), Rajasthan Institute of Engineering & Technology, Jaipur
DR. SAMBHAVNA
Faculty, L.L.T.M., Delhi
DR. MOHINDER CHAND
Associate Professor, KurukshetraUniversity, Kurukshetra
DR. MOHENDER KUMAR GUPTA
Associate Professor, P.J.L.N.GovernmentCollege, Faridabad
DR. SAMBHAYV GARG
Faculty, M. M. Institute of Management, MaharishiMarkandeshwarUniversity, Mullana
DR. SHIVAKUMAR DEENE
Asst. Professor, Dept. of Commerce, School of Business Studies, Central University of Karnataka, Gulbarga
DR. BHAVET
Faculty, M. M. Institute of Management, MaharishiMarkandeshwarUniversity, Mullana

ASSOCIATE EDITORS

PROF. ABHAY BANSAL
Head, Department of Information Technology, Amity School of Engineering & Technology, Amity University, Noida
PROF. NAWAB ALI KHAN
Department of Commerce, AligarhMuslimUniversity, Aligarh, U.P.

DR. ASHOK KUMAR

Head, Department of Electronics, D. A. V. College (Lahore), AmbalaCity

ASHISH CHOPRA

Sr. Lecturer, Doon Valley Institute of Engineering & Technology, Karnal

SAKET BHARDWAJ
Lecturer, HaryanaEngineeringCollege, Jagadhri

TECHNICAL ADVISORS
AMITA
Faculty, Government M. S., Mohali
MOHITA
Faculty, Yamuna Institute of Engineering & Technology, Village Gadholi, P. O. Gadhola, Yamunanagar

FINANCIAL ADVISORS
DICKIN GOYAL
Advocate & Tax Adviser, Panchkula
NEENA
Investment Consultant, Chambaghat, Solan, Himachal Pradesh

LEGAL ADVISORS
JITENDER S. CHAHAL
Advocate, Punjab & Haryana High Court, Chandigarh U.T.
CHANDER BHUSHAN SHARMA
Advocate & Consultant, District Courts, Yamunanagar at Jagadhri

SUPERINTENDENT

SURENDER KUMAR POONIA

INTERNATIONAL JOURNAL OF RESEARCH IN COMPUTER APPLICATION & MANAGEMENT

A Monthly Double-Blind Peer Reviewed Refereed Open Access International e-Journal - Included in the International Serial Directories
WWWw.ijrcm.org.in

iv



VoLUME No. 2 (2012), Issue No. 5 (MAY) I SSN 2231-1009

CALL FOR MANUSCRIPTS

Weinvite unpublished novel, original, empirical and high quality research work pertaining to recent developments & practices in the area of
Computer, Business, Finance, Marketing, Human Resource Management, General Management, Banking, Insurance, Corporate Governance
and emerging paradigms in allied subjects like Accounting Education; Accounting Information Systems; Accounting Theory & Practice; Auditing;
Behavioral Accounting; Behavioral Economics; Corporate Finance; Cost Accounting; Econometrics; Economic Development; Economic History;
Financial Institutions & Markets; Financial Services; Fiscal Policy; Government & Non Profit Accounting; Industrial Organization; International
Economics & Trade; International Finance; Macro Economics; Micro Economics; Monetary Policy; Portfolio & Security Analysis; Public Policy
Economics; Real Estate; Regional Economics; Tax Accounting; Advertising & Promotion Management; Business Education; Management
Information Systems (MIS); Business Law, Public Responsibility & Ethics; Communication; Direct Marketing; E-Commerce; Global Business;
Health Care Administration; Labor Relations & Human Resource Management; Marketing Research; Marketing Theory & Applications; Non-
Profit Organizations; Office Administration/Management; Operations Research/Statistics; Organizational Behavior & Theory; Organizational
Development; Production/Operations; Public Administration; Purchasing/Materials Management; Retailing; Sales/Selling; Services; Small
Business Entrepreneurship; Strategic Management Policy; Technology/Innovation; Tourism, Hospitality & Leisure; Transportation/Physical
Distribution; Algorithms; Artificial Intelligence; Compilers & Translation; Computer Aided Design (CAD); Computer Aided Manufacturing;
Computer Graphics; Computer Organization & Architecture; Database Structures & Systems; Digital Logic; Discrete Structures; Internet;
Management Information Systems; Modeling & Simulation; Multimedia; Neural Systems/Neural Networks; Numerical Analysis/Scientific
Computing; Object Oriented Programming; Operating Systems; Programming Languages; Robotics; Symbolic & Formal Logic and Web Design.
The above mentioned tracks are only indicative, and not exhaustive.

Anybody can submit the soft copy of his/her manuscript anytime in M.S. Word format after preparing the same as per our submission
guidelines duly available on our website under the heading guidelines for submission, at the email addresses:

infoijrem@gmail.comorinfo@ijrcm.org.in.

GUIDELINES FOR SUBMISSION OF MANUSCRIPT

1 COVERING LETTER FOR SUBMISSION:

DATED:
THE EDITOR
IJRCM

Subject: ~ SUBMISSION OF MANUSCRIPT IN THE AREA OF

(e.g. Finance/Marketing/HRM/General Management/Economics/Psychology/Law/Computer/IT/Engineering/Mathematics/other, please specify)
DEAR SIR/MADAM

Please find my submission of manuscript entitled ‘ ' for possible publication in your journals.

| hereby affirm that the contents of this manuscript are original. Furthermore, it has neither been published elsewhere in any language fully or partly, nor is it
under review for publication elsewhere.

| affirm that all the author (s) have seen and agreed to the submitted version of the manuscript and their inclusion of name (s) as co-author (s).

Also, if my/our manuscript is accepted, I/We agree to comply with the formalities as given on the website of the journal & you are free to publish our
contribution in any of your journals.

NAME OF CORRESPONDING AUTHOR:

Designation:

Affiliation with full address, contact numbers & Pin Code:
Residential address with Pin Code:

Mobile Number (s):

Landline Number (s):

E-mail Address:

Alternate E-mail Address:

NOTES:

a)  The whole manuscript is required to be in ONE MS WORD FILE only (pdf. version is liable to be rejected without any consideration), which will start from
the covering letter, inside the manuscript.

b)  The sender is required to mention the following in the SUBJECT COLUMN of the mail:
New Manuscript for Review in the area of (Finance/Marketing/HRM/General Management/Economics/Psychology/Law/Computer/IT/
Engineering/Mathematics/other, please specify)

C) There is no need to give any text in the body of mail, except the cases where the author wishes to give any specific message w.r.t. to the manuscript.

d)  The total size of the file containing the manuscript is required to be below 500 KB.

e)  Abstract alone will not be considered for review, and the author is required to submit the complete manuscript in the first instance.

f) The journal gives acknowledgement w.r.t. the receipt of every email and in case of non-receipt of acknowledgment from the journal, w.r.t. the submission
of manuscript, within two days of submission, the corresponding author is required to demand for the same by sending separate mail to the journal.

2. MANUSCRIPT TITLE: The title of the paper should be in a 12 point Calibri Font. It should be bold typed, centered and fully capitalised.

3. AUTHOR NAME (S) & AFFILIATIONS: The author (s) full name, designation, affiliation (s), address, mobile/landline numbers, and email/alternate email
address should be in italic & 11-point Calibri Font. It must be centered underneath the title.

4. ABSTRACT: Abstract should be in fully italicized text, not exceeding 250 words. The abstract must be informative and explain the background, aims, methods,
results & conclusion in a single para. Abbreviations must be mentioned in full.

INTERNATIONAL JOURNAL OF RESEARCH IN COMPUTER APPLICATION & MANAGEMENT

A Monthly Double-Blind Peer Reviewed Refereed Open Access International e-Journal - Included in the International Serial Directories
WWWw.ijrcm.org.in

\"



VoLUME No. 2 (2012), Issue No. 5 (MAY) I SSN 2231-1009

5. _: Abstract must be followed by a list of keywords, subject to the maximum of five. These should be arranged in alphabetic order separated by
commas and full stops at the end.

6. _: Manuscript must be in BRITISH ENGLISH prepared on a standard A4 size PORTRAIT SETTING PAPER. It must be prepared on a single space and
single column with 1” margin set for top, bottom, left and right. It should be typed in 8 point Calibri Font with page numbers at the bottom and centre of every
page. It should be free from grammatical, spelling and punctuation errors and must be thoroughly edited.

7. _: All the headings should be in a 10 point Calibri Font. These must be bold-faced, aligned left and fully capitalised. Leave a blank line before each
heading.

8. _: All the sub-headings should be in a 8 point Calibri Font. These must be bold-faced, aligned left and fully capitalised.

9. _: The main text should follow the following sequence:
INTRODUCTION

REVIEW OF LITERATURE
NEED/IMPORTANCE OF THE STUDY
STATEMENT OF THE PROBLEM
OBJECTIVES

HYPOTHESES

RESEARCH METHODOLOGY
RESULTS & DISCUSSION

FINDINGS
RECOMMENDATIONS/SUGGESTIONS
CONCLUSIONS

SCOPE FOR FURTHER RESEARCH
ACKNOWLEDGMENTS

REFERENCES
APPENDIX/ANNEXURE

It should be in a 8 point Calibri Font, single spaced and justified. The manuscript should preferably not exceed 5000 WORDS.

10. _: These should be simple, crystal clear, centered, separately numbered &self explained, and titles must be above the table/figure. Sources of
data should be mentioned below the table/figure. It should be ensured that the tables/figures are referred to from the main text.

11. _:These should be consecutively numbered in parentheses, horizontally centered with equation number placed at the right.

12. _: The list of all references should be alphabetically arranged. The author (s) should mention only the actually utilised references in the preparation

of manuscript and they are supposed to follow Harvard Style of Referencing. The author (s) are supposed to follow the references as per the following:

. All works cited in the text (including sources for tables and figures) should be listed alphabetically.
4 Use (ed.) for one editor, and (ed.s) for multiple editors.
4 When listing two or more works by one author, use --- (20xx), such as after Kohl (1997), use --- (2001), etc, in chronologically ascending order.
4 Indicate (opening and closing) page numbers for articles in journals and for chapters in books.
o The title of books and journals should be in italics. Double quotation marks are used for titles of journal articles, book chapters, dissertations, reports, working
papers, unpublished material, etc.
4 For titles in a language other than English, provide an English translation in parentheses.
4 The location of endnotes within the text should be indicated by superscript numbers.
PLEASE USE THE FOLLOWING FOR STYLE AND PUNCTUATION IN REFERENCES:
BOOKS
4 Bowersox, Donald J., Closs, David J., (1996), "Logistical Management." Tata McGraw, Hill, New Delhi.
i Hunker, H.L. and A.J. Wright (1963), "Factors of Industrial Location in Ohio" Ohio State University, Nigeria.
CONTRIBUTIONS TO BOOKS
. Sharma T., Kwatra, G. (2008) Effectiveness of Social Advertising: A Study of Selected Campaigns, Corporate Social Responsibility, Edited by David Crowther &

Nicholas Capaldi, Ashgate Research Companion to Corporate Social Responsibility, Chapter 15, pp 287-303.
JOURNAL AND OTHER ARTICLES

4 Schemenner, R.W., Huber, J.C. and Cook, R.L. (1987), "Geographic Differences and the Location of New Manufacturing Facilities," Journal of Urban Economics,
Vol. 21, No. 1, pp. 83-104.

CONFERENCE PAPERS

4 Garg, Sambhav (2011): "Business Ethics" Paper presented at the Annual International Conference for the All India Management Association, New Delhi, India,
19-22 June.

UNPUBLISHED DISSERTATIONS AND THESES

4 Kumar S. (2011): "Customer Value: A Comparative Study of Rural and Urban Customers," Thesis, KurukshetraUniversity, Kurukshetra.

ONLINE RESOURCES

i Always indicate the date that the source was accessed, as online resources are frequently updated or removed.

WEBSITE

Garg, Bhavet (2011): Towards a New Natural Gas Policy, Political Weekly, Viewed on January 01, 2012 http://epw.in/user/viewabstract.jsp

INTERNATIONAL JOURNAL OF RESEARCH IN COMPUTER APPLICATION & MANAGEMENT

A Monthly Double-Blind Peer Reviewed Refereed Open Access International e-Journal - Included in the International Serial Directories
WWWw.ijrcm.org.in

Vi



VoLUME No. 2 (2012), Issue No. 5 (MAY) I SSN 2231-1009
BIOMETRICS SECURITY SYSTEM IS A TOOL FOR DAILY LIFE SECURITY

MONALIKA SHARMA
ASST. PROFESSOR (CSE)
SHIVA INSTITUTE OF ENGINEERING & TECHNOLOGY
BILASPUR

ABSTRACT

Biometric system is an important tool for security system. Biometrics is a rapidly evolving technology which is being widely used in forensics such as criminal
identification and prison security and has the potential to be used in a large range of civilian application areas. Biometrics can be used to prevent unauthorized
access to ATMs, cellular phones, smart cards, UID cards, desktop PCs, workstations (companies, industries, Educational institutes, shopping mall, railway stations,
airports etc.) and computer networks. Biometric Recognition Systems helps to public and offer more secure and convenient process of identification compared to
alternative methods of identification. The application of biometric system helps in daily life and strengthens the field of science and technology. The review article
also explores applications in biometric system. Biometric security systems have been proved to be accurate and very effective in various applications.

KEYWORDS

Automated Teller Machine, BioAPI consortium, Biometric authentication systems Biometric security system, Personal Computer.

INTRODUCTION
omputer technology is more and more ubiquitous; the penetration of computer in society is a welcome step towards modernization but society needs to
be better equipped to grapple the challenges associated with technology. The difficulties of staying up to date with security issues within the realm of IT
education are due to the lack of current information (Ahmad et al., 2003). The recent research is focused on bringing quality security system and more
reliable biometric security system.
Biometric security systems are automated methods of verifying or recognizing the identity of a living person. There are two types of biometric methods:
1.  Physiological biometric methods: They are based on physiological characteristics such as fingerprints, hand geometry and retina patterns.
2. Behavioural biometric methods: They are based on some aspect of behaviour such as signature, voice, keystroke and pointing patterns.
As there is a diversity of needs in terms of the information handled, security requirements, and organizational factors, no one biometric method is likely to meet
all these requirements but still helpful tool for daily life security (Deane et al., 1995).
Biometric security systems of identification are preferred over traditional methods involving passwords and PIN numbers for various reasons: the person to be
identified is required to be physically present at the point-of identification; identification based on biometric techniques obviates the need to remember a
password or carry a token. With the increased use of computers as vehicles of information technology, it is necessary to restrict access to sensitive/personal
data. By replacing PINs, biometric techniques can potentially prevent unauthorized access to or fraudulent use of ATMs, cellular phones, smart cards, desktop
PCs, workstations, and computer networks. PINs and passwords may be forgotten, and token based methods of identification like passports and driver's licenses
may be forged, stolen, or lost. Thus biometric systems of identification are enjoying a renewed interest. A biometric system is essentially a pattern recognition
system which makes a personal identification by determining the authenticity of a specific physiological or behavioral characteristics possessed by the user.
An important issue in designing a practical system is to determine how an individual is identified. Depending on the context, a biometric system can be either a
verification (authentication) system or an identification system. The current security model for verification of identity, protection of information and
authentication to access data or services is based on using a token or password, tied to and thereby representing an individual to either authenticate identity or
allow access to information (Uddin et al., 2011).

ROLE OF BIOMETRICS

The physical characteristics of a person like finger prints, hand geometry, face, voice and iris are known as biometrics. Each biometric trait has its strengths and
weaknesses. The suitable biometric can be selected depending upon the application in various computer based security systems. The important features of the
various biometrics are discussed briefly in this section.

FINGER PRINTS

Fingerprint verification is one of the most reliable personal identification methods. Among all the biometric techniques, fingerprint-based identification is the
oldest method which has been successfully used in numerous applications. Everyone is known to have unique, immutable fingerprints. A fingerprint is made of a
series of ridges and furrows on the surface of the finger. The uniqueness of a fingerprint can be determined by the pattern of ridges and furrows as well as the
minutiae points. Minutiae points are local ridge characteristics that occur at either a ridge bifurcation or a ridge ending. A finger print is the pattern of rids and
valley on the surface of a finger tip. The finger prints of the identical twins are different. It is affordable to scan the finger prints of a person and can be used in
computer for number of applications. This method is traditional and it gives accuracy for currently available Fingerprint Recognition Systems for authentication
(Jain et al., 1997). This fingerprint recognition system is becoming affordable in a large number of applications like banking, Passport, educational institution etc.

Advantages: Very high accuracy, most economical biometric PC user authentication technique, most developed biometrics, easy to use, small storage space
required for the biometric template, reducing the size of the database memory required and standardized.

Disadvantages: For some people it is very intrusive, because it is still related to criminal identification. It can make mistakes with the dryness or dirtyness of the
finger’s skin, as well as with the age (children, because the size of their fingerprint changes quickly). Image captured at 500 dots per inch (dpi). Resolution: 8 bits
per pixel. A 500 dpi fingerprint image at 8 bits per pixel demands a large memory space, 240 Kbytes approximately - Compression required (a factor of 10
approximately).

HAND GEOMETRY

The hand geometry recognition system depends on a number of measurements taken from the human hand, including its shape, size of palm, length and width
of the fingers. This method is very simple and easy to use. As there is no effect of environment factors such as dry weather or dry skin, this does not appear to
have dry negative effects on the authentification accuracy. Also hand geometry information may not be invariant during the growth period of the children (Ong
etal., 2003).

Advantages: Though it requires special hardware to use, it can be easily integrated into other devices or systems. It has no public attitude problems as it is
associated most commonly with authorized access. The amount of data required to uniquely identify a user in a system is the smallest by far, allowing it to be
used with Smart Cards easily.

Disadvantages: Very expensive. Considerable size. It is not valid for arthritic person, since they cannot put the hand on the scanner properly.

SIGNATURE

Signature verification is the process used to recognize an individual's hand-written signature. Dynamic signature verification uses behavioural biometrics of a
hand written signature to confirm the identity of a person. This can be achieved by analyzing the shape, speed, stroke, pen pressure and timing information
during the act of signing. On the other hand there is the simple signature comparison which only takes into account what the signature looks like. So with
dynamic signature verification, it is not the shape or look of the signature that is meaningful, it is the changes in speed, pressure and timing that occur during the
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act of signing, thus making it virtually impossible to duplicate those features. Devices which enable dynamic signature verification store the behavioural factors
and the captured signature image itself for future comparison in their database. These devices account changes in one's signature over time by recording the
time and the dynamic features each time a person uses the system.

Advantages: Non intrusive, Little time of verification (about five seconds),Cheap technology.

Disadvantages: Signature verification is designed to verify subjects based on the traits of their unique signature. As a result, individuals who do not sign their
names in a consistent manner may have difficulty enrolling and verifying in signature verification. Error rate: 1 in 50.

FACE

The human face plays an important role in our social interaction, conveying people’s identity. Using human face as a key to security, the biometrics face
recognition technology has received significant attention in the past several years due to its potential for a wide variety of applications in both law enforcement
and non-law enforcement. As compared with other biometrics systems using fingerprint/palmprint and iris, face recognition has distinct advantages because of
its non-contact process. Face images can be captured from a distance without touching the person being identified, and the identification does not require
interacting with the person. In addition, face recognition serves the crime deterrent purpose because face images that have been recorded and archived can
later help identify a person. The face is the commonly used biometric characteristics for person recognition. The most popular approaches to face recognition
are based on shape of facial attributes, such as eyes, eyebrows, nose, lips, chin and the relationships of these attributes. As this technique involves many facial
elements; these systems have difficulty in matching face images. The face recognition systems which are used currently impose a number of restrictions on how
facial images are obtained .This face recognition system automatically detects the correct face image and is able to recognize the person (Uddin et al., 2011).
Advantages: Non intrusive. Cheap technology.

Disadvantages: 2D recognition is affected by changes in lighting, the person’s hair, the age, and if the person wear glasses. Requires camera equipment for user
identification; thus, it is not likely to become popular until most PCs include cameras as standard equipment.

IRIS

The iris is biological feature of a human. It is a unique structure of human which remains stable over a person lifetime. The iris is the annular region of the eye.
The left and right irises of an individual can be treated as separate unique identifier. The iris information can be collected by iris image. The accuracy of iris based
recognition system is promising. Each iris is believed to be distinctive and even the irises of identical twins are also different. The iris recognition system has
become more users friendly and cost effective. The iris have a very low false accept rate as compared to other biometrics like finger print, face, hand geometry
and voice. Iris recognition is treated as the most reliable biometrics and has been widely applied in public and personal security areas. However it is
recommended that the users have to cooperate with the iris cameras to make their iris images well captured. The restricting factors of iris image acquisition are
analyzed and the optical formulas are derived. The properties of the Iris that enhance its suitability for use in automatic identification include:

- Protected from the external environment

- Impossibility of surgically modifying without the risk of vision

- Physiological response to light.

- Ease of registering its image at some distance (Sharma and Kumar, 2011)

FIGURE 1: IRIS RECOGNITION SYSTEM
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Advantages: Very high accuracy. Verification time is generally less than 5 seconds. The eye from a dead person would deteriorate too fast to be useful, so no
extra precautions have to be taken with retinal scans to be sure that user is a living human being.

Disadvantages: Intrusive. A lot of memory for the data to be stored. Very expensive.

RETINA

Along with iris recognition technology, retina scan is perhaps the most accurate and reliable biometric technology. It is most difficult to use and requires well-
trained, and is perceived as being moderately to highly intrusive. The users have to be cooperative and patient to achieve a proper performance. Basically the
retina, a thin nerve on the back of the eye, is the part of the eye which senses light and transmits impulse through the optic nerve to the brain. Blood vessels
used for biometric identification are located along the neural retina which is the outermost of the retina's four cell layers. Research has proven that the patterns
of blood vessels on the back of the human eye were unique from person to person. It has been proved that these patterns, even between identical twins, were
indeed unique. This pattern also doesn't change over the course of a lifetime. Retinal scanners require the user to place their eye into some sort of device and
then ask the user to look at a particular spot so that the retina can be clearly imaged. This technology involves using a low-intensity infrared light source through
an optical coupler to scan the unique patterns of the retina. The reaction of the vascular information is being recorded. Retina scanning works well in modes,
identification and verification.

Advantages: Very high accuracy. There is no known way to replicate a retina. The eye from a dead person would deteriorate too fast to be useful, so no extra
precautions have to be taken with retinal scans to be sure the user is a living human being.

Disadvantages: Very intrusive. It has the stigma of consumer's thinking it is potentially harmful to the eye. Comparisons of template records can take upwards of
10 seconds, depending on the size of the database. Very expensive.

VOICE

The voice recognition systems have been currently used in various applications. Voice is a combination of physical and behavioural biometrics. The features of
person voice are based on the vocal tracts, mouth, nasal activities and lips movement that are used synthesis of sound. These physical characteristics of human
speech are invariant for individuals. The behavioural part of the speech of person changes over time due to age, medical conditions, and emotional state. The
speaker dependent voice recognition systems are text dependent; and the speaker independent systems are what he or she speaks (Swartz and Magotra, 1997).
The speaker dependent voice recognition system is more difficult to design but provides more protection.

Advantages: Non intrusive. High social acceptability. Verification time is about five seconds. Cheap technology.

Disadvantages: A person’s voice can be easily recorded and used for unauthorized PC or network. Low accuracy. An illness such as a cold can change a person’s
voice, making absolute identification difficult or impossible.
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CHARACTERISTICS OF SUCCESSFUL BIOMETRIC IDENTIFICATION METHODS

The following factors are needed to have a successful biometric identification method:

d The physical characteristic should not change over the course of the person's lifetime.
i The physical characteristic must identify the individual person uniquely.
i The physical characteristic needs to be easily scanned or read in the field, preferably with inexpensive equipment, with an immediate result.

i The data must be easily checked against the actual person in a simple, automated way.
Other characteristics that may be helpful in creating a successful biometric identification scheme are:

d Ease of use by individuals and system operators.
d The willing (or knowing) participation of the subject is not required.

i Uses legacy data (such as face recognition or voice analysis).
Advantages to Biometric identification technology

d Biometric identification can provide extremely accurate, secured access to information; fingerprints, retinal and iris scans produce absolutely unique data
sets when done properly.

d Current methods like password verification have many problems (people write them down, they forget them, they make up easy-to-hack passwords).
d Automated biometric identification can be done very rapidly and uniformly, with a minimum of training.

. Your identity can be verified without resort to documents that may be stolen, lost or altered.

BIOMETRIC AUTHENTICATION SYSTEMS

In general biometric authentication systems work in two modes:

1.  Enrolment mode: In this mode biometric user data is acquired. This is mostly done with some type of biometric reader. Afterwards the gathered
information is stored in a database where it is labelled with an user identity such as name, identification number to facilitate authentication (Jain and Ross,
2004).

2.  Authentication mode: Again biometric user data is acquired RST and used by the system to either verify the users claimed identity or to identify who the
user is. While identification involves the process of comparing the users biometric data against all users in the database, the process of verification
compares the biometric data against only those entries in the database which are corresponding to the users claimed identity. In general one can consider
the verification of the identity of a person as a two-class problem: either the person is who he/she claims to be (client) or the person fails to be the one
he/she claims to be (impostor).

So we are basically dealing with a binary-decision scheme where we either accept or reject a person. Simple biometric systems usually consist of the following

four components:

Sensor modules: This module acquires biometric user data. Examples of sensor modules would be retina-scanner or a fingerprint sensor.

Feature extraction modules: This module is responsible for extracting feature values of a biometric trait. If hand geometry would be used as a biometric trait

then feature values would include width of fingers at various locations, width of the palm, thickness of the palm, length of fingers etc.

Matching modules: The matching modules compare the acquired biometric features against those stored in a database.

Decision-making modules: The user’s identity is either established or a claimed identity is accepted or rejected.

This is based on the results of the matching modules. Since we are dealing with a binary decision scheme it is obvious that the decision-making module can make

two kinds of errors. The errors, which can be made in the process of verification, are called: False Rejection (FR): when an actual client gets identified as an

impostor.

False Acceptance (FA): when an actual impostor gets identified as a client.

PROBLEMS WITH BIOMETRICS

In theory collecting and verifying biometric data is no problem but in today’s demanding real-world applications there are lot of problems with biometric
systems. One of those problems is that biometric traits extracted from persons tend to vary with time for one and the same person and to make it even worse,
this variation is itself very variable from one person to another. Most of the other problems are caused by extreme or constantly changing surroundings and the
nature of certain biometric measures.

Noise: Noisy biometric data like a person having a cold (voice recognition), a simple cut on ones finger(fingerprint scan) or different lighting conditions(face
detection) are some examples of noisy inputs. Other examples are miscongured or improperly maintained sensors or inconvenient ambient conditions like dirt
on a sensor for fingerprints or voice recognition with loud background noise. The problem with noisy biometric data is that authorised personnel may get
incorrectly rejected (FR), if the noisy data affects the extracted features so much, that no match can be found in the biometric database. The other extreme
situation would occur if noise would change the extracted features in such a way, that the result feature set would match to another person (FA).
Distinctiveness: While a biometric trait is expected to vary significantly across individuals, there may be large similarities in the feature sets used to represent
these traits. Thus, every biometric trait has a theoretical upper bound in terms of discrimination capability (Jain and Ross, 2004; Jain and Ross, 2003).
Non-universality: The problem of non-universality arises when it is not possible to acquire certain biometric traits from all users. That means that even though a
person has a fingerprint, it still may be impossible to acquire that trait because of the poor quality of the ridges which make up the fingerprint.

MULTI BIOMETRIC SYSTEMS

Most of the problems and limitations of biometrics are imposed by unimodal biometric systems. Unimodal biometric systems rely on the evidence of only a
single biometric trait. Some of these problems may be overcome by multi biometric systems and an efficient fusion scheme to combine the information
presented in multiple biometric traits. It is evident that problems like non-universal traits, distinctiveness and security problems are easier and better to deal
with if more biometric traits are present. So if a person fingerprint can not be acquired by a sensor, other biometric methods like voice recognition and retina
scans are taken into account and the resulting data is validated against the biometric database.

STANDARDS

The biometrics industry includes more than 150 separate hardware and software vendors, each with their own proprietary interfaces, algorithms, and data
structures. Standards are emerging to provide a common software interface, to allow sharing of biometric templates, and to permit effective comparison and
evaluation of different biometric technologies.

The BioAPI consortium has released an open system standard called the BioAPI. Today the BioAPI has been accepted as an ANSI standard - ANSI/INCITS 358-
2002. The BioAPl is implemented in the C programming language and it is intended to provide a high-level generic biometric authentication model suited for any
form of biometric technology. The BioAPI also provides primitives that allow the application to manage the capture of samples on a client, and the enrolment,
verification and identification on a server (The BioAPI Consortium, 2001).

BIOMETRICS OF THE FUTURE
Many of the technologies discussed thus far are paving the way of the future. However, newer technologies (gait recognition, lip print identification, body
odour) are gaining more and more acceptance.
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1.  Inthe medical field

Gait recognition, which measures body gestures and movements, is being used by physical therapists to help detect and remedy human movement patterns.
This behavioural biometric technique recognizes the uniqueness in the ways people walk by scanning human movement, then digitalizing (via binary transfer)
the data, and storing the data for a match. It can detect, classify, and identify humans from distances up to 500 feet away and under all weather conditions in
both day and evening. Its accuracy remains a current drawback.

2.  Inthe forensic science community

Lip Print identification: The use of Lip Print identification is gaining more acceptances. Similar in the logic of fingerprinting, lip prints provide an alternative form
of identification. The hassle of reading ones lips and piercing issues prove to be challenges. The main drawback is the user effort required for authentication.
Body odour recognition: Body odour recognition (chemical odour analysis) is seen as another biometric. Yet still unproven, we know that certain breeds of dogs
excel at using their sense of smell to track humans. At least one company is working on a device to identify people based on body odours. The scientific basis of
the work is that the chemical composition of odours can be identified using special sensors. The Researchers and scientists has pioneered similar research that
has application to drug and bomb detection technologies. The drawbacks of this technology include inconsistencies in chemical composition resulting from
hormonal or emotional changes (Network Security Technologies, 2003).

Biometrics applies in network security: The biggest problem for network security is the authentication system. For most systems, they mainly use and rely on
passwords which is a combination of letters, characters and/or numbers. However, passwords need to be renewed within a certain period of time to maintain a
high level of security. Moreover, it might be copied and used by unauthorized users. To fix that problem, biometrics security system can be applied. The most
use of biometrics security system in network is the logical access control method. It will verify person's identification for secure workstation logon or network
logon to get access control to the system (Reid, 2004).

The main obstacles of biometrics will continue to involve complexity and privacy issues surrounding information abuse. Many of the biometric techniques are
easy to fool such as the case of a fingerprint saved on a piece of candy; and systematic bypass of determined and creative hackers. In other words, today’s
hacker is becoming smarter than ever (Chaim, 2003). Physiological biometric technology and finger scan technology (36%) will continue to dominate the
biometric market. However, other technologies such as hand 27%, signature 5%, iris 16%, voice 6%, and facial 11% recognition are all gaining popularity. And
handwriting technology is becoming popular with banks and credit cards authorization.

Biometrics usage will continue to work in conjunction with security software (firewalls, antivirus, encryption) and security hardware (token and smart cards, and
firewall/VPN devices); in security sensitive environments such as airports and casinos; with law enforcement; prisons, jails, amusement and theme parks,
corporate time systems, in assisting the disabled and mentally challenged; with new technologies for laptops not communicating with a corporate network; on
desktops communicating with a corporate network; and more vendor product and service line expansion. The popularity of e-business will continue to be the
driving force behind advanced security needs.

When choosing a biometric system, the following items should be considered when deciding. Characteristics such as speed, accuracy, user-friendliness, low-cost,
public acceptability, reliability, resistance to counterfeiting, acceptable storage requirements, and fast enrolment times should all be considered.

CONCLUSION

Biometric systems and especially multi biometric systems have a huge potential of growth. By using biometric technologies, access procedures should be made
simpler, faster and more secure. Especially governments, law enforcement agencies, military and industrial companies, already make partial use of this
technology. In the future biometric devices will surely become more involved in many civil areas. Maybe in a couple of years access to ones private home or car
will be granted upon a successful iris scan, thus making the traditional house or car keys obsolete. Maybe money, credit cards and cheques will become obsolete
by leaving ones fingerprint instead of a certain amount of monetary value. But in spite of all the advantages coming along with the broader usage of biometric
technology in our everyday lives, this technology also brings up a whole new range of difficulties and problems. So it will not sufficient to study factors like cost
versus performance tradeoffs, or usability and security issues before deploying biometric systems. Very special care must be taken what may be done with the
acquired biometric data and who may use it for a certain purpose.

Biometrics technology is a new technology for most of us because it has only been implemented in public for short period of time. There are many applications
and solutions of biometric technology used in security systems. It has many advantages which can improve our lives such as: improved security and
effectiveness, reduced fraud and password administrator costs, ease of use and makes live more comfortable. Even though the biometrics security system still
has many concerns such as information privacy, physical privacy and religious objections, users cannot deny the fact that this new technology will change our
lives for the better.
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