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A RELIABLE COMPUTERIZED ACCOUNTING INFORMATION SYSTEM; WHAT SECURITY CONTROLS ARE
REQUIRED?

AMANKWA, ERIC
LECTURER
PRESBYTERIAN UNIVERSITY COLLEGE
GHANA

ABSTRACT

The objective of this study is to explore security controls that can be integrated into the design, development and implementation of the Computerized
Accounting Information Systems to ensure information reliability and to propose an effective framework for categorizing Security Controls towards the
attainment of information reliability. A critical literature review and empirical study using field observations and personal interviews were used to gather data,
which was then analyzed and modelled, using Structured Analysis and design models to reflect security controls identified for implementation in the
Computerized Accounting Information Systems. Schwartau’s Time Base security model therefore presented an effective framework for categorizing identified
controls. The results of the study however indicated that, three categories of security controls, which are Preventive controls (Access Control, Authentication,
Authorization, Input (Data Entry) Control, and Cryptographic mechanism), Detective controls (Non-repudiation, Anti-Virus Programs, Information Integrity
Control, Impersonation Control, and Analysis of Security Audit logs) and Corrective controls (Database Recovery control, and Application Recovery control) are
essential for ensuring the reliability of information generated from CAIS. Accordingly, it was recommended to implement security controls in an integrated
fashion to create multiple layers of security and to sensitize users at all levels on the need and importance of having controls in a Computerized Accounting
Information Systems.

KEYWORDS

Computerized Accounting, Security Controls, Information Reliability, Controls Categorization.

INTRODUCTION
omputerized Accounting Information System defined as a computer-based system that processes financial information and supports decision making in
the context of coordination and control of organizational activities (Sajady et al., 2008); is designed to keep track of all payments for strategic financial
decision making.
Computerized Accounting Information System (CAIS) encounters serious security threats that may arise from the weakness of their security controls or from the
nature of the competitive environment as the need for information is greater (Hayale and Khadra, 2006). At the same time, the very survival of organization
depends on correct management, security and confidentiality of their information (Eduardo and Marino, 2004), since information assets constitute a significant
proportion of an entity’s market value (ITGI, 2001). Consequently security threats related to CAIS require a great attention from auditors and accountants in
order to be recognized and minimized by evaluating organization security controls (Greenstein and Vasarhelyi, 2000). Several professional committees, such as
AICPA that published SAS No.94 in 2001, have undertaken this endeavour, even though it was late. However, these initiatives were in the form of general
instructions, and nothing specific viewed to be considered as detailed guidance to the auditors in their work, (Boynton, 2001; Kinusn, 2002).
In 2002, the Sarbanes-Oxley act called for “real time” disclosure of information on material changes in the financial conditions or operations of publicly held
companies. As a result, organizations are more concerned with timeliness and quality of financial performance information (Uday, 2004). In view of these, the
responsibility has increased dramatically on the accounting profession and information systems auditors, to quickly recognize and assess the risks that are
associated with Computerized Accounting Information Systems in the IT environment and define detailed security controls framework to be maintained
This paper therefore identifies Security Controls (SC) that can be integrated into the design, development and implementation of CAIS to ensure information
reliability. The study also aims to propose an effective and working framework for categorizing CAS security controls towards the attainment of information
reliability.

LITERATURE REVIEW

A Security Control is a system that prevents, detects or corrects unlawful events in an organization. The purpose of a security control is to reduce losses (risks) by
lowering likelihood of occurrence or by reducing the impact after a risk has occurred.

A growing body of research indicates that the existence and adequacy of security controls to protect Computerized Accounting Information System (CAIS)
implemented in Institutions of Higher Learning (IHL) is essential for the assurance of confidentiality, integrity and continuous availability of vital information for
business continuity. The adequacy of security controls in this research is therefore defined as the ability of implemented security controls to ensure
confidentiality, integrity, and availability of information to support managerial decision making. Confidentiality means security controls must prevent the
disclosure of information to unauthorized individuals or systems; Integrity means that controls must prevent unauthorized modification of information and
Availability means that implemented controls of CAIS must ensure prevention of unauthorized withholding of information or resources (Gollman, 2006). In other
words implemented controls must not deny authorised users access to information.

Section 302 of the Sarbanes-Oxley Act requires the CEO and the CFO to certify that the financial statements fairly present the results of the company’s activities
and requires them to certify that they have evaluated the effectiveness of the organization’s internal controls. Security is a key component of internal control
and systems reliability. The Trust Services Framework developed by the AICPA and the Canadian Institute of Chartered Accountants addresses a subset of the
issues covered by COBIT, focusing specifically on five aspects of information systems controls and governance that most directly pertain to systems reliability:
Security, Confidentiality, Privacy, Processing Integrity, and Availability.

Buttross and Ackers (1990) conducted a theoretical study in which they discussed microcomputer security exposure and microcomputer organizational,
hardware, software and data security controls. Their study provided security controls checklist that could be used to help the internal auditors in evaluating
computer security. Some of these security controls were selected for implementation in this study.

Henry (1997) carried out a survey on 261 companies in the US, to determine the nature of their accounting systems and security in use. Seven basic security
methods were presented in his study. These methods were encryption, password access, backup of the data, viruses’ protection, and authorization for system
changes, physical system security and periodic audit. Relevant controls from this study were selected for implementation in this study.

Another study, carried out by Qurashi & Siegel ,(1997), assured the accountant’s responsibility to check the security of the computer system. The researchers
carried out a theoretical study to develop a security checklist. This list covers the following four security controls groups, which are Client policy, Software
security, Hardware security and Data security.

The IT Governance Institute (ITGI) and the Information Systems Audit and Control Foundation (ISACA) (1992) developed the Control Objectives for Information
and Related Technology (COBIT). COBIT provides managers, auditors, and IT users with a set of generally accepted IT control objectives to assist them in
maximizing the benefits derived through the use of IT and developing the appropriate IT governance and control in their organizations. Many of the COBIT
security controls were selected and incorporated in the proposed security controls to be empirically tested in the CAIS environment at the PUCG.
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Moscove and Stephan (2001) consider that e-business organizations should maintain a group of control procedures to protect their systems form any possible
threats, such procedures includes:

1. Physical access control procedures.

2. Password control procedures.

3. Data encryption such as public key encryption.

4. Disaster recovery plan (DRP).

5. Software-based security control, such as firewalls.

6. Intrusion detection software to detect unauthorized entrance into the system

In a study carried out by Zviran and Haga (1999) to evaluate password security as one of the most common control mechanisms for authenticating users of CAIS,
it was found that despite the widespread use of passwords, little attention has been given to the characteristics of their actual use. The study investigated the
core characteristics of user-generated passwords and the associations among those characteristics.

Abu Musa (2006) also performed an empirical study to investigate and evaluate the existence and adequacy of implemented CAIS security controls in Saudi
organizations using a proposed security controls checklist. The proposed security controls check list included; organizational controls, hardware and physical
access control, software control, data security control and off-line data and program security control.

Drawing upon Abu-Musa (2006), Microsoft Corporation (2006) took the study a step further and categorized security controls under Organizational, Operational
and Technological controls, with each of the categories consist of preventative controls, detection controls and management controls.

In a very recent publication, SANS Cyber Defense (2010) presented a Consensus Audit Document stating the Twenty Critical Security Controls for effective cyber
defense. These Top 20 Controls were agreed upon by a powerful consortium brought together by John Gilligan (previously CIO of the US Department of Energy
and the US Air Force) under the auspices of the Center for Strategic and International Studies. Members of the Consortium include NSA, US Cert, DoD JTF-GNO,
the Department of Energy Nuclear Laboratories, Department of State, DoD Cyber Crime Center plus the top commercial forensics experts and pen testers that
serve the banking and critical infrastructure communities. Security controls presented included;

Inventory of Authorized and Unauthorized Devices

Inventory of Authorized and Unauthorized Software

Secure Configurations for Hardware and Software on Laptops, Workstations, and Servers

Boundary Defense

Maintenance, Monitoring, and Analysis of Security Audit Logs

Application Software Security

Controlled Use of Administrative Privileges

Controlled Access Based on Need to Know

Continuous Vulnerability Assessment and Remediation

Malware Defenses
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IMPORTANCE OF THE STUDY

The study has the significance of reducing accounting related losses by presenting security controls necessary for achieving organizational pre-defined control
objectives. From a practical standpoint, IS developers, Auditors, IT users and practitioners alike stand to gain from the findings of this study. The results could
enable them to better understand and secure their CAIS and to champion IT development for the success of their businesses. While there have been several
studies on information security controls implementation in Organizations in Europe and other parts of the world, very limited (if not zero) studies have been
conducted on African organizations, hence this study bridges the existing research gap. It is also imperative to realize that all previous studies on the subject only
identified generic information security controls, with few on accounting systems but failed to show how these controls can be integrated into the general design
and implementation of accounting systems to achieve information reliability. The researcher at the time of this research was also unaware of any studies that
identified security controls for direct integration into the design, development and implementation of computerized Accounting Systems. Hence the results of
this study can provide valuable insights for CAIS developers, accountants and IS auditors, and lead to a better understanding of design and development issues
concerned with security controls implementations in CAIS.

STATEMENT OF THE PROBLEM

In view of the above this study attempts to answer the following questions: (1). what security controls are necessary for ensuring the reliability of information
generated from Computerized Accounting Information Systems (CAIS)? (2). which framework is effective for categorizing CAIS security controls to achieve
information reliability?

OBIJECTIVES
The study strives to achieve the following objectives; (1).To identify security controls for direct integration into the design, development and implement of CAIS.
(2). to propose an effective and working framework for categorizing CAS security controls towards the attainment of information reliability.

RESEARCH METHODOLOGY

This study was conducted at the Presbyterian University College Ghana, a private university with a student population of about 1,500 and total staff strength of
about 200. The college has a well equipped accounts department headed by the college’s finance director. All cash inflows and outflows within the college are
solely handled by the college’s finance department which is equipped with computerized accounting information system (CAIS) developed in-house and used on
all its campuses, thus, making it an appropriate case for this study. The department maintains several books of accounts for the college, notable ones include,
assets, payroll, petty cash, fees payment and others. However, in order to ensure a comprehensive study into the operations of the department, two of these
accounts (Fees-payment and Payroll) are used to show how security controls can be integrated to ensure information reliability in these accounts, since the
same process can be replicated in all other accounts in the college. These accounts were selected for analysis because the core business of the college’s accounts
department is to collect fees (revenue) and pay salaries (expenditure) to employees.

The research design chosen for this research is the exploratory. The choice of qualitative method of data collection including interviews and observation is
largely guided by the unstructured nature of the research question “what security controls are necessary for ensuring the reliability of information generated
from Computerized Accounting Information Systems (CAIS)”. The qualitative method was used because it allowed the researcher to gain a qualitative
understanding of the underlying reasons to the problem using a small sample size and non-statistical data analysis to develop an initial in-depth understanding
of or solution to the problem.

The study starts with a critical review of existing literature on accounting information systems and security controls so as to identify generic security controls
possible for implemented in computerized accounting system, and to identify an effective model for categorizing these controls. Empirical results from existing
literature and previous studies (Abu-Musa (2006), Microsoft (2006), Buttross and Ackers (1990), Zviran and Haga (1999), Henry (1997), SANS (2010), Sarbanes-
Oxley Act and COBIT (2005)) were reviewed for the identification of generic security controls. However, to categorize the identified security controls towards
the assurance of information reliability, Schwartau’s (1999) Time Based Security model which categorized controls into preventive, detective and reactive was
used. The model was selected as effective for achieving this goal due to its ability to show the relationship between security controls and their effect on
information reliability.
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Questions for interviews and artefacts for observation were also formulated bases on existing literature. After a careful consideration of selected questions and
artefacts, two rounds of separate interviews were conducted to; (1) gather requirements for the development of a new system; and (2) ascertain the existence
and effectiveness of security controls identified at the PUCG. Existing accounting system (Fees payment & payroll accounts) at the PUCG was then analyzed to
identify functional and non-functional requirements for the development of an accounting system. Model-driven approach which emphasizes the drawing of
pictorial system models to document and validate a system was employed for analyzing the existing accounting system at the PUCG. The existing fee-payment
and payroll accounts selected for the study were modelled using flowchart for subsequent analysis and investigations. This gave the researcher a perfect idea of
the existing business processes which served as guide for designing a new system.

This was succeeded by a design of a new accounting system equipped with the carefully selected security controls for integration and implementation based on
functional requirements and framework adopted during the literature review. Flowcharts again served as the tool for creating the new design. The new design
was then implemented with a selected programming language (Visual Basic 2008), database management system (MySql 5.0) and cryptographic mechanisms
(encryption algorithm — blow fish and hash function — MD5 influenced by the fact that, no attack has been discovered to be successful on these cryptographic
mechanisms as of the time of this research (BrightHub, 2010)).

To evaluate the newly developed system, users at the PUCG were divided into direct users and indirect users. Direct users are those users who use the system in
their day to day operations at the college whereas indirect users are those who benefit from information generated from the system for decision making.
Interview with Direct users helped to capture functional and non-functional requirements. A self administered questionnaire was used to evaluate the
acceptability of the new system in two main areas — that is functional requirement acceptability and security controls acceptability. Ten users from the PUCG
who interact directly or indirectly with the accounting system were selected for this purpose. These users included the President of the College, Finance director,
College registrar, Accountant and Accounting Assistant, internal auditor and Assistant, Network Administrator and two accounts clerks. The questionnaire was
made up of two sections (Functional requirements and Security controls) with a total of six open ended questions. Data gathered was categorized using the two
section, was reduced and eventually interpreted for conclusion to be drawn.

FINDINGS/RESULTS AND DISCUSSIONS

The study sets out with the objective to identify Security Controls (SC) that can be integrated into the design, development and implementation of Computerized
Accounting Information Systems (CAIS) to ensure information reliability. This was to be achieved through a critical review of existing studies and empirical
studies on the Presbyterian University College Ghana (PUCG).

A careful analysis performed on the data collected from the Presbyterian University College Ghana (PUCG) Accounting System (through interviews and
observations) to identify requirements (functional and non-functional) for the development of the proposed system, showed that the PUCG had implemented
physical security and Authentication (username and password) as preventive controls but inadequately implemented; as usernames and passwords are stored
in plaintext in the database. There was also no mechanism to hold users accountable for their actions (Non-repudiation). There were no Access Controls as a
user could access any part of the system without any restrictions. Sensitive financial information was also stored in plaintext without any Encryption in the
database. Periodic backups at remote locations which would return the system back to its normal operation should any error occur was also not present. Finally,
information confidentiality, and integrity was also not ensured. The absence these security controls therefore made information generated less useful and
reliable for decision making at the PUCG.

After the implementation of the new design at the Presbyterian University College Ghana (PUCG), a usability evaluation was carried out to ensure the ease of
acceptability of the new system (Security Enhanced CAIS). The evaluation was based on the categorization presented in the CAIS security control model
developed. The usability evaluation indicated that Indirect users (top management) showed a more positive attitude and exhibited immense understanding and
concerns towards implementation of security controls in a CAIS whereas direct users showed very little understanding and concern on the need for security
controls in CAIS

Various researchers have in the past presented security controls for ensuring information reliability but only a few have direct relationship with Accounting
systems, notable ones are Abu-Musa (2006), Microsoft (2006), Buttross and Ackers (1990), Zviran and Haga (1999), Henry (1997), SANS (2010), Sarbanes-Oxley
Act and COBIT (2005). Based on existing literature and the empirical study conducted on the PUCG Accounting System, the following Security Controls,
presented in tabular form, were identified as effective for direct integration into the design, and implementation of Computerized Accounting Information
System. These security controls are summarized and described in the table below:

TABLE 1: SECURITY CONTROLS

SECURITY CONTROLS DESCRIPTION

1.  User Access Control This is a mechanism for restricting access to certain information based on a user's identity and membership in
various predefined groups

2. Authentication Authentication is the process of verifying a claim of identity.

3. Authorization Determining what informational resources users are permitted to access and what actions they will be allowed to
perform.

4.  Input (Data Entry) control Data entry errors arising from human negligence

5. Cryptographic mechanism The use of cryptographic mechanisms such as encryption, hashing and digital signatures to ensure information
confidentiality and integrity.

6. Database Recovery Control This controls ensures that the systems restores to normal operation after an error has occurred, using a remote
backup of the database.

7.  Application Recovery Control A control to ensure timely repair of all corrupt application using backups on removable media.

8.  Analysis of Security Audit Logs A control to monitor and track system behaviour that deviates from expected norms

9.  Impersonation Control This security control is used to detect masquerades mounted on the system.

10. Information Integrity Control A control to determine any compromise in the database. It determines whether unauthorized changes have been
made to information stored in the database.

11. Anti-Virus Programs An application software to detect and respond to malicious software, such as viruses and worms

12. Non-Repudiation A Security control to ensure that a user performing an action in the Computerized Accounting System cannot
falsely deny that he or she performed that action

The table above (table 1) shows the results from the critical literature review and the empirical studies conducted on the Accounting System at the Presbyterian
University College Ghana to identify security controls which can be integrated into the design, development and implementation of Computerized Accounting
Systems to ensure information reliability.

These security controls are discussed below:

User Access Control: This is a mechanism for restricting access to certain information based on a user's identity and membership in various predefined groups
(Microsoft, 2006). In this study, user access control was found to be a mechanism for ensuring that, users in the CAS environment are allowed access, only to
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information for which they are authorized to access; thus ensuring confidentiality and integrity of information. However, the sophistication of the access control
mechanisms should be in parity with the value of the information being protected - the more sensitive or valuable the information the stronger the control
mechanisms need to be. Access control is essential for ensuring information reliability, therefore every user of the CAIS must be assigned an Access Level by the
System Administrator and this Access Level must determine the privileges to be enjoyed by the user. This therefore helps in ensuring segregation of duties as
various users are assigned various roles based on their access rights, hence information reliability is achieved. User access control is essential for ensuring
information reliability, in that access control seeks to prevent activities that could lead to a breach of security (Sandhu and Samarati, 1994) and provides
administrators with the capability to regulate who can perform what action, where and when, in what order and in some cases under what relational
circumstances (NIST, 1998; Baker and Grosse, 1995).

User Authentication: authentication is an essential security control for ensuring the reliability of information generated from CAIS, and its relevance cannot be
understated. Authentication is the process of verifying a claim of identity. Detecting and preventing unauthorized access to CAIS by internal and external parties
has become an important issue. The results of Furnell and Dowland’s (2000) study revealed that traditional methods of user authentication and access security
control do not provide comprehensive protection and offer opportunities for compromise by various classes of abuse. Most commonly authentication
establishes the identity of a user to some part of the system, typically by means of a password. More generally, authentication can be computer-to-computer or
process-to process and mutual in both directions. Authentication must require that the person, process, or device making the request provides a credential that
proves it is what or who it says it is. For example, in the CAIS environment, users must provide identification and authentication key (two way authentication) for
the system to verify. Whenever a user enters his identification (say e.amankwa — a claim of identity), the system requests for an authentication key (a secret
code known to only the user) and then scans its database to find a match. If it finds a match, then the user is authenticated and is therefore granted access into
the system else access is denied. This security control helps in ensuring that only authorized users are allowed into the CAIS and is effective for ensuring
accountability and reliability in the CAIS environment. It is also imperative to know that users identification (usernames) and authentication codes (passwords)
used in this study were hashed with the message digest five (MD5) cryptographic hash function to ensure that any attack on the communication medium or on
the database to retrieve usernames and passwords proved futile. Authentication enables organizations to provide secure access to digital data and applications
thereby save significant costs in their ongoing business activities. Costs incurred through information leakages such as court fines, and investigations are
avoided.

However, the human aspect of the CAIS made it difficult to implement authentication. In this study users comprised both the young and the aged with several
responsibilities within the institution. Such users for fear of forgetting their passwords write them in their dairies and on stickers for future reference. This
therefore compromises the security policies and controls introduced in the system and thereby reduce information reliability.

User Authorization: After a user has successfully been identified and authenticated then it must be determined what informational resources they are permitted
to access and what actions they will be allowed to perform (print, view, create, delete, or change); this is called Authorization. Authorization is the process of
assuring that users have access to the functionality and information that they require and no more. In this study authorization is derived from the identity of a
user, authentication key and access level as assigned by the system administrator. Aspects of the system to be accessed by the different access-levels created
were based on business rules that exists the PUCG. This rule permitted users at access-level 1 to access all parts of the system, where level 2 could access also
access all parts except the creation of new user accounts and system configuration. Level 3 users on the other hand could only enter data into accounts.
Cryptographic Mechanism: Cryptography is used to transform usable accounting information into a form that renders it unusable by anyone other than an
authorized user. The most frequently applied Cryptographic schemes are; Encryption algorithms, Digital signatures and Cryptographic hash functions (Gollmann,
2006). Cryptographic mechanisms used in the CAIS environment include Encryption and hash functions. Although several encryption algorithms exist, the
Blowfish algorithm which is symmetric (uses a single key for encryption and decryption) was selected for implementation due its strength over other algorithms.
No attack has been discovered to break the blowfish encryption (BrightHub, 2010), and this simply means that once sensitive information for strategic decision is
encrypted no unauthorized user can temper with it; hence reliability is guaranteed. However due to the symmetric nature of the blowfish algorithm, its strength
is highly dependent on the secrecy of the encryption key (password or pass-phrase for encrypting information) in the CAIS environment. The responsibility
information reliability is shifted from the users and now rests with the programming team who must be held accountable for any compromise.

Input Controls (Data Entry): this refers to data entry errors which have the potential of reducing the reliability of accounting system information. The CAIS must
therefore ensure that all data entered are validated correctly before update. For example the system must ensure that data entered for numeric textboxes are
numeric values and not string values, as this may lead to unexpected results and sometimes system crash

Non-Repudiation: The technique used to ensure that someone performing an action on a computer cannot falsely deny that he or she performed that action.
Non-repudiation provides undeniable proof that a user took a specific action such as transferring money, altering payroll figure, or printing a report. In a CAIS an
internal audit log is used for ensuring non-repudiation. Information such as username, date, time and operations performed by every user of the system is
automatically captured into the system’s log file for future auditing. This helps to ensure proper accountability within the CAIS environment and eventually
leading information reliability.

Anti-Virus Programs: Designed to detect and respond to malicious software, such as viruses and worms. Anti-virus software provides a comprehensive security
for the CAIS environment. They can be signature-based or heuristics-based or both. In signature-based antivirus, signature files are developed by security
vendors to prevent and detect known threats. Although this is very common on the market today, it is prone to zero-day attack (an attack that exploits the
vulnerabilities in an application before it becomes known to the developer) due to the numerous sophisticated tools available to virus writers. Heuristics-based
anti-virus software on the other hand analyzes the behaviour of codes on access and intercepts possible threats before execution. Heuristics-based anti-virus
reports threats based on suspicions and often results in false-positive. In view of these setbacks an anti-virus solution for the CAIS environment must combine
both heuristics and signature files and must be updated at frequent intervals to ensure optimal protection against known and emerging threats.

Information Integrity Control: Makes it possible for system administrators and information systems auditors to determine whether unauthorized changes have
been made to information stored in the database. For example a cryptographic hash function such as message digest five (MD5) can be used to hash all sensitive
financial information and be stored in temporary database table. Whenever information is retrieved from the operational database table, it must be subjected
through the same hash function and after compare the current and previous hash values of the retrieved information. If the two are in agreement then it means
information integrity has not been compromised and is therefore reliable for strategic business decision making. However if the previous is different from the
current then it means that unauthorized changes have occurred and this must be investigated by analyzing the security audit log to determine the author, date
and time stamps of the changes.

Impersonation Control: this security control is used to detect masquerades mounted on the system. This control is triggered automatically when an
unauthorized user tries to log into the system with the identity of an authorized user. The effectiveness of this control is achieved programmatically by blocking
or suspending user accounts which failed to authenticate for three consecutive times. Owners of such user accounts must inform the system administrator for
their user accounts to be activated again. This helps to ensure that only authorized users are granted access into the system and thereby enhance the reliability
of information.

Analysis of Security Audit Logs: this control makes it possible to monitor and track system behaviour that deviates from expected norms. It helps in detecting,
understanding, and recovering from security breaches. An internal security audit log introduced at every operation part of the CAIS records details of users’
actions such as operation performed, date, time and username. This information can help in detecting and correcting system breaches when provided for
analysis on time. In view of this, this control help in presenting the most recent operations recorded in the audit log in three days interval by automatically
sending a print command to printer connected to the administrator or auditor’s computer. To ensure such vital information does not get into the hands of
unauthorized users, users’ access level is considered before sending the command. As a result, security breaches are detected and corrected on time.
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Database Recovery Control: this control requires backup systems to be made at offsite locations to facilitate the restoration of lost or corrupted data. In the
event of a catastrophic incident, backup media stored offsite makes it possible to store critical business data on replacement systems. This control helps to
ensure availability of information in the CAIS environment at all time.

Application Recovery Control: This control requires that copies of application setup for installation and repair be kept on removable storage devices to restore
the system back into operation in the event the one in use corrupts or malfunctions. This control helps to ensure availability of the system and subsequently
information for timely decision making.

However, in an attempt to identify an effective scheme for classifying those security controls which can be integrated into the design, development and
implementation of CAS, the study also found that three (3) categories of Security Controls are needed for ensuring the reliability of information generated from
CAIS.

A study conducted by Hayle & Khadra (2006) to evaluate the level of Control Systems effectiveness in Computerized Accounting Information Systems (CAIS) that
is implemented in the Jordanian banking sector to preserve confidentiality, integrity and availability of the bank's data and their CAIS categorized CAIS security
controls according to their functions under the following;

1. Fraud and error reduction control.

2. Physical access.

3. Logical access.

4. Data security controls.

5. Documentation standards.

6

7

8

. Disaster Recovery Plan.

. Internet, communication and e-banking controls.

. Output security controls.
Abu Musa (2006) in study to investigate and evaluate the existence and adequacy of implemented CAIS security controls in Saudi organizations, categorized CAIS
security controls under Organizational security controls, hardware and physical access control, software control, data security control and off-line data and
program security control.
Microsoft Corporation (2006) on the other hand, categorized security controls under Organizational Controls, Operational Controls and Technological controls;
with each of the categories consist of preventative controls, detection controls and management controls.
Buttross and Ackers (1990) in their study in which they discussed microcomputer security practice, categorized security controls under Organizational controls,
Hardware controls, Software controls, Data and data integrity controls.
Schwartau’s (1999) Time Based Security (TBS) model categorizes security controls under preventive controls, detective and corrective (reactive) controls. The
model focuses on the relationship between preventive, detective and corrective controls and evaluates the effectiveness of an organization’s security by
measuring and comparing the relationship among them. That is, if the time it takes an attacker to break through the organization’s preventive controls is greater
than the sum of the time it takes to detect that an attack is in progress and the time it takes to respond to the attack, then the organization’s security
procedures are effective. However, if the time it takes an attacker to break through the organization’s preventive controls is less than the sum of the time it
takes to detect that an attack is in progress and the time it takes to respond to the attack, then the organization’s security procedures are ineffective. Hence
information is unreliable. Using Schwartau’s (1999) Time Based Security (TBS) model the following is expressed:
Pt = the time it takes an attacker to break through the organization’s preventive controls
Dt = the time it takes to detect that an attack is in progress
Ct = the time it takes to respond to the attack
If Pt > Dt + Ct, then the organization’s security procedures are effective.
If P < Dt + Ct, then the organization’s security procedures are ineffective
Based on the components of the TBS model above, security controls are categorized in this study under Preventive (Pc), Detective (Dc) and Corrective controls
(Cc). However, to achieve information reliability, Confidentiality, Integrity, and Availability (CIA) which are essential components for achieving an organization’s
business and governance objectives over IT resources (COBIT & the Trust Services framework) were selected to develop a model for implementing Security
Controls in the Computerized Accounting Information System (CAIS). These components therefore enforce multiple layers of controls in order to avoid having a
single point of failure. Multiple Security Control layers increases effectiveness and thus information reliability because even if one procedure fails or is
circumvented, another may function as planned. Security Controls, (categorized under Preventive, Detective and Corrective controls) together with the other
information security components (CIA) are modelled to show how each layer offers protection to achieve Information Reliability (IR) in the CAIS environment.
This conceptual model is shown in Figure 1 below.

FIGURE 1: CAIS SECURITY CONTROL CONCEPTUAL MODEL
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The conceptual mode above (figure 1) expresses the relationship between the three categories of security controls identified. As Security Controls (SC) restricts
access to authorized user only; it also ensures that, the confidentiality (C) of sensitive organizational information is protected; provides for processing Integrity
(1) by preventing submission of unauthorized or fictitious transactions as well as preventing unauthorized changes to stored data or programs; and provides
protection against a variety of attacks, including viruses and worms, thereby ensuring that the system is available (A) when needed.

Using Schwartau’s (1999) Time Based Security (TBS) model, the CAIS security control model above (in figure 1) expresses two main relationship between CAIS
information (Info), the time it takes an attacker to break through the organization’s preventive controls (PC), the time it takes to detect that an attack is in
progress (DC), the time it takes to respond to the attack (CC), confidentiality (C), Integrity (I) and Availability (A).

1. If PC>DC+ CC, then Info =C + | + A, hence Info = reliable

2. IfPC<DC+CC, thenInfo#C+1+A, hence Info # reliable

The first case (1) expresses that if the time it takes an attacker to break through the organization’s preventive controls is greater than the sum of the time it
takes to detect that an attack is in progress and the time it takes to respond to the attack, then information generated from CAIS is said to confidential, integrity
maintained and available in a timely manner, hence information is reliable. However, if the time it takes an attacker to break through the organization’s
preventive controls is less than the sum of the time it takes to detect that an attack is in progress and the time it takes to respond to the attack (expressed in 2
above), then information generated from CAIS is said to exposed, integrity compromised and unavailable to users, hence information is unreliable.

The table below (table 2) therefore shows the selected security controls for integration into the design and implementation of CAIS to ensure information
reliability, classified under Preventive Controls, Detective Controls and Corrective Controls.

TABLE 2: CATEGORIZED CAIS SECURITY CONTROLS
PREVENTIVE CONTROLS (PC) | DETECTIVE CONTROLS (DC) CORRECTIVE CONTROLS (CC)

Access Control Non-repudiation Database Recovery control
Authentication Anti-Virus Programs Application Recovery control
Authorization Information Integrity Control

Input (Data Entry) Control Impersonation Control

Cryptographic Mechanism Analysis of Security Audit logs

Since the continuous sustainability of an organization depends heavily on reliable financial information generated from accounting systems, which translates
into strategic decisions, security controls are therefore required in such systems to prevent known and unknown events with the capability of preventing the
organization from reaching its set objective. Preventive controls are therefore designed in Computerized Accounting Information Systems to arrest known error
that may occur. However unknown error that the system could not prevent and have occurred in the system must be detected as soon as possible for
correction. SANS (2010) Cyber Defense states that “for those attacks that are successful, defenses must be capable of detecting, thwarting, and responding to
follow-on attacks, as attackers spread inside a compromised system”. Therefore, since Preventive Controls are never 100 percent in blocking all attacks,
Detective controls are required in the CAIS environment to detect all error that might have bypassed preventive controls so as to ensure that decisions are not
made based on the erroneous information from the system. Corrective Controls on the other hand involve the need for the system to react to incidents to take
corrective actions on a timely basis. Many rely on human judgment. Planning and preparation are important. The system must eventually be restored after
errors are detected and this can be achieved with the careful design and implementation of corrective controls in the CAIS.

The study’s finding is therefore in agreement with Flowerday and Rossouw (2005) who identified preventive, detective and corrective controls as relevant for
ensuring effectiveness of systems and integrity of information.

Since information is a major asset in organizations, and the continuous existence and sustainability dependent on information, any known incident with the
potential to compromise the integrity of such vital information must be prevented from occurring. The existence of preventive controls means that the
organization can make informed and reliable decisions and thus increase its information value. Costs incurred from investigating all such incidents are also
avoided. However, since security is not a destination but a journey (Baker and Wallace, 2007) and hacking tools are growing fast ahead of security controls,
provisions must be made to detect any case of incident occurrences in the CAIS. This helps to acknowledge the occurrence of errors and subsequently return the
system to its normal operation.

The finding also corroborates that of Microsoft Corporation (2006) which classified each of the information system security controls under preventative,
detection and management controls. COBIT’s (2005) framework and Abu-Musa (2006) also agree with study’s finding that, controls are needed to ensure more
timely and reliable information from information systems. Although the finding replicates that by other researchers, the current study moves a step further by
exploring implementation issues which were not considered in the previous studies. For example the current study points out specifics of security controls
implementation in the CAIS environment; such as cryptographic mechanisms, programming language, database management system as well as the system
architecture for implementing security control. The finding therefore has important implications for developing Computerized Accounting Information Systems
in Institutions of Higher Learning.

CONCLUSIONS AND RECOMMENDATIONS

The main objective of this study was to investigate security controls necessary for ensuring the reliability of information generated from Computerized
Accounting Information Systems (CAIS) and to propose a framework for categorizing CAIS security controls.

To achieve this, the proposed (12) security controls and classified in table 2 above need to be implemented in an integrated fashion as depicted in the CAIS
security control model (in fig 1.0). This simply means that Preventive controls must be accompanied by Detective controls and subsequently Corrective controls.
When CAIS security controls are implemented in an integrated manner, it would create multiple layers of security which increases effectiveness and ensures
information reliability because even if one security layer fails or is circumvented, another may function as planned. Thus implementing Security Controls in an
integrated fashion would contribute immensely towards the assurance of information reliability in the CAIS environment.

Cryptographic mechanisms must be used to aid implementation to achieve optimal protection. Cryptographic mechanisms including encryption, hash functions
and digital signatures should be implemented as the final layer of the preventive controls. These mechanisms strengthen authentication procedures and play an
essential role in ensuring and verifying the validity of CAIS transactions. There CAIS developers and designers need to understand cryptographic mechanisms to
ensure proper integration and implementation.

According to Baker and Wallace (2007) “Security is not destination but a journey”, therefore organizations must ensure periodic maintenance and upgrade of
their computerized systems so as to prevent possible zero-day-attacks such systems. Since no system is full-proof, periodic maintenance and upgrade must be
performed from time to time in order to solve all system errors detected to avoid future occurrences.

It is also imperative to know that, technical approaches alone can’t solve all security problems for the simple reason that information security isn’t merely a
technical problem (Baker and Wallace, 2007), therefore in order to achieve information reliability in Computerized Accounting Systems, managerial policies and
controls must equally be strengthened and users must also be sensitized on the relevance and need for controls to exist in CAIS through periodic training and
workshops. People play a critical role in CAIS environment. Therefore, training is a critical preventive control as employees must understand and follow the
organization’s security policies. All employees should be taught why security measures are important to the organization’s long-run survival. User of the CAIS
must be abreast with current security threats to the entire organization and its inherent information. User must be trained on the need to enforce policies such
as; never open unsolicited e-mail attachments, only use approved software, never share or reveal your passwords, and taking steps to physically protect laptops.
Training is also needed to educate employees about social engineering attacks, which use deception to obtain unauthorized access to information resources.
Executive support, Organizational and attitudinal change at all levels are essential for the successful implementation of a CAIS.
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SCOPE FOR FURTHER RESEARCH

Further research could be undertaken to develop a value model for the implementation of security controls in CAIS, which would allow an in-depth analysis of
the costs and benefits in @ more organized way. The e3-value model can be used as tool for determining the actual economic value created by the
implementation of security controls in CAIS. Further research is also needed to investigate the challenges in the implementation of security controls in
Computerized Accounting Information systems in Institutions of Higher Learning in Ghana.
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