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ELLIPTIC CURVE CRYPTOGRAPHY
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ABSTRACT
We present the first known implementation of elliptic curve cryptography over F2p for sensor networks based on the 8-bit, 7.3828-MHz MICA2 mote. Through
instrumentation of UC Berkeley’s TinySec module, we argue that, although secret-key cryptography has been tractable in this domain for some time,there has
remained a need for an efficient, secure mechanism for distribution of secret keys among nodes. Although public-key infrastructure has been thought impractical,
we argue, through analysis of our own implementation for TinyOS of multiplication of points on elliptic curves, that public-key infrastructure is, in fact, viable for
TinySec keys’ distribution, even on the MICA2. We demonstrate that public keys can be generated within 34 seconds,and that shared secrets can be distributed
among nodes in a sensor network within the same, using just over 1 kilobyte of SRAM and 34 kilobytes of ROM.

KEYWORDS

Cryptography, sensor networks.

INTRODUCTION

ireless sensor networks have been proposed for such applications as habitat monitoring [1], structural health monitoring [2], emergency medical

care [3], and vehicular tracking [4],all of which demand some combination of authentication,integrity, privacy, and security. Unfortunately, the state

of the art has offered weak, if any, guarantees of these needs.The limited resources boasted by today’s sensor networks appear to render them ill-
suited for the most straightforward implementations of security protocols. Consider the MICA2 mote [5], designed by researchers at the University of California
at Berkeley and fabricated by Crossbow Technology,Inc. This device offers an 8-bit, 7.3828-MHz ATmega 128L processor, 4 kilobytes (KB) of primary memory
(SRAM), and 128 KB of program space (ROM). Such a device, given these resources, is seemingly unfit for computationally expensive or energy-intensive
operations. For this reason has publickey cryptography often been ruled out for sensor networks as an infrastructure for authentication, integrity, privacy, and
security [6]-[9], even despite its allowance for secure rekeying of mobile devices.
But such conclusions have been backed too infrequently by actual data. In fact, to our knowledge, little empirical research has been published on the viability of
public-key infrastructure (PKI) for the MICA2, save for a cursory analysis of an implementation of RSA [10] and a recent comparison of RSA and elliptic curve
cryptography (ECC) over Fp [11].0ur work aspires to fill this void. Through instrumentation of TinyOS, we first demonstrate that secret-key cryptography is
tractable on the MICA2. By way of our own implementation of multiplication of points on elliptic curves, we then argue that PKI for secret keys’ distribution is, in
fact, tractable as well. Public keys can be generated within 34 seconds (sec),and shared secrets can be distributed within the same, using just over 1 KB of SRAM
and 34 KB of ROM.We begin these arguments in Section Il with an analysis of TinySec [6], TinyOS’s existing secret-key infrastructure for the MICA2 based on
SKIPJACK [12]. In Section Ill, we address shortcomings in that infrastructure with a look at an implementation of Diffie-Hellman for the MICA2 based on the
Discrete Logarithm Problem (DLP) and expose weaknesses in its design for sensor networks.

BACKGROUND

Over the past 30 years, public key cryptography has become a mainstay for secure communications over the Internet and throughout many other forms of
communications. It provides the foundation for both key management and digital signatures. In key management, public key cryptography is used to distribute
the secret keys used in other cryptographic algorithms (e.g. DES). For digital signatures, public key cryptography is used to authenticate the origin of data and
protect the integrity of that data. For the past 20 years, Internet communications have been secured by the first generation of public key cryptographic
algorithms developed in the mid-1970's. Notably, they form the basis for key management and authentication for IP encryption (IKE/IPSEC), web traffic (SSL/TLS)
and secure electronic mail.

This paper will outline a case for moving to elliptic curves as a foundation for future Internet security. This case will be based on both the relative security
offered by elliptic curves and first generation public key systems and the relative performance of these algorithms. The two noteworthy first generation public
key algorithms used to secure the Internet today are known as RSA and Diffie-Hellman (DH). The security of the first is based on the difficulty of factoring the
product of two large primes. The second is related to a problem known as the discrete logarithm problem for finite groups. Both are based on the use of
elementary number theory. Interestingly, the security of the two schemes, though formulated differently, is closely related.

SKIPJACK AND THE MICA2

TinyOS currently offers the MICA2 access control, authentication,integrity, and confidentiality through TinySec, a linklayer security mechanism based on
SKIPJACK in cipher-block chaining mode. An 80-bit symmetric cipher, SKIPJACK is the formerly classified algorithm behind the Clipper chip, approved by the
National Institute for Standards and Technology (NIST) in 1994 for the Escrowed Encryption Standard [13]. TinySec supports message authentication and
integrity with message authentication codes, confidentiality with encryption, and access control with shared, group keys.The mechanism allows for an 80-bit key
space, the benefit of which is that known attacks require as many 279 operations on average (assuming SKIPJACK isn’t reduced from 32 rounds [14]).1
Moreover, as packets under TinySec include a 4-byte message authentication code (MAC), the probability of blind forgery is only 2-32. This security comes at a
cost of just five bytes (B): whereas transmission of some 29-byte plaintext and its cyclic redundancy check (CRC) requires a packet of 36 B, transmission of that
plaintext’s ciphertext and MAC under TinySec requires a packet of only 41 B, as the mechanism borrows TinyOS's fields for Group ID (TinyOS’s weak, default
mechanism for access control) and CRC for its MAC.

Performance. The impact of TinySec on the MICA2’s performance is reasonable. On first glance, it would appear that TinySec adds under 2 milliseconds (ms) to a
packet’s transmission time (Table I) and under 5 ms to a packet’s roundtrip time to and from some neighbor (Table II). However,the apparent overhead of
TinySec, 1,244 microseconds (usec)on average, as suggested by transmission times, is nearly subsumed by the data’s root mean square (1,094 usec). Roundtrip
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times exhibit less variance, but tighter benchmarks are in order for TinySec’s accurate analysis. Table lll, then, offers results with yet less variance from finer
instrumentation of TinySec: encryption of a 29-byte, random payload requires 2,190 usec on average, and computation of that payload’s MAC requires 3,049
usec on average; overall, TinySec adds 5,239 } 18 usec to a packet’s computational requirements. It appears, then, that some of those cycles can be subsumed
by delays in scheduling and medium access, at least for applications not already operating at full duty.The results of an analysis of the MICA2’s throughput,
without and with TinySec enabled, puts the mechanism’s computational overhead for such applications into perspective: on average, TinySec may lower
throughput of acknowledged packets by only 0.28 packets per second. These results appear in line with UC Berkeley’s own evaluation of TinySec [15].

Memory. Of course, TinySec’s encryption and authentication does come at an additional cost in memory. Per Table IV,TinySec adds 454 B to an application’s .bss
segment, 276 B to an application’s .data segment, 7,076 B to an application’s .text segment, and 92 B to an application’s maximal stack size during execution. For
applications that don’t require the entirety of the MICA2’s 128 KB of program memory and 4 KB of primary memory, then, TinySec is a viable addition.

Security. As with any cipher based only on shared secrets,TinySec is, of course, vulnerable to various attacks. After all,the MICA2 is intended for deployment in
sensor networks. For reasons of cost and logistics, long-term, physical security of the devices is unlikely. Compromise of the network, therefore,reduces to
compromise of any one node, unless, for instance,rekeying is possible. Pairwise keys among n nodes would cer-tainly provide some defense against
compromises of individual nodes. But n2 80-bit keys would more than exhaust a node’s SRAM for n as small as 20. A more sparing use of secret keys is in order,
but secure, dynamic establishment of those keys, particularly for networks in which the positions of sensors may be transient, requires a chain or infrastructure
of trust. In fact, the very design of TinySec requires as much for rekeying as well. Though TinySec’s 4-byte initialization vector (IV) allows for secure transmission
of some message as many as 232 times, that bound may be insufficient for embedded networks whose lifespans demand longer lasting security.2 Needless to
say, TinySec’s reliance on a single secret key prohibits the mechanism from securely rekeying itself.Fortunately, these problems of secret keys’ distribution are
redressed by public-key infrastructure. The sections that follow thus explore options for that infrastructure’s design and implementation on the MICA2.

TABLE I: TRANSMISSION TIMES REQUIRED TO TRANSMIT A 29-BYTE, RANDOM PAYLOAD, AVERAGED OVER 1,000 TRIALS, WITH AND WITHOUT TINYSEC
ENABLED. TRANSMISSION TIME IS DEFINED HERE AS THE TIME ELAPSED BETWEEN ENDMSG.SEND( -, -, =) AND SENDMSG.SENDDONE(). THE IMPLIED
OVERHEAD OF TINYSEC ON TRANSMISSION TIME IS GIVEN AS THE DIFFERENCE OF THE DATA’S MEANS. THE ROOT MEAN SQUARE IS DEFINED AS

TABLE-1

without TinySec | with TinySec
Median 72,904 usec 74,367 usec
Mean 74,844 usec 76,088 usec
Standard Deviation | 24,248 usec 24,645 usec
Standard Error 767 usec 779 usec

Implied Overhead of TinySec | 1,244 usec
Root Mean Square 1,094 usec
TABLE Il: ROUND-TRIP TIMES REQUIRED TO TRANSMIT A 29-BYTE, RANDOM PAYLOAD, WITH AND WITHOUT TINYSEC ENABLED, FROM ONE NODE TO A
NEIGHBOR AND BACK AGAIN, AVERAGED OVER 1,000 TRIALS. MORE PRECISELY, ROUND-TRIP TIME IS DEFINED HERE AS THE TIME ELAPSED BETWEEN
SENDMSG.SEND( -, -, =) AND RECEIVEMSG.RECEIVE( - ). THE IMPLIED OVERHEAD OF TINYSEC ON ROUND-TRIP TIME IS GIVEN AS THE DIFFERENCE OF THE

DATA’S MEANS.

TABLE-2
without TinySec | with TinySec
Median 145,059 usec 149,290 usec
Mean 147,044 usec 152,015 usec
Standard Deviation | 30,736 usec 31,466 usec
Standard Error 972 usec 995 usec

Implied Overhead of TinySec | 5,239 usec
Root Mean Square 9 usec
TABLE Ill: TIMES REQUIRED TO TO ENCRYPT A 29-BYTE, RANDOM PAYLOAD, AND TO COMPUTE THAT PAYLOAD’S MAC, AVERAGED OVER 1,000 TRIALS. THE
IMPLIED OVERHEAD OF TINYSEC IS GIVEN DIFFERENCE OF THE _ DATA’S MEANS.

TABLE-3

Implied Overhead of TinySec | 4,971 usec
Root Mean Square 1,391 usec

encrypt() computeMAC()
Median 2,189 usec | 3,038 usec
Mean 2,190 usec | 3,049 usec
Standard Deviation | 3 usec 281 usec
Standard Error 0 usec 9 usec

TABLE IV: MEMORY OVERHEAD OF TINYSEC, DETERMINED THROUGH INSTRUMENTATION OF CNTTORFM, AN APPLICATION WHICH SIMPLY BROADCASTS A
COUNTER’S VALUES OVER THE MICA2’S RADIO. THE .BSS AND .DATA SEGMENTS CONSUME SRAM WHILE THE .TEXT SEGMENT CONSUMES ROM. STACK IS
DEFINED HERE AS THE MAXIMUM OF THE APPLICATION’S STACK SIZE DURING EXECUTION.

TABLE-4
without TinySec | with TinySec | Difference
.bss 3848B 838 454 B
.data | 4B 280 B 276 B
text | 9,220B 16,296 B 7,076 B
stack | 105B 197 B 92

DLP AND THE MICA2

With the utility of SKIPJACK-based TinySec thus motivated and the mechanism’s costs exposed, we next examine DLP, on which Diffie-Hellman [16] is based, as
an answer to the MICA2’s problems of secret keys’ distribution. DLP typically involves recovery of x € Zp, given p, g, and gx (mod p),where p is a prime integer,
and g is a generator of Zp. By leveraging the presumed difficultly of DLP, Diffie-Hellman allows two parties to agree, without prior arrangement, upon a shared
secret, even in the midst of eavesdroppers, with perfectforward secrecy, as depicted in Fig. 2. Authenticated exchanges are possible with the station-to-station
protocol (STS) [17], a variant of Diffie-Hellman.With a form of Diffie-Hellman, then, could two nodes thus establish a shared secret for use as TinySec’s key. At
issue, though, is the cost of such establishment on the MICA2. Inasmuch as the goal at hand is distribution of 80-bit TinySec keys, any mechanism of exchange
should provide at least as much security. According to NIST [18], then, the MICA2’s implementation of Diffie-Hellman should employ a modulus, p, of at least
1,024 bits and an exponent (i.e., private key), x, of at least 160 bits (Table V).Unfortunately, on an 8-bit architecture, computations with 160-bit and 1,024-bit
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values are not inexpensive. However, modular exponentiation is not intractable on the MICA2. Table VI details the operations’ memory usage.Of course, these
measurements assume operation at full duty cycle, the energy requirements of which may be unacceptable,as the MICA2’s lifetime decreases to just a few days
at maximal duty cycle. Table VII reveals the MICA2’s energy consumption for modular exponentiation: computation of 2x (mod p) appears to require 1.185 J.
Roughly speaking, a mote could devote its lifetime to 51,945 such computations.3 Of course, these numbers might be improved (with, e.g.,hand-optimization).
Unfortunately, these computations require not only time but also memory. Mere storage of a public key requires as many bits as is the modulus in use.
Accordingly, n 1,024-bit keys would more than exhaust a node’s SRAM for n as small as 32. Although a node is unlikely to have—or, at least, need—so many
neighbors or certificate authorities for whom it needs public keys, Diffie-Hellman's relatively large key sizes are unfortunate in the MICA2’s resource-constrained
environment. A key of this size would not even fit in a single TinyOS packet.

FIG. 1
Diffie-Hellman
Alice agree on g,p Bob
choose random A choose random B
T,=g* mod p
Ty=g® mod p
compute Tg* compute T,
agree on g*B mod p

Typical exchange of a shared secret under Diffie-Hellman based on DLP [21].

TABLE V: STRENGTH OF DIFFIE-HELLMAN BASED ON DLP FOR VARIOUS MODULI AND EXPONENTS. “AN ALGORITHM THAT HAS A ‘Y’ BIT KEY, BUT WHOSE
STRENGTH IS EQUIVALENT TO AN ‘X’ BIT KEY OF SUCH A SYMMETRIC ALGORITHM IS SAID TO PROVIDE ‘X BITS OF SECURITY’ OR TO PROVIDE ‘X-BITS OF
STRENGTH’. AN ALGORITHM THAT PROVIDES X BITS OF STRENGTH WOULD, ON AVERAGE, TAKE 2X-1T TO ATTACK, WHERE T IS THE AMOUNT OF TIME THAT IS
REQUIRED TO PERFORM ONE ENCRYPTION OF A PLAINTEXT VALUE AND COMPARISON OF THE RESULT AGAINST THE CORRESPONDING CIPHERTEXT VALUE.”
(18]

TABLE-5
Bits of Security | Modulus | Exponent
80 1,024 160
112 2,048 224
128 3,072 256
192 7,680 384
256 15,360 512

TABLE VI: MEMORY OVERHEAD OF MODULAR EXPONENTIATION, DETERMINED THROUGH INSTRUMENTATION OF AN IMPLEMENTATION OF DIFFIE-HELLMAN
BASED ON DLP ON THE MICA2 WHICH COMPUTES 2x (MOD p), WHERE x IS A 512-BIT INTEGER AND p IS PRIME. THE .BSS AND .DATA SEGMENTS CONSUME
SRAM WHILE THE .TEXT SEGMENT CONSUMES ROM. STACK IS DEFINED HERE AS THE MAXIMUM OF THE APPLICATION’S STACK SIZE DURING EXECUTION.

TABLE-6
768-Bit Modulus | 1,024-Bit Modulus
.bss 852 B 980 B
.data | 1028B 1348
text | 11,334 B 11,350 B
stack | 1368 136 B

TABLE VII: ENERGY CONSUMPTION OF MODULAR EXPONENTIATION, DETERMINED THROUGH INSTRUMENTATION OF AN IMPLEMENTATION OF DIFFIE-
HELLMAN BASED ON DLP ON THE MICA2 WHICH COMPUTES 2x (MOD p), WHERE x IS A 160-BIT INTEGER AND p IS A 1,024-BIT PRIME.

TABLE-7
1,024-Bit Modulus, 160-Bit Exponent
Total Time 54.1144 sec
Total CPU Utilization | 3.9897 x 108 cycles
Total Energy 1.185 Joules

ELLIPTIC CURVE SECURITY AND EFFICIENCY

The majority of public key systems in use today use 1024-bit parameters for RSA and Diffie-Hellman. The US National Institute for Standards and Technology has
recommended that these 1024-bit systems are sufficient for use until 2010. After that, NIST recommends that they be upgraded to something providing more
security. The question is what should these systems be changed to? One option is to simply increase the public key parameter size to a level appropriate for
another decade of use. Another option is to take advantage of the past 30 years of public key research and analysis and move from first generation public key
algorithms and on to elliptic curves.

One way judgments are made about the correct key size for a public key system is to look at the strength of the conventional (symmetric) encryption algorithms
that the public key algorithm will be used to key or authenticate. Examples of these conventional algorithms are the Data Encryption Standard (DES) created in
1975 and the Advanced Encryption Standard (AES) now a new standard. The length of a key, in bits, for a conventional encryption algorithm is a common
measure of security. To attack an algorithm with a k-bit key it will generally require roughly 2k-1 operations. Hence, to secure a public key system one would
generally want to use parameters that require at least 2k-1 operations to attack. The following table gives the key sizes recommended by the National Institute
of Standards and Technology to protect keys used in conventional encryption algorithms like the (DES) and (AES) together with the key sizes for RSA, Diffie-
Hellman and elliptic curves that are needed to provide equivalent security.
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TABLE — 8: NIST RECOMMENDED KEY SIZES

Symmetric Key Size (bits) | RSA and Diffie-Hellman Key Size (bits) | Elliptic Curve Key Size (bits)
80 1024 160
112 2048 224
128 3072 256
192 7680 384
256 15360 521

To use RSA or Diffie-Hellman to protect 128-bit AES keys one should use 3072-bit parameters: three times the size in use throughout the Internet today. The
equivalent key size for elliptic curves is only 256 bits. One can see that as symmetric key sizes increase the required key sizes for RSA and Diffie-Hellman increase
at a much faster rate than the required key sizes for elliptic curve cryptosystems. Hence, elliptic curve systems offer more security per bit increase in key size
than either RSA or Diffie-Hellman public key systems.

Security is not the only attractive feature of elliptic curve cryptography. Elliptic curve cryptosystems also are more computationally efficient than the first
generation public key systems, RSA and Diffie-Hellman. Although elliptic curve arithmetic is slightly more complex per bit than either RSA or DH arithmetic, the
added strength per bit more than makes up for any extra compute time. The following table shows the ratio of DH computation versus EC computation for each
of the key sizes listed in Table 8.

TABLE 9: RELATIVE COMPUTATION COSTS OF DIFFIE-HELLMAN AND ELLIPTIC CURVES®

Security Level (bits) | Ratio of DH Cost : EC Cost
80 3:1

112 6:1

128 10:1

192 32:1

256 64:1

Closely related to the key size of different public key systems is the channel overhead required to perform key exchanges and digital signatures on a
communications link. The key sizes for public key in Table 8 (above) is also roughly the number of bits that need to be transmitted each way over a
communications channel for a key exchangez. In channel-constrained environments, elliptic curves offer a much better solution than first generation public key
systems like Diffie-Hellman.

In choosing an elliptic curve as the foundation of a public key system there are a variety of different choices. The National Institute of Standards and Technology
(NIST) has standardized on a list of 15 elliptic curves of varying sizes. Ten of these curves are for what are known as binary fields and 5 are for prime fields. Those
curves listed provide cryptography equivalent to symmetric encryption algorithms (e.g. AES, DES or SKIPJACK) with keys of length 80, 112, 128, 192, and 256 bits
and beyond as shown in table-9.

For protecting both classified and unclassified National Security information, the National Security Agency has decided to move to elliptic curve based public key
cryptography. Where appropriate, NSA plans to use the elliptic curves over finite fields with large prime moduli (256, 384, and 521 bits) published by NIST.

The United States, the UK, Canada and certain other NATO nations have all adopted some form of elliptic curve cryptography for future systems to protect
classified information throughout and between their governments. The Cryptographic Modernization Initiative in the US Department of Defense aims at
replacing almost 1.3 million existing equipments over the next 10 years. In addition, the Department's Global Information Grid will require a vast expansion of
the number of security devices in use throughout the US Military. This will necessitate change and rollover of equipment with all major US allies. Most of these
needs will be satisfied with a new generation of cryptographic equipment that uses elliptic curve cryptography for key management and digital signatures.

CONCLUSION

Elliptic Curve Cryptography provides greater security and more efficient performance than the first generation public key techniques (RSA and Diffie-Hellman)
now in use. As vendors look to upgrade their systems they should seriously consider the elliptic curve alternative for the computational and bandwidth
advantages they offer at comparable security. Despite claims to the contrary, public-key infrastructure appears viable on the MICA2, certainly for infrequent
distribution of shared secrets. Although our implementation of ECC in 4 KB of primary memory on this 8-bit, 7.3828-MHz device offers room for further
optimization, even a minute’s worth of computation every 232 transmissions (or every day or every week) seems reasonable for re-keying.The need for PKI’s
success on the MICA2 seems clear.TinySec’s shared secrets do allow for efficient, secure communications among nodes. But such devices as those in sensor
networks, for which physical security is unlikely, require some mechanism for secret keys’ distribution.In that it offers equivalent security at lower cost to
memory and bandwidth than does Diffie-Hellman based on DLP, a public-key infrastructure for key distribution based on elliptic curves is an apt, and viable,
choice for TinyOS on the MICA2.
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