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WSN BASED ROBUST GROUND TARGET TRACKING FOR PRECISION GUIDED MISSILES
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ABSTRACT

Ground based target tracking using low cost sensor based network, for Precision Guided Missiles (PGM) is very much effective for targets locating and precision
guidance than traditional ways. Today PGMs depend heavily on GPS for location and navigation, also adding some advanced sensors for terminal target
identification and guidance. Advances in inertial navigation systems (INS) also have added to the precision of weapons now deployed. But to enhance the
precision of precision strike weapons in a cost effective way we are proposing distributed wireless sensor network (WSN) based target locating and precision
guidance for PGM. Compared to the traditional ways, it has high precision, reliability, and also it can cope with the group targets with no duplication. For real
time performance we have considered energy consumptions, computational overheads, new node deployments as well as security related challenges of the
sensor networks. Further, our scheme is secure against different types of sensor network related attacks. The simulation results of our scheme ensure that our
scheme can track, detect and classify targets in a timely and energy efficient manner.

KEYWORDS

PGM, GPS, INS, Distributed wireless sensor networks, target locating, authentication, security.

1. INTRODUCTION

recision has always been recognized as an important attribute of weapon development. Accuracy of aim is one of the five recognizable attributes of
weaponry, together with range of action, striking power, volume of fire, and portability. Now a new definition has emerged in warfare to describe
munitions that can strike a target with extraordinary if not precise accuracy. Precision means that a projectile is self locating
and maneuvers to its target. Precision weapons may be too costly to field in sufficient numbers to facilitate routine training, their effectiveness is limited to
specific target types and engagement criteria and they lack the essential capability of delivering sustained physical and psychological shock that is intrinsic to
dominant maneuver warfare.
Presently PGM type weapons utilize GPS/INS and seeker technologies for guidance to ground targets. GPS/INS systems work by acquiring position and velocity
information and maneuvering to given target coordinates entered before release. By using seeker technology, target-tracking techniques are employed to guide
to the final target. Potentially, missile seekers is used to view the area and send the images back to the planners, who could then take necessary action in regard
to potential threats in that area. The missile would then continue on its flight path and strike its intended target. This would provide planners with a set of
precision engagement tools in a rapidly changing threat environment. There is no doubt that Seekers bring relatively high accuracy than other traditional
guidance system, for moving/ moveable targets but also it require much higher cost and greater mission planning, power, and cooling requirements. The ability
to attack this class of targets without the expense and issues associated with seekers with greater accuracy is desirable. In this paper we presents a concept for
precision guidance against moveable ground targets by using wireless sensor networks for implementation in air-launched munitions. Here, we try to address
those problems and want to present a practical solution of WSN based target tracking in PGM.
A WSN is a system of spatially distributed sensor nodes with a goal to produce globally meaningful information from locally collected data. The nodes
communicate wirelessly, operate autonomously and perform cooperative actions. In order to make good use of the locally collected data, nodes have to
collaborate with each other and should form a network to perform any common application.
Now, Wireless Sensor Network is an absolutely necessary part of the C4ISRT (command, control, communication, computing, intelligence, surveillance,
reconnaissance and targeting) system. WSN has the characteristics such as rapidly deployment, self-organized, good concealment and high fault tolerance that
made it suitable for military usage.
Each sensor node in the WSN is battery powered and equipped with a low-power microcontroller, a radio transceiver, and sensor arrays. The onboard processor
has limited memory and processing speed and a short sensing range. To overcome these challenges, we need the network to intelligently distribute the task of
target tracking among the nodes and select the best sensor node for target tracking.
A sensor node is capable of performing some processing, gathering sensory information and communicating with other connected nodes in the network.
Typically, the transmissions between the sensors take place by short range radio communications. The base station is computationally resource-rich whereas the
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sensor nodes are resource-starved [2]. Each of the deployed sensor nodes has the capabilities to collect data and route data back to the base station. Usually,
data are routed back to the base station by a multi-hop infrastructure less architecture through sensor nodes.

In this paper we aim to design and analyze target tracking and precision guidance based on wireless sensor network. Here for target co-ordinate determination
triangulation method is used and we also consider the problems associated with multiple target determination , overlapping nodes, trajectory generation,
detection areas before and after movement of targets, optimization technique to determine the optimal launch position of the daughter missiles and also
various kind of security threats involved in wireless sensor networks. We analyze the performances of our scheme, using both theoretical and simulation
environments and get a satisfactory result.

The rest of the paper is organized as follows. The next section gives a short description of the conventional target tracking procedures in PGM. Section three
describes our proposed scheme of target tracking for PGM sing wireless sensor network (WSN), its security challenges and proposed solution and the
experimental results. Conclusions from the current work and its scopes are elaborated in the last section.

1.1 MOTIVATION

Recently Y. Hu [1] has published his research on the targets locating and precision guidance of a kind of missile based on WSN. Though that paper is one of the

pioneers of the research on WSN based target tracking for missile technology but it also suffers from some unrealistic ideas. In that paper author has not

considered any base station that means sensor node directly transmit data to mother missile which will be in 3000m to 4000m height. Also he has not
considered any security solutions for the networks which are very much required.

1.1.1 Problems associated with the traditional system in target tracking

There exist a few traditional technologies which have been implemented for target locating in a PGM type weapons. These include GPS/INS systems, seeker

technology and auto-homing semi auto-homing systems. All of them suffer from some serious drawbacks as listed below:

. Using GPS/INS systems, the position and velocity information of the target needs to be entered before the missile release. This kind of systems lack in
precision and accuracy for a frequent moving target.

. Seeker technology provides relatively high accuracy in target tracking but it demands much higher cost and greater mission planning, power, cooling
requirements etc.

. In an auto-homing system, sender and receiver are installed in a sub-missile. Hence, the missile controlling process gets complicated and more energy is
consumed. In semi auto-homing system, the sender is placed somewhere to cooperate with the missiles. is much lighter, but it is more depend on the
sender. If the sender is destroyed, the missile will be lost.

. The auto-homing and semi auto-homing system cannot detect group targets and suffer from duplication of resource or even failure of the task.

1.1.2 Advantage of Using WSN based target locating for PGM application

A WSN based system for target locating and precision guidance is more promising in compared to the traditional techniques. Here, a large number of small

computing nodes, called sensors or motes, are scattered in the sensor field or battlefield for the purpose of sensing information of the targets. The nodes can

transmit those sensing information to either the nearby base station or directly to the mother missile for further processing.

A WSN based system has many advantages.

First, the nodes are dynamically deployable. We can easily deploy new nodes in the target field which can safely communicate with the existing nodes. This is

quite necessary because in a hostile environment, older nodes can be compromised in many ways. Some robust access control protocol need to be implemented

for dynamic addition of nodes.

Second, the nodes of WSN are self-organized. There no need to maintain a centralized control over the network.

Third, Battle field is a movable and multi-target environment. A WSN based system can help missiles attack group targets with no duplication and miss. Also this

kind of system can provide higher precision over the traditional systems. Fourth, as the WSN based system have high Fault Tolerance, it is more suitable for

military usage [22].

Fifth, the WSN based systems have low cost, low power, small volume and high redundancy. These make a WSN based system more reliable and more effective

to apply to targets tracking in PGM than traditional systems [23].

1.1.3 Security requirements: Need of security in the system

In military application, wireless sensor networks operate in public, hostile and uncontrolled area. Before the sensed data reaches to the base station or to the

mother missile, it is prone to different types of malicious attacks. Hence security is a major challenge in WSN based target tracking applications.

First, wireless communication is always under different threat realized over a broadcast medium. In a broadcast medium, adversaries can easily eavesdrop on,

intercept, inject, and alter the transmitted data

Second, sensor networks work in an insecure environment. Adversaries can easily execute lot of harmful operations in the system such as stealing nodes,

recovering their cryptographic material, pretend as authorized agent etc.

Third, Sensor nodes have limited computation, memory and energy resources. Adversaries can repeatedly send packets to drain a node battery and waste

network bandwidth. In this resource-sensitive environment, secure transmission of sensitive digital information over the sensor network is quite essential.

Generally Wireless Sensor Networks are vulnerable to various types of attacks. In WSN based target locating for PGM application, we found some of them are

very crucial. On the other side, few attacks are quite trivial and can’t do much harm in our proposed system. A good understanding and recognition of possible

attacks and threats will help us to build the required security protocol for this system. A WSN based target locating system is susceptible to the following type of
attacks:

. Replay attack: Here an attacker spies or may intercept the conversation between the sender and receiver and takes the authenticated information.

. Forgery attack: A legal user of the system can launch a forgery attack against the WSN by eavesdropping and masquerading.

. Node compromised attack: Here attacker can steal all the data stored in any compromised node’s memory and with that attacker try to get the
cryptographic information in the network

. Sybil attack: In Sybil attack a malicious node illegally forges an unbounded number of identities. To overcome the problem of Sybil attack, unique identity
of each node is required.

. Insider attack: In this attack any genuine user attacks the system for a different application for which he has no access permission.

. Worm hole attack: In this attack a malicious node tunnels to packets received in one part of the network and replays them in a different part of it.

. Many logged-in users with the same login-id attack: Systems which maintain a password-verifier table to verify user login are usually vulnerable to many
logged-in users with the same login-id attack.

. Denial-of-service attack: Here an attacker tries to block the messages from reaching the base station as well as to other nodes in the sensor network.

. Withstand false reports injection attacks: An attacker may try to inject false reports into the sensor networks. An access control protocol must prevent
external parties from injecting reports into the existing sensor networks.

. Withstand man-in-the-middle attacks: An access control protocol must protect the man-in-the middle attack from an adversary.

Resilience against node capture attacks: The resilience against node capture attack of an access control scheme is measured by estimating the fraction of total

secure communications that are compromised by a capture of some sensor nodes not including the communication in which the compromised nodes are

directly involved. An access control scheme must be highly resilient against node capture attacks.

1.1.4 Type of security is required for the system

To design a dependable and secure WSN based target locating system of PGM, we must implement two fundamental security issues.

First, in our system, either the ground base station or the mother missile acts as the user. A battlefield may contain many adversary missiles projected by the

enemies. These missiles can pretend to be a real user and try to access the sensor node information. Here proper User authentication is essential for allowance
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of sensed data only to privileged users. But as the user is fixed and limited that is the base station or the mother missile so in this case we are not considering
any traditional user authentication protocols used for WSN.

Second, Access control among sensor nodes is mandatory. This allows new sensor nodes to join dynamically in a secured way with the old valid nodes in the
battlefield. An access control needs to accomplish the following two tasks:

. Node authentication: Through authentication a deployed node needs to prove its identity to its neighbor nodes and also to prove that it has the right to

access the sensor network.
. Key establishment: Shared keys must be established between a deployed node and its neighbor legitimate nodes to protect communications, after
successful authentication between them.

1.1.5Functionality Requirements

Scalability: A sensor network consists of a large number of nodes spread randomly throughout deployed area. Managing all these sensor nodes becomes a very
difficult task. The number of nodes depends on the application. Sometime increasing the number of sensors in an area leads to better tracking results, but it is
also true that beyond a critical threshold increasing the number of sensors does not improve the location precision in tracking. Hence, the placement of the
sensors in the deployed area should be so as to maintain a balance between number of sensors and coverage required. But in our case deployment of sensor in
territory is a difficult task. Random deployment is the only solution so some of the sensor may lose or damage at the time of deployment also. Taking care of this
entire conditions secure WSN based target tracking system should be developed. Even at the time of authentication and key establishment between sensor
nodes new node deployment phase need to be considered. Scalability is a essential functional requirement for our proposed scheme.

Stability:

As sensors are likely to be deployed in hostile environments so their failure is an issue forever. The network should operate well without supervision. Sensor
networks instead are deployed in a very ad hoc manner (e.g. thrown down at random from an aircraft). Nodes are damaged and fail due to limited power
available with them. The networks have to be able to overcome node failures and be able to reconfigure themselves. Considering such sensor nodes should
establish an ad hoc network amongst themselves. Thereafter, different application instances running on each node can communicate with each other and the
network should be stable and up for all the time.
1.1  THREAT MODEL

As in this paper we have proposed WSN based target tracking so security and attacks inside the WSN need to be addressed. For that purpose in our proposed
protocol, we make use of the standard Dolev-Yao threat model [24] in which two sensor nodes communicate over an insecure channel. In a similar fashion we
assume that the sensor nodes or end-points cannot be trustworthy in general and the communication channel is insecure. Finally, we assume that an attacker
can eavesdrop on all traffic, inject packets and reply old messages previously delivered.

In our proposed scheme, two assumptions are quite fundamental. First, the ground base station which receives the sensing information from the nodes is
trustworthy and not to be compromised in any situation. Second, the sink node of the mother missile should never be compromised as it receives the processed
information from the ground base station or it accumulates the information directly from the sensor nodes. Thus, if an attacker compromises any sensor, he/she
can extract all cryptographic information including the key materials, data and code stored on that node though. This is a big threat to the system as it is very
easy for the enemies to steal sensor node from a captured battlefield.
1.2 OUR CONTRIBUTIONS

In this paper, we propose a new scheme for target tracking for precision guided missiles using wireless sensor networks.

Our scheme has the following important properties:

. This work addresses a real-world application for precision guided missiles using ground based wireless sensor networks.

. We investigate the functional challenges for implementing conventional target tracking methods used for PGM for moving targets.

. In this paper we also proposed security mechanisms for wireless sensor networks used specially for target tracking for PGM.
. We have also identified the challenges with respect to real time requirements and validate our design and analysis through simulation with few numbers
of nodes.

1.3 ORGANIZATION OF THE PAPER

The rest of this paper is organized as follows. In Section 2, we review the conventional target tracking system. In Section 3, we briefly discuss the mathematical
preliminaries needed to understand our proposed security protocols. Here, we also discuss the advantage of an ECC based system. Section 4 describes the
related work done in the field of WSN based target tracking system. In Section 5 we describe our proposed scheme. Section 6 presents our proposed solution for
WSN based PGM and models the experimental results. Finally, we conclude the paper in Section 7.

2 CONVENTIONAL TARGET TRACKING IN PGM
The two widely used conventional techniques for engaging air-to-surface missiles on to ground target are active radar homing and semi-active radar homing [3].
In active homing the missile can illuminate the target with radar signals and track it autonomously by the help of a radar transceiver present onboard the missile,
shown in fig 1. In semi-active homing missiles the targets are illuminated by a higher power transmitter usually located on the ground, and the reflected signals
from the target is used to home the missile on to the target as shown in fig. 2.
In addition to this, both types can employ a passive radiation homing, if the target does attempt to jam them using some kind of ECM,
they can in effect turn into an anti-radiation missile and home in on the target’s radiation passively. Some advantages and disadvantages offered by the above
two techniques are as listed below.

FIG. 1: ACTIVE RADAR HOMING FIG. 2: SEMI-ACTIVE RADAR HOMING
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. Active radar homing missiles has higher kill probabilities since the missile is approaching the target and the accuracy of tracking is increasing. But since the
radar transceiver has to be small enough to fit inside a missile and has to be powered from batteries, therefore having a relatively low Effective Radiated
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Power (ERP), its range is limited. Often it is used with other navigational systems like command guidance or Inertial Navigation System (INS) but it greatly
increases the complexity and cost of the missile.

. The semi-active homing has reduced complexity in the sense that only a passive radar receiver is required onboard but it is dependent on the transmitter.
If the transmitter is destroyed then the missile cannot be guided on to the target.

. In a scenario where a group of missiles is engaged for a group of targets, since there is no inter communication among the missiles to intimate their
individual target engagement, there is a high probability that multiple missile may lock on to the same target while some target within the kill range of the
missiles are not hit.

3 MATHEMATICAL PRELIMINARIES USED FOR CRYPTOGRAPHY AND SECURITY FOR WSN

In earlier days, either RSA cryptography system [17] or Diffie-Hellman [12] key agreement were mostly used for providing security of traditional networks. But in
a resource constrained domain of sensor networks, these traditional ideas are not suitable implement. The sensor nodes are comprised of limited energy
resources, limited computation and communication ability and limited bandwidth [1, 8]. Along with these, sensor networks are dynamic in nature and post-
deployment network configuration is not possible to decide a priori. Therefore new cryptographic ideas are needed.

In a WSN based target locating for PGM application, new sensor nodes needs to be dispersed in the battlefield quite frequently. In this scenario, conventional
key pre-distribution schemes [10, 11,13,14] are very difficult to use. Whenever a new node joins the existing sensor network, they demand an updating of all the
old secret keys and broadcasting messages. This is quite an impractical idea.

A sensor network must establish a suitable access control protocol to prevent the malicious nodes from joining it. The protocol should also include a dynamic
key establishment mechanism to help new valid nodes to establish shared keys with its neighbors for a secure communication. In 2007, Zhou et al. [16] proposed
an access control protocol based on elliptic curve cryptography (ECC) for sensor network which is more efficient than those algorithms based on RSA. Compared
to RSA, ECC can achieve the same level of security with smaller size key. For examples, 160-bit ECC provides comparable security to 1024-bit RSA and 224-bit ECC
provides comparable security of 2048-bit RSA [17]. It was pointed out in [18] that in wireless sensor networks, the transmission energy consumption rate is
almost three times greater than the energy consumption rates for computing. Therefore, the packet size and the number of packets in transmission play a
crucial role in the performance while designing an access control protocol in sensor networks. It is noted that if a node is preloaded with the certificate by the
base station, then verifying RSA signature in the certificate takes less time than that for ECC signature verification in the certificate, since the signature will be
generated in offline by the base station prior to deployment of sensor nodes in the target field. However, compared with a 1024-bit RSA signature [15], if we use
ECC based signature [19, 20] in certificate, then we require only 320-bit signature when 160-bit ECC is used in the proposed scheme. These motivate us to use
ECC instead of RSA in our proposed access control scheme so that we base station certainly achieve much more energy and bandwidth savings. Our scheme uses
the symmetric key cryptographic techniques along with ECC to achieve better communication and computational efficiency.

A cryptographic system using elliptic curve [21] can be designed as follows:Consider the equation Q = kP, where Q, P € Ep(a, b) and k < p. It is easy to calculate
Q given k and p, but it is relatively hard to determine k given Q and P. The problem is known as Elliptic Curve Discrete Logarithm Problem (ECDLP). In ECC a base
point or generator point G = (x1, y1) of order n in the elliptic group of points Ep(a, b)is identified. then user choose the smallest integer value n for which they
have nG = O where O is the zero point. The case is that for Given G and kG, it is computationally hard to find out k so an attacker needs to compute k to break
this scheme. This practically is an infeasible task.

4 THE PROPOSED SCHEME

Target tracking for PGM using WSN: In the proposed WSN system, a number of tiny sensors are dispersed near the adversary’s battle field. These sensors work
as nodes in the system. The nodes accumulate information of the targets, and send the raw signals to the ground based base station. The base station processes
the signals of the individual nodes to determine the number of targets and their locations. The sink is on the mother missile. The information of the targets is
sent to the sink from the ground base station. After computation by the control system, each sub-missile is assigned a particular target, which maybe the nearest
target or the target considering all other sub-missiles so as to best finish the whole task. The structure is shown in Fig. 3.

With broad scale of nodes, the information content is very large. The position of the group targets can be detected all together by the WSN system, and the
attacking plan can be settled before the sub-missiles are released, so that each sub missile has its unique destination, with no duplication and waste of power.
Therefore, the fatal problem of the traditional ways is resolved.

FIG. 3: STRUCTURE OF WSN FOR TARGET LOCATING AND PRECISION GUIDANCE
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As the nodes are very small and ulterior, it can be put very close to the enemy’s battle field, so more accurate data can be got compared to the traditional
method. The number of nodes can be very large. Therefore the reliability is increased at the same time because if one node fails, others are still working.

We visualize a heterogeneous, hierarchical sensor network that is composed of a static backbone of sparsely placed high capability sensors called CHs and
moderately to densely populated low-end sensors whose function is to provide sensing information to CHs upon requests [4]. Because of the limited mobility
nature of sensors, the calibration process of sensor locations is executed only once when the network is deployed. A CH volunteers to become active when it
detects that the strength of a received radio frequency (RF) signal exceeds a pre-determined threshold and the signal matches one of the signal patterns which
the system intends to track. The sensors can be deployed in any facility or area which has to be sensed in three main types [5]. It can either be 1) triangular
sensor deployment, 2) square sensor deployment or 3) irregular sensor deployment Fig. 4.
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For our case, we have to choose irregular sensor deployment as the sensor nodes will be distributed irregularly in the battlefield. A sensor node should consist of

four sub-systems [5] as shown in Fig. 5.

. A computing subsystem: In a sensor node, the microprocessor (microcontroller unit, MCU) is responsible for functions such as control of sensors and
execution of communication protocols. Since these functions consume a lot of energy, an MCU operates under various modes of energy consumption.

. A communication subsystem: This comprises of short range radios used to communicate with neighboring nodes and the outside world, these devices
operate under the Transmit, Receive, Idle and Sleep modes having various levels of energy consumption. The maximum energy consumption is in the first
two modes and if the sensor is not performing any function, it should be shut down rather than putting in idle mode.

. A sensing subsystem: Low power components can help to significantly reduce power consumption here since this subsystem (sensors and actuators) is
responsible for the sharing of information between the sensor network and the outside world.

. A power supply subsystem: Since a battery supplies power to the sensor node, the amount of power being drawn form it is constantly being monitored.
The lifetime of a battery can be increased by tuning it on and off depending on the functionality of the node in question. This process should ideally be
automated.

FIG. 5: SYSTEM ARCHITECTURE OF A WIRELESS SENSOR NODE
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The sensor nodes may not need identities (e.g. an address). Applications should focus on the data generated by the sensors. Individual sensor nodes in a
network can perform the functions of information gathering, collecting and storing and forwarding of information/data on request from neighboring nodes. This
is in contrast to a centralized structure in the case of routers that facilitate node-to-node packet switching in traditional networks. Individual sensors report their
data to a central node, which then performs the computation required for the application. This centralized structure is a bad choice for several reasons: it
provides a single point of failure, it can be energy inefficient, and it doesn’t scale to large networks. Thus, localized algorithms are better suited to sensor
networks in which each sensor node communicates with neighboring nodes and computation is performed locally, yet the entire structure achieves a desired
global objective. Since the sensors are physically distributed, it is not unnatural to design sensor networks using distributed algorithms. Furthermore, localized
algorithms have two attractive properties. First, because each node communicates only with other nodes in some neighborhood, the communication overhead
scales well with increase in network size. Second, for a similar reason these algorithms are robust to network partitions and node failures.

As an alternate to the trilateration technique some other techniques [6] have also been proposed. They are: infrared, ultrasound and Radio. In our case, radio
wave is considered for locating the target within the region of interest of a node because it provide a better approximation for location detection because of the
ability of these waves to penetrate various materials. Instead of using differences in arrival times as in Ultrasound, these systems utilize signal strength to
measure the location.

To reduce budget, some system only set GPS receiver to a small part of nodes, the neighbor nodes localize themselves based on pair wise distance or angle [9].
In fact, here all the nodes do not have to carry GPS receiver, because for the missile to finish the attacking task, the information needed is actually the relative
location of targets to each missile. The nodes only have to measure the distance and angle between itself with missile and with target, and the distance and
angle between the missile and the target is calculated with a simple triangular law. So the budget can be greatly reduced, and the saved budget can be used to
reinforce the detect precision and communication ability.

5 THE PROPOSED SOLUTION

5.1 OUR SECURITY PROTOCOL

As for our proposed scheme wireless sensor networks will operate in uncontrolled area or battlefield, hence the security is a major challenge in sensor
applications. Because sensed data of sensor nodes is prone to different types of malicious before reaching base station. Security is one of the most difficult
problems facing these networks. First, wireless communication is difficult to protect since it is realized over a broadcast medium. In a broadcast medium,
adversaries can easily eavesdrop on, intercept, inject, and alter transmitted data. Second, since sensor networks may be deployed in a variety of physically
insecure environments, adversaries can steal nodes, recover their cryptographic material, and pose as authorized nodes in the network. Third, Sensor networks
are vulnerable to resource consumption attacks. Adversaries can repeatedly send packets to drain a node battery and waste network bandwidth. In these and
other vital or security- sensitive deployments, secure transmission of sensitive digital information over the sensor network is essential. The use of encryption or
authentication primitives between two sensor devices requires an initial link key establishment process, which must satisfy the low power and low complexity
requirements.

Generally, without involving the gateway node users preferred to access directly the sensed data so real-time transmission of sensed data is required. User
authentication and authorization and access control are mandatory for allowance of sensed data only to privileged users through base station.
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As here base station is only involved in communication with user that means the mother missile so in this case for each user hash value of its password with a
time-stamp along with its identity should be stored in the base station. So at the time of flight that mother missile can be genuinely recognized by the base
station as well as hash of the base station id with the mother missile times-tamp along with identity should besend to the mother missile for mutual
authentication. So if some other user tries to intercepts the message they will not be successful.

For access control we want to use simple dynamic access control protocol proposed by Huang et al. [7]. Here we want to use an energy efficient and low

computational overhead dynamic access control protocol in WSN using hash functions [8] and XOR ( O ) operations. In this protocol the base station generates
different secret keys for all the neighborhood nodes and preloads each secret key ki , one way hash function, node identity Ni and boot strapping time of the

node Ti to each node i. After that base station generates pair wise secret keys Sij by computing the XOR ( U ) of the hash values of one node’s identity with
other node’s secret key, for each pair of nodes i, j in the sensor network. Here

Sij = H(ki, Nj) O H(kj, Ni).
Later this pair wise secret keys Sij for each pair of node i, j are broadcasted.
In authentication and key establishment phase any node i first computes the hash value of its own node identity with other node secret key H(kj, N) by using

XOR ( O ) operations. It also generates a random number ti and computes hash value zi of that random number with the previous computed hash value.

zi = H(ti, H(kj, Ni)).

Then send this with the generated random number and along with its node identity.

After receiving the message other node of the pair j computes the hash value Hj of its own secret key kj and identity of node i.

Hj = H(kj , Ni).

Then it calculates the hash of Hj and the received ti. If this computed value matches with the received zi then node j authenticate node i as a legitimate node
and similarly computes zj and a shared session key

ki = H(Hog, v e O o, g B g,
Then similar to node i node j also send zj, tj, Nj to node i. After receiving the message from node j, node i verify zj in a similar manner and after successful
verification computes shared session key kij and another hash value

yij = H(kij , ti O tj)

and deliver yij to node j for establishing mutual authentication.

Node j checks the authenticity of yij and if it holds then connection will be established between these two nodes. For new node addition this protocol follows the
same authentication and key establishment phase so other information in existing node need not to be updated. By using this protocol we can achieve our
desire security of WSN for PGM target tracking.

5.2 EXPERIMENTAL RESULTS

In order to verify that the WSN system can cope with the target locating and precision guidance mission with advantages of high precision and no duplication,
simulation of a theoretic model of the task is done. Multiple sensors and targets are considered within the region of the battlefield. Every node has its own
region of interest (ROI). If target falls within its ROI, the node will collect information about the target and send to the ground based base station. In the base
station, the location of the target is determined.

Nine different targets and twenty nodes are considered. The arrangement of the nodes and targets are shown in Fig. 6.

FIG. 6: NODES, THEIR ROIS AND TARGET LOCATIONS IN THE BATTLEFIELD
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The circular region of interest (ROI) of a single ground node is taken to be 5 meter. For each ground node, if a target is in its ROI, it determines the distance of
the target from the node and its angle with reference to a specific coordinate system. There can be scenario here multiple target may fall within single ROI or
single target may fall in multiple ROl as the nodes are randomly distributed in the battlefield. To decrease the processing power of the individual node, each
node computes only distance and angle of the target within its ROl and the raw data is sent to the base station. If multiple targets fall within single ROI of a
node, the node sends information regarding each target. If single target falls in multiple ROI, each of the nodes corresponding to intersecting ROIs will detect the
target separately. In that case, there is a chance of multiple instance of same target. To remove repetition of targets, target duplication removal algorithm is
implemented in the base station. After the base station computes the coordinates of the nine targets, the target location information is sent to mother missile
sink node to engage single sub-missile to single target. The mother missile is assumed to be 3500 meters above the battlefield. The total process is simulated and
each of the nine sub-missiles are assigned individual distinct target and the targets are intercepted successfully as shown in the Fig. 7. These groups of nine
targets are correctly detected by the set of ground nodes.

INTERNATIONAL JOURNAL OF RESEARCH IN COMPUTER APPLICATION & MANAGEMENT ¢

A Monthly Double-Blind Peer Reviewed (Refereed/Juried) Open Access International e-Journal - Included in the International Serial Directories

http://ijrcm.org.in/




VoLUME No. 3(2013), I ssue No. 04 (APRIL) I SSN 2231-1009

6

FIG. 7: TRAJECTORY OF SUB-MISSILES FROM MOTHER MISSILES TO THE TARGET
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CONCLUSION

In this paper, we demonstrate the feasibility to design a complex real-time wireless sensor network for target tracking by PGM. We also analytically identify the
challenges among system properties while meeting the real time requirements. We validate our design and analysis through simulation with twenty nodes. We
contribute a set of tradeoffs that are useful for the future development of real-time sensor systems for target tracking by PGM. Given real-time constraints, a
system designer can make guided engineering judgments on the system parameters such as the network density, the appropriate detection algorithm and the
security and protocol settings for the sensor nodes in the network.
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