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ABSTRACT 
Modern Information Communication Technology has enabled Human beings to connect faster through various ways; via text mails or messages, voice through 
telephone or mobile and video calling or image via Facebook, YouTube, and Skype, etc. The antisocial bodies like terrorists are able to connect, command and 
control (C3) [1] easily just like any normal citizen [2] without even being noticed by any security scanner. The attacks like 9/11 on the World Trade Centre, New 
York, the planning and brazen execution of 26/11 attacks on Mumbai, Ahmedabad, Pune, Bangalore, and Bodhgaya serial blasts in Bihar [4], India, and the 
Assam riots based on the false YouTube video clips and the provoking Facebook walls or text messages showcase live examples of how the terrorists are using 
technology for their desired purpose and there is no way they could be checked during the initial phase of their action plan. Terrorists use technology for 
provisioning, financing, networking, recruitment, information gathering and for final execution purposes [51]. In every of these attacks, they were much ahead in 
using these technologies than even best brains in Military could think off. Hence, mostly the activities can be classified under the heads of Activism, Hacktivism 
and Cyberterrorism. [3] The present paper discusses on how the terrorism puts a big threat for telecom and internet based communication technologies those are 
being used against the civil societies all across the world irrespective of all boundaries, barriers and sections of the society. We conclude on how, such threats 
could be avoided by implementing GOVI [4] as the Global Communication Technology Policy Framework.  
 

KEYWORDS 
GOVI, Cyber Terrorism, Terrorists & Information Communication Technology, video communication, text communication, voice communication, international 

communication policy framework. 

 

INTRODUCTION 
lobally the most dangerous terror organizations are now using modern ICT tools and services to better organize and coordinate dispersed activities by 

operating in more flat and decentralized groups tied with common goals. [1] Without technologies such as the web and mobile phone communication, 

al-Qaeda would have been faded away long time ago. [5] The militant organizations have been availing cyber assistance in order to achieve extremist 

missions as a regular practice after 9/11. The Al Qaeda executed a series of cyber-attacks against the US government through the threat messages defecation of 

govt. websites, disruption of internet communication for government and citizens.  

The early evidences of Cyber Terrorism include the anti NATO propaganda, denial of Service DoS attacks on e-commerce portals like eBay & yahoo in 1999, and 

hacking of NATO websites during Kosovo, 2001 the Internet Black Tiger’s attacked on Sri Lankan embassy with 800 emails carrying extremist messages to 

‘disrupt the communications’, Sri Lanka, 1997 [6] and cyber-jihad against Israeli and American websites initiated by Pakistan based or Muslim hackers in support 

of the Palestinian militant forum “al-Aqsa” Intifadah.  

India also has seen an emerging phenomenon of cyber terrorism. The 2008 serial blasts in Ahmedabad, Delhi, Jaipur, and Bangalore have showcased strong 

evidence of cyber terrorism. [7] The November 2008 Mumbai attacks also popularly known as 26/11 have witnessed the exhaustive use of telephone, mobile, 

satellite phones, GPS and Internet technology during all phases of its execution right form the planning to execution at various target spot in Mumbai. The 

Muslim Jihadists like the Indian Mujahiddin, SIMI etc. are commonly highlighted to be behind such acts but the surprising fact appearing from the analysis 

reports on news [8] shows the sharing and spreading of terror messages and announcements claiming to shoulder responsibility for terror attacks had been 

done by non-Muslim youths as well. This is what has happened during Assam Riots. [9] But the non-Muslim fundamentalist groups and their movements against 

governments are still least focused. [10] 

 

INFORMATION AND COMMUNICATION TECHNOLOGY 
The new communication and computing technologies allow the establishment of networks in three critical ways. [11] First, the telephone reduced transmission/ 

transition time between locations in large corporations and with decentralized operations dispersed across local branches which communicate and coordinate 

jobs. Second, the networked design significantly reduces cost of communication through easy sharing of vital information and costly resources across the 

organization. [1] The benefit of IT and the Internet is in the capacity to store, analyse and communicate information instantly, anywhere, at negligible cost. The 

IT revolution has increased the capacity and speed of communications networks and lowered down the telecommunication costs as well and so the users 

worldwide has grown to more than 350 million and may reach 1 billion within four years. [12] And third, increased the scope and complexity of the information 

could be shared, through the integration of computing with communications. Therefore the new phenomenon is now known and termed as ICT (Information 

Communication Technology). IT and the Internet amplify brain power in the same way that the technologies of the industrial revolution amplified muscle power 

[13] 

 

TERRORISM AND MODERN TECHNOLOGY 
The latest communication technologies enable terrorists the coordination of their operations in networked groups. Other benefits include increase in 

communication speed, reduced costs, increases in bandwidth, globally expanded presence, and the integration of communication and computing technologies. 

G



VOLUME NO. 3 (2013), ISSUE NO. 08 (AUGUST)  ISSN 2231-1009 

INTERNATIONAL JOURNAL OF RESEARCH IN COMPUTER APPLICATION & MANAGEMENT 
A Monthly Double-Blind Peer Reviewed (Refereed/Juried) Open Access International e-Journal - Included in the International Serial Directories 

http://ijrcm.org.in/ 

19

[14] The Terrorists make use of information and communication technology to form the voice or data networked groups for planning, command and control 

their missions. [15] 

The presence of the terrorist groups on the net benefits their organization in eight different ways. These are psychological warfare, publicity and propaganda, 

data mining, fundraising, recruitment and mobilization, networking, information sharing, and planning and coordination. [16] 

INFORMATION PROVISION 

It means the secure publicity, propaganda like historical information, profiles of leaders, manifestos, etc. or psychological warfare through disinformation, threat 

delivery or disseminating horrific images, such as the beheading of American entrepreneur Nick Berg in Iraq and US journalist Terrorist 12 ‘Use’ of the Internet 

and Fighting Back Daniel Pearl in Pakistan via their Web sites. [16] Earlier else the terrorists had to pass the multistage editorial selection to attract the attention 

of television, radio, or the print media. But the web is far easier to own by terrorists. Internet provides direct control over the content and extends their ability to 

shape and manipulate not only their own image, but also the image of their enemies perceived by the different target audiences. The Al-Qaeda 9/11 terrorist 

team used Internet for various activities such as the flight schedule query, online purchase of tickets, stealing of social security nos. and obtaining fake 

documents and also gathering information about the flight schools, location maps/ blueprints of targets. [15] The hackers applauded and commended the 

attacks. They defaced hundreds several web sites and launch Distributed Denial of Service (DoS) attacks against targets.  

Islamic Militants have developed various sophisticated ways to spread propaganda via mobile phones and Bluetooth technology to anonymously share 

provoking and hate information among potential supporters. The information packages usually contain videos, songs, speeches and images etc. [17] The SMS 

texting has become increasingly popular among the Pro Terrorists just like the non-terrorist audience. In fact certain terror organizations have branded their 

specific Mobile User Interface like a political party or any other organization has. The following picture showcases a few popular interfaces from Mujahedeen 

etc.  

FIGURE 1: ARMY OF THE MUJAHEDEEN AND ISLAMIC STATE 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

INFORMATION GATHERING 

The terrorists use the internet to gather information. A lot of dangerous information about fabrication of bomb, explosive and destructive devices etc. is openly 

available on the internet, bookstores and libraries. [35] [36] There is ready accessibility of the data and technical expertise like CBRN weapons programs 

documents on the public websites. The hate groups can easily download from the internet. [37] And it is a fact that most of the government and nongovernment 

web sites around the world contain vital pieces of information openly available for Internet based terrorists.  

The information not directly available on the web can be hack attacked from the systems connected to internet. There are kind of open universities teaching 

hacking techniques via discussion forums, bulletin boards on internet. In 1998, certain classified and unclassified U.S. government software and data from India’s 

BARC (Bhabha Atomic Research Center) was gained by Khalid Ibrahim from hackers over Internet Relay Chat (IRC) [37] using online aliases RahulB and 

Rama3456. Ibrahim, an Indian citizen and a member of ‘Harkat-ul-Ansar’, a Kashmiri militant group. [38] 

NETWORKING 

The Al Qaeda terrorists have been using ICT based technology for communication and coordination purposes of their plans since the very early stage of their 

existence. The US telecom companies had registered numerous calls in their database between the Ramzi Yousef (1993, World Trade Centre, Bomber) and other 

terrorists involved in the plan. [18] His computer was found with the data related to flight schedules, future attack plans and various chemical formulae etc. [19] 

Terrorist websites refer to various existing and some emerging like mobile to web techniques like VoIP, Mobile GPS Mashups and Number Spoofing Techniques 

etc. for mobile phones. The basic examples cover Pro Terrorist Propaganda Mobile interfaces, Mobile GPS for movements, Ops, Targeting and Exploiting, Mobile 

Surveillance Tool, Voice Changers for Terrorist Phone Calls, Red Teaming Perspective on the Potential Terrorist Use of Twitter. [20] 

Al-Qaeda has alliances with Egypt’s Islamic Group, the National Front in the Sudan, the government of Iran, and Hizbollah. There are reports also about its ties 

with other far-flung Islamic armed groups, such as Abu Sayyaf in the Philippines, as well as with counterparts in Somalia, Chechnya, and Central Asia. [1] 

INFORMATION SHARING 

The terrorists use the websites for fast sharing of the information. A number of ‘Hoe To’ web pages are making huge proliferation on to explaining the 

technicalities of making homemade destructive devices and explosives etc. The otherwise innocuous material in lethal combinations may be used to make such 

homemade bombs. More dangerously there are several versions of information on Bacteriological weapons attack available on number of sites and in the book 

format. [39] 

Such availability and sharing of the evil information has been playing significant a role in facilitating not only the sophisticated terrorist and other hard core 

criminal but  also by disaffected and raged individuals to showcase their particular agenda. An example A right-wing extremist David Copeland in 1999 learnt 

from The Terrorist’s Handbook and How to Make Bombs and planted nail bombs in three different areas of London by killing three and injuring 139 personals in 

just three week time. A big thousand paged manual by Al Qaeda, “The Encyclopedia of Jihad”, containing complete strategy and plan to establish an 

underground organization and execute terror attacks is hugely distributed over the Web. [15] 

They are present allover and through all sorts for quick sharing and influential penetration of information. Ayaf a prolific contributor to the Islamic Renewal 

Organization (IRO) website announced on an internet forum about his connection with Al Qaeda US wing led by Abu-Azzam al-Amriki. He further shared the 

future plans to destroy a nuclear reactor.  

The young French Muslims in the suburbs of Paris and some 300 other cities across France were actually misled by some false and fabricated information spread 

over online French blogs and mobile phone text messaging. The false messages were used to organize, mobilize, and incite the mobs of young French Muslims to 

violence in the suburbs of Paris and some 300 other cities across France.  

Similarly the flooding of falsify information, pictures and morphed videos over the social networking websites like facebook and text SMS spreading through the 

mobile networks created panic among the people from the northeast India and triggered the uncontrolled migration of Muslims from different corners of the 

nation to their homeland during the riots in Assam, India. It was so big flood of misleading information that the Government had to ultimately put a ban on SMS 
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services. [41] Anees Pasha a mobile shop owner “Fonotech” in Koramangala, Bangalore spread rumours through SMSs and uploaded doctored videos to incite 

hatred against people from the northeast region. 

These events clearly show that how the internet has been used as a valuable tool for distorting the debate and disseminating misleading images of reality, as 

well as fueling emotions with messages of hatred and promotion of violence. This eases the way the passing of operational information and coordination of 

activities between terrorist cells operating in different geographical spaces.  

FUNDING AND RECRUITMENT 

Funding is a must for the operations of terrorist network.[51] The internet has global reach and secrecy necessary for the fundraising activities. Al Qaeda and 

such others depend on donations in the form of charities. They ask for such financial help through websites, chat rooms, forums and blogs containing misleading 

information for sake of the false religious achievements. They advertise their account numbers and the religious sympathy anonymously support monetarily. 

Babar Ahmad a mechanical engineer used to run a network of websites for fundraising for Islamic extremists, including Chechen rebels, the Taliban militia and Al 

Qaeda affiliates. Terrorists also use the modern software tools to identify sympathies for a cause. The individual emails are then sent requesting for donation to 

organizations with no direct ties to the terrorist organizations. 

The recruitment of terrorists has also become easy through the interest of web users surfing their websites. The interested profiles which are felt suitable for a 

cause are contacted individually by the recruiters roaming online chat rooms or cybercafés. The vulnerable youth are individually contacted with aggressive with 

religious propaganda encouraged to join global jihad movement. This all process takes place on various secret online chat rooms and software ‘Paltalk’ which 

enables users to communicate openly on the internet without fear of being monitored is used for personal counseling or brainwash. [3] 

CHARACTERSTICS OF ICT BASED TERRORISM 

The information communication age technology and exchanges increase the range, speed and amount of spread of information among the network in an 

organization. [21] ICT networked terrorist groups may operate under stealth in any part of the world without any governmental protection [22] The 

communications between al-Qaeda’s members is structured like “hub-and-spoke” structure (each terrorist communicate with bin Laden and advisers in 

Afghanistan) or a wheel structure (nodes in the network communicate with each other without reference to bin Laden).  [23]  

The terrorists connect to phone (fixed or mobile) and Internet (websites, emails or chat etc.) over public shared infrastructure just like any normal citizen does. 

Their phone conversation signals are encrypted. They may also use a SIM programmed with stolen phone numbers the phone cloning is very easily possible. A 

phone number can be stolen with the help of a special scanner is used to “snatch” legitimate phone information from the airwaves i.e., the Electronic Serial 

Number (ESN) and Mobile Identification Number (MIN) programmed into a single cell phone just before using it. In absence of a well-defined Global policy 

framework and technology the terrorists may anonymously bulk purchase prepaid phone cards to look them connect like normal citizens and so hide their 

communications from scanners. They normally discard the phone after using it.  [24]  

They may use an inbound devised and defined code language to communicate in between their gang. The 9/11 attackers openly communicated using predefined 

codes. [25] Their emails contained simple conversation words as between normal citizens so were difficult to understand and analyze their plan. Phone calls 

between the attackers gang used coded conversation too.  

The Bin Laden with the help of Egyptian computer expert established a well-defined operative and kind of secure computer and communications network in 

mountains of Afghanistan. [26] CD ROMs were used for storing information on recruitments, bomb making, heavy weapons and attack plans. Bin Laden himself 

used satellite phone terminals to communicate and coordinate. His messages were dictated to an assistant and relayed telephonically from a different location. 

[27]  

Indian perspective also witnesses several incidents of terrorists using the modern Information and communication tools. After 26/11 attack, the Indian Ministry 

of Home affairs, in their annual report (2010), had released a detailed nexus between digital technology and its misuse by extremists. [9] Terrorists were using 

the mobile phones just like any personnel communication investigations found that the devices like GPS etc. were used to Map the targets and plan, also during 

the attack the personal communication via cell or satellite phones was used to motivate for massacre. The six handlers & commanders of the Lashkar-e-Taiba 

including Sajid Mir, an ISI agent were sitting in a control room (a kind of base camp) set up in the VIP area between the Karachi international airport, the Malir 

cantonment and Quadiabad. [28] They remote-control the ten attackers in Mumbai in a real time fashion as counter strategy of actions by Indian forces and 

Police after watching and analyzing the Live TV News. [29] And in fact they were even analyzing the Twitter or Facebook posts by common citizens about current 

status of situations, and / or information about their dears and nears, public alerts for the sensitive areas, and the information for the medical assistance like 

blood camps etc. for the wounded were lively accessed by the terrorists to regulate the intensity of attacks along with the general websites providing 

information about Mumbai target areas were surfed during the planning phase. [30] The 2010 Varanasi blast or July 2011, Jhaveri Bazaar, Mumbai blasts were 

claimed by Indian Mujahiddin through emails while once again witnessing the use of Internet communication. [9] 

SUCCESS FACTORS – ICT BASED TERRORISM 

The terrorist organizations use Information and Communication Technology such as cell phones, satellite phones, emails, chat rooms, blogs etc. in a manner that 

becomes almost impossible to trace in the world population almost 7 billion people. Al Qaeda operatives used the internet in public places and communicated 

using free web-based email accounts to preserve anonymity. The terrorist groups like Hamas are present in chat rooms to discuss and plan operations and the 

email communication for operation and coordination across Gaza, the West Bank, Lebanon and Israel. Electronic delivery of instruction is coded dialects and the 

Western intelligence and security services have few or no trained linguists. [3] The Indian Mujahiddin operatives refrained the personal Internet access to 

shadow the terrorists during the 2010 Varanasi or July 2011, Jhaveri Bazaar, Mumbai blasts. Their terrorists claimed the ownership of blasts through emails 

accessed through cybercafés. [9] 

The Al Qaeda used CD ROMs for information storage. Bin Laden himself used satellite phone terminals to communicate and coordinate but he was refrained 

from direct use to safeguard him from all sorts of the scanners. His messages were dictated to an assistant, and who then relays it telephonically from a different 

location. [27]  

The 9/11 attackers had defined code words describing the World Trade Center as “Faculty of Urban Planning”, the Pentagon as the “Faculty of Fine Arts.”[25] 

Hence they openly communicated and disseminated information. Their emails were difficult understand to belong to Terrorists. Email from Abu Abdul Rahman 

to Ramzi bin al-Shibh looked like love text between a boy and his girlfriend in Germany – 

“The first semester commences in three weeks (the time left for the attacks). Two high schools (referred to the twin towers) and two universities (Pentagon and 
the Washington DC). This semester will surely be hot ….19 (no. of hijackers). Certificates for private exams and four exams (no. of planes). Regards to the 
Professor (Laden) Goodbye”. 
Phone calls from Mohammad Atta to fellow attacker were also coded into puzzle like [31] – 

'Two sticks, a dash and a cake with a stick down”.  

All this so well planned and managed that even after attacks, hoax email claimed that the string “Q33” was the flight no. and upon changing it to the windings 

font present in Microsoft Office it revealed the target as " Θ33Θ33Θ33Θ33”.   

Online money raising as the case of Lashkar-e-Taiba (“Army of the Pure”) from Pakistan and its parent organization, Markaz ad-Da'wa Wal Irshad (Center for 

Islamic Invitation and Guidance), have raised lot of money mostly from sympathetic Wahhabis in Saudi Arabia, that they are reportedly planning to open their 

own bank. They benefit financially the Mujahiddins and a normal mujahideen earns 15,000 rupees per month -- more than seven times what the average 

Pakistani makes. [32] 

Electronic exchange of messages and communication can increase the range, amount, and velocity of information flow in a network organization and on the 

brainwashed terrorists this impacts as face-to-face interaction. [21] 

Open Sources of information i.e. the systematic collection of foreign media is an important phenomenon among terrorist groups that use the media and the 

Internet to communicate leadership guidance through web or other means of networking and sharing. [42] The French Anonymous Society (FAS) website 

publishes a two-volume Sabotage Handbook that contains sections on planning an assassination and anti-surveillance methods amongst others. 
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Department of Defence (DoD) websites also host DoD plans, programs and activities would provide more than eighty percent of information. Around 700 

gigabytes of such unclassified but harmful material was available for ready downloads on DoD websites. [43] Besides, there is information about the location and 

operation of nuclear reactors and related facilities available openly on the websites of Nuclear Regulatory Commission (NRC). [44]   

The arrest of Al-Qaeda computer expert Muhammad Naeem Noor Khan in Pakistan in July 2004 found his computer with photographs and floor diagrams of 

buildings in the U.S. that might be the potential targets of future attacks and planning. [45] A terrorist charged in Australia visited Australian government Web 

sites to get maps, data, and satellite images of potential targets. The government of New South Wales decided to restrict the information available on their Web 

sites. [46] 

PREVENTION MEASURES 

The 9/11has alerted the intelligence and security agencies around the world. State intelligence reviewed their online presence. After the 9/11 attacks some U.S. 

Government agencies took off a lot of information from their sites that could be useful to terrorists planning attacks. Nuclear Regulatory Commission closed its 

website and pages were removed from the websites of Department of Energy, Interior Department’s Geological Survey, Federal Energy Regulatory Commission, 

Environmental Protection Agency, Federal Aviation Administration, Department of Transportation, National Archives and Records Administration, the NASA 

Glenn Research Centre, International Nuclear Safety Centre, Los Alamos National Laboratory, Geographic Information Service, National Imagery and Mapping 

Agency. The information might be useful for the terrorists like chemical industry risk management plans; pipeline mapping information, chemical risk profiles, 

National Transportation Atlas Databases etc. was removed. [16] 

The MI5 (the British Security Service) had appealed for information about potential terrorists on Arab websites. A poignant message in Arabic was posited on 

sites suspected to be accessed by extremists like Islah.org (a Saudi Arabian opposition site) and Qoqaz.com (Chechen jihad site). [33] [34] 

Change of methods and modus operando of security and intelligence agencies. Try and trust every bit of information available from any source and anywhere. 

Before 9/11, FBI did not use and their intelligence databases did not register internet based or any public shared information. [47] Starting new facets of 

intelligence organizations and their presence on the public shared ICT networks to monitor sorts of evil activities or establishments. Internet Haganah, self-

described as “an internet counterinsurgency”, and the Washington DC based Search for International Terrorist Entities (SITE) Institute have clients including the 

FBI, Office of Homeland Security, and various media organizations. These agencies focus on the Islamic terror groups. And their operative is not to silence rather 

to feel them free and let them move and change addresses and communicate this way gathers much information after they make mistakes. [48] 

Social propaganda in favour of humanity like Cyber Angels (a computer enthusiasts group) promoted and sponsored television advertisements in US urging 

hackers to help gather information and intelligence on involved in hacktivism. Dispatchers (hackers group) voiced their rage against terror and they also initiated 

counter cyber-attacks against the web servers and Internet access in Afghanistan and other terrorism supporting nations. They further defaced hundreds of Web 

sites and launched Distributed Denial of Service (DoS) attacks against Iranian Ministry of the Interior and the Presidential Palace of Afghanistan. [16] Another 

group, Young Intelligent Hackers against Terror (YIHAT) founder, Kim Schmitz, to breach two Arabic banks having connections with Osama Bin Laden. Chaos 

Computer Club, German hacker’s organization called for global communication to resolve the conflict. [49] 

SECURITY HOLES  

Technological Fixes play a big role to monitor, analyze and counter the terrorists making open use of information and communication technology (ICT). The 

National Security Agency (NSA) was very slow in terms of technology upgrade in telecommunications. They have started to upgrade their technology bases only 

after the 9/11 conspiracy. FBI’s DCS-1000 e-mail packet-sniffer system proved to be less effective and hence has not been employed since 2002 instead 

commercial monitoring applications have been employed to aid their investigations. Honey Pots the classic spy tactic like hosting bogus websites to attract the 

target persons should also be deployed. The other technical fronts should be heeded with ample funds availability. [50] 

The removal of technical information from public Web sites is no guarantee of safeguarding it. These materials can be stored onto other international Web 

servers that do not comply cannot the U.S. legislation. [37] 

Smarter new terrorists can also use the Internet to learn about antiterrorism activities. This job can be done by simply performing the string of word searching 

through online newspapers and journals. They may get the complete view of the strategies designed, plans to counter attacks or the potential vulnerabilities. 

[40] 

GOVI STOPS ICT USED BY TERROR  

A global policy mandated for the Information and Communication Technology around the world would be a potential solution towards the global problem of 

terrorists getting multifaceted and tremendous benefits from the wide use of modern Communication technology. All the governments of world nations would 

share a common technology framework for all faces and all uses of ICT. 

The suggested technology framework named as GOVI (Global One Voice ID) would have a direct thread attached to the Government Security and Intelligence 

Agencies. GOVI has proper technology protocols on every use of each face of technology of Information and Communication Technology. GOVI is a global unique 

identification number that grants every person an access to connect through any of the communication tool from postal letter, telegraph, Phone, Mobile, PTT, 

Pager, email, Online chat, website, billboard, net-banking etc.  

GOVI protocol suit manages each communication/ call initiated routed and terminated through the single GOVI locally, nationally and internationally. All the 

communication transactions shall be recorded in the Network Access and Equipment Registration Sheet (NARESH) database clustered nationwide zones and the 

replica views shared with the service providers. The NARESH database would contain the present entities GOVIs and their locations along with the serving 

companies/ networks for all kinds of services. The Internet connectivity too would be threaded with GOVI ids. No GOVI can be present at more than one location 

at one point of time. The duplicate GOVIs found in NARESH database would be automatically logged out of the global ICT network. To increase the security all 

suspected GOVIs could be monitored easily as there will be no other anonymous identity attached to them globally.  

The website would have the national signature globally and one GOVI identity directly attached with them. Therefore all the websites will provide direct link to 

intelligence databases thus any malicious or dubious website could be easily traced and prevented through domains and hosting. 

This way the terrorists would be prevented from the activities like using telephone based mobile communication or internet based e-mail, chat communication 

and networking, web based fund raising, recruitment and information provisioning etc. Even if they try through hacking or anything else the investigation and 

security agencies may be able to deduce an easy path to them. Also the people from general population can also oppose the terror based false and hating 

information. Any one from the general public can trace the actual root cause of such anonymous identities.  

 

CONCLUSION 
1. GOVI as a unique communication identity for the voice, data and video communication services provided to each person around the world after personal 

screening and rigorous verification done by the local intelligence units or security agencies to the local citizens. [4] 

2. This data is shared across the global telecom authorities for the valid instance. Hence, the foreign citizens need not apply for GOVI, if they travel in other 

countries. While travelling, the person just has to take permission via log in to the visiting country’s networks, within few seconds time. [49] 

3. This will prevent the evil use of the communication network around the world as it refrains the access of any type of communication network and thus 

stopping the terrorism using the ICT as a medium.[51] 

 

FURTHER SCOPE OF STUDY 
1. Designing a policy framework for the global communication ICT networks 

2. SIM card obsolesce issue and/ or modifications in the mobile, laptop and other devices.  

3. Military personnel security issues 

4. Standardization of the framework through ITU, IEEE, IETF, cyber-security, etc. bodies around the world. 

5. Feasibility and network updating issues around the globe/ and each and every country.  
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