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A ROBUST AUDIO STEGA

In the current information age, secure data transfer is limited due to its attack made on data communication. So more robust 

ensure secured data transfer. One of the solutions which came to the rescue is the audio steganography. But existing audio steganographic systems have poor 

interface, very level implementation, difficult to understand and valid only for certain audio formats with restricted messag

which is based on audio steganography and cryptography, ensures secure data transfer between the source and destination. This

algorithm in the first level of security, which is very complex to break. In 

encode the message into audio. It performs bit level manipulation to encode the message. The basic idea behind this paper is 

for hiding the data from hackers and sent to the destination in a safe manner. 

 

KEYWORDS 
Steganography, LSB, Security, Cryptography. 

 

1. INTRODUCTION 
ecurity of information is one of the most important factors of information technology and communication. Security of informat

secrecy of its existence and/or the secrecy of how to decode it. Cryptography techniques often use the worst 

two conditions holds. It was created as a technique for securing the secrecy of communication. Various methods have been deve

decrypt data in order to keep the message secret[2]. Unfortunately, i

necessary to keep the existence of the information secret. The technique used to implement this, is called steganography. Ste

of hiding information in another. The definition according to Neil Johnson “Steganography is the art of hiding information in a way that

hidden message”. It is a useful tool that allows covert communication amongst acknowledged parties[3]. Th

words “stegos” meaning cover/hidden/roof and “grafia” meaning writing defining it as “covered writing” and essentially means 

steganography the information is hidden exclusively in Audio files. Hiding messages by masking their existence is nothing new. Before the digital era, simple 

steganography techniques have been in use for hundreds of years. However, with the emergence of networks and digital technolo

communication and files in electronic format, new techniques for information hiding have become possible[4]. Steganography re

unsuspected text, protocols, images, and multimedia (audio/video) data which is generally use

Steganography is a method of encryption that hides data among the bits of a cover file, such as a graphic or an audio file. T

secret data[5].  

 

2. LITERATURE REVIEW 
This section presents some common methods used in audio steganography[7]. 

* LSB coding 

* Parity coding 

* Phase coding  

* Spread spectrum 

* Echo hiding 

LSB CODING 

Least significant bit (LSB) coding is the simplest way to embed information in a digital audio file. By substituting the leas

with a binary message, LSB coding allows for a large amount of data to be encoded. 

In LSB coding, the ideal data transmission rate is 1 kbps per 1 kHZ. In some implementations of LSB coding, however, the two least s

replaced with two message bits. This increases the amount of data that can be encoded but also inc

Thus, one should consider the signal content before deciding on the LSB operation to use. 
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ABSTRACT 
In the current information age, secure data transfer is limited due to its attack made on data communication. So more robust 

he solutions which came to the rescue is the audio steganography. But existing audio steganographic systems have poor 

interface, very level implementation, difficult to understand and valid only for certain audio formats with restricted messag

which is based on audio steganography and cryptography, ensures secure data transfer between the source and destination. This

algorithm in the first level of security, which is very complex to break. In the second level it uses a more powerful modified LSB(Least Significant Bit) algorithm to 

encode the message into audio. It performs bit level manipulation to encode the message. The basic idea behind this paper is 

iding the data from hackers and sent to the destination in a safe manner.  

ecurity of information is one of the most important factors of information technology and communication. Security of informat

secrecy of its existence and/or the secrecy of how to decode it. Cryptography techniques often use the worst approach assuming that only one of these 

two conditions holds. It was created as a technique for securing the secrecy of communication. Various methods have been deve

decrypt data in order to keep the message secret[2]. Unfortunately, it is not enough to keep the content of the information/message secret, it may also be 

necessary to keep the existence of the information secret. The technique used to implement this, is called steganography. Ste

nformation in another. The definition according to Neil Johnson “Steganography is the art of hiding information in a way that

hidden message”. It is a useful tool that allows covert communication amongst acknowledged parties[3]. The word steganography is derived from the Greek 

words “stegos” meaning cover/hidden/roof and “grafia” meaning writing defining it as “covered writing” and essentially means 

ly in Audio files. Hiding messages by masking their existence is nothing new. Before the digital era, simple 

steganography techniques have been in use for hundreds of years. However, with the emergence of networks and digital technolo

communication and files in electronic format, new techniques for information hiding have become possible[4]. Steganography re

unsuspected text, protocols, images, and multimedia (audio/video) data which is generally used in secret communication between acknowledged parties. 

Steganography is a method of encryption that hides data among the bits of a cover file, such as a graphic or an audio file. T

This section presents some common methods used in audio steganography[7].  

Least significant bit (LSB) coding is the simplest way to embed information in a digital audio file. By substituting the leas

with a binary message, LSB coding allows for a large amount of data to be encoded.  

coding, the ideal data transmission rate is 1 kbps per 1 kHZ. In some implementations of LSB coding, however, the two least s

replaced with two message bits. This increases the amount of data that can be encoded but also increases the amount of resulting noise in the audio file as well. 

Thus, one should consider the signal content before deciding on the LSB operation to use.  

FIG 2.1: LSB CODING 
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ENCRYPTED DATA 

In the current information age, secure data transfer is limited due to its attack made on data communication. So more robust methods are chosen so that they 

he solutions which came to the rescue is the audio steganography. But existing audio steganographic systems have poor 

interface, very level implementation, difficult to understand and valid only for certain audio formats with restricted message size. This is one proposed system 

which is based on audio steganography and cryptography, ensures secure data transfer between the source and destination. This uses most powerful encryption 

the second level it uses a more powerful modified LSB(Least Significant Bit) algorithm to 

encode the message into audio. It performs bit level manipulation to encode the message. The basic idea behind this paper is to provide a good, efficient method 

ecurity of information is one of the most important factors of information technology and communication. Security of information often lies in the 

approach assuming that only one of these 

two conditions holds. It was created as a technique for securing the secrecy of communication. Various methods have been developed to encrypt and 

t is not enough to keep the content of the information/message secret, it may also be 

necessary to keep the existence of the information secret. The technique used to implement this, is called steganography. Steganography is the science and art 

nformation in another. The definition according to Neil Johnson “Steganography is the art of hiding information in a way that prevent the detection of 

e word steganography is derived from the Greek 

words “stegos” meaning cover/hidden/roof and “grafia” meaning writing defining it as “covered writing” and essentially means “to hide in plain sight”. In Audio 

ly in Audio files. Hiding messages by masking their existence is nothing new. Before the digital era, simple 

steganography techniques have been in use for hundreds of years. However, with the emergence of networks and digital technologies and increasing use of 

communication and files in electronic format, new techniques for information hiding have become possible[4]. Steganography relies on hiding covert message in 

d in secret communication between acknowledged parties. 

Steganography is a method of encryption that hides data among the bits of a cover file, such as a graphic or an audio file. The technique replaces bits with the 

Least significant bit (LSB) coding is the simplest way to embed information in a digital audio file. By substituting the least significant bit of each sampling point 

coding, the ideal data transmission rate is 1 kbps per 1 kHZ. In some implementations of LSB coding, however, the two least significant bits of a sample are 

reases the amount of resulting noise in the audio file as well. 
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To extract a secret message from an LSB encoded sound file, the receiver needs access to the sequence of sample indices used in the embedding process. 

Normally, the length of the secret message to be encoded is smaller than the total number of samples in a sound file. One must decide then on how to choose 

the subset of samples that will contain the secret message and communicate that decision to the receiver. One trivial technique is to start at the beginning of 

the sound file and perform LSB coding until the message has been completely embedded, leaving the remaining samples unchanged. 

A more sophisticated approach is to use a pseudorandom number generator to spread the message over the sound file in a random manner. One popular 

approach is to use the random interval method, in which a secret key possessed by the sender is used as a seed in a pseudorandom number generator to create 

a random sequence of sample indices. The receiver also has access to the secret key and knowledge of the pseudorandom number generator, allowing the 

random sequence of sample indices to be reconstructed. Checks must be put in place, however, to prevent the pseudorandom number generator from 

generating the same sample index twice. If this happened, a collision would occur where a sample already modified with part of the message is modified again. 

The problem of collisions can be overcome by keeping track of all the samples that have already been used. Another approach is to calculate the subset of 

samples via a pseudorandom permutation of the entire set through the use of a secure hash function. This technique insures that the same index is never 

generated more than once[7]. 

PARITY CODING 

Instead of breaking a signal down into individual samples, the parity coding method breaks a signal down into separate regions of samples and encodes each bit 

from the secret message in a sample region's parity bit. If the parity bit of a selected region does not match the secret bit to be encoded, the process flips the 

LSB of one of the samples in the region. Thus, the sender has more of a choice in encoding the secret bit, and the signal can be changed in a more unobtrusive 

fashion. 

The decoding process extracts the secret message by calculating and lining up the parity bits of the regions used in the encoding process. Once again, the sender 

and receiver can use a shared secret key as a seed in a pseudorandom number generator to produce the same set of sample regions[7].  

PHASE CODING 

Phase coding addresses the disadvantages of the noise-inducing methods of audio steganography. Phase coding relies on the fact that the phase components of 

sound are not as perceptible to the human ear as noise is. Rather than introducing perturbations, the technique encodes the message bits as phase shifts in the 

phase spectrum of a digital signal, achieving an inaudible encoding in terms of signal-to-perceived noise ratio.  

 

FIG. 2.2: PHASE CODING 

 
Phase coding is explained in the following procedure:  

1. The original sound signal is broken up into smaller segments whose lengths equal the size of the message to be encoded.  

2. A Discrete Fourier Transform (DFT) is applied to each segment to create a matrix of the phases and Fourier transform magnitudes.  

3. Phase differences between adjacent segments are calculated.  

4. Phase shifts between consecutive segments are easily detected. In other words, the absolute phases of the segments can be changed but the relative 

phase differences between adjacent segments must be preserved. Therefore the secret message is only inserted in the phase vector of the first signal 

segment as follows:  

5. A new phase matrix is created using the new phase of the first segment and the original phase differences. 

6. Using the new phase matrix and original magnitude matrix, the sound signal is reconstructed by applying the inverse DFT and then concatenating the 

sound segments back together.  

To extract the secret message from the sound file, the receiver must know the segment length. The receiver can then use the DFT to get the phases and extract 

the information[7].  

SPREAD SPECTRUM 

In the context of audio steganography, the basic spread spectrum (SS) method attempts to spread secret information across the audio signal's frequency 

spectrum as much as possible. This is analogous to a system using an implementation of the LSB coding that randomly spreads the message bits over the entire 

sound file. However, unlike LSB coding, the SS method spreads the secret message over the sound file's frequency spectrum, using a code that is independent of 

the actual signal. As a result, the final signal occupies a bandwidth in excess of what is actually required for transmission.  

Two versions of SS can be used in audio steganography: the direct-sequence and frequency-hopping schemes. In direct-sequence SS, the secret message is 

spread out by a constant called the chip rate and then modulated with a pseudorandom signal. It is then interleaved with the cover-signal. In frequency-hopping 

SS, the audio file's frequency spectrum is altered so that it hops rapidly between frequencies[7].  

ECHO HIDING 

In echo hiding, information is embedded in a sound file by introducing an echo into the discrete signal. Like the spread spectrum method, it too provides 

advantages in that it allows for a high data transmission rate and provides superior robustness when compared to the noise inducing methods.  

To hide the data successfully, three parameters of the echo are valid: amplitude, decay rate, and offset (delay time) from the original signal. All three parameters 

are set below the human hearing threshold so the echo is not easily resolved. In addition, offset is varied to represent the binary message to be encoded. One 

offset value represents a binary one, and a second offset value represents a binary zero. 

If only one echo was produced rom the original signal, only one bit of information could be encoded. Therefore, the original signal is broken down into blocks 

before the encoding process begins. Once the encoding process is completed, the blocks are concatenated back together to create the final signal[7]. 

 

3. IMPORTANCE OF AUDIO STEGANOGRAPHY 
In a computer-based audio steganography system, secret messages are embedded in digital sound. The secret message is embedded by slightly altering the 

binary sequence of a sound file. Existing audio steganography software can embed messages in WAV, AU, and even MP3 sound files[6].  

Embedding secret messages in digital sound is usually a more difficult process than embedding messages in other media, such as digital images. In order to 

conceal secret messages successfully, a variety of methods for embedding information in digital audio have been introduced. These methods range from rather 

simple algorithms that insert information in the form of signal noise to more powerful methods that exploit sophisticated signal processing techniques to hide 

information[7]. 

 

4. PROPOSED SYSTEM 

In the Audio Steganography with cryptography, the process of embedding secret message using Symmetric-Key algorithm[8], DES into the Audio file. The 

following gives the complete working of the Audio Steganogrpahy. This system contains Sender Side and Receiver Side. Both are connected with Trustcenter. 
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Both sides the user has to register their name. The system will generate secret key for the user. Using the login name both the users have to enter into their 

area. The system will generate Quantum Key. Both Sender and Receiver have to use the same quantum key to connect with each other through Trustcenter. 

In the sender side, the text which has to be embedded into an audio file is encrypted using Symmetric Key cryptographic algorithm, DES. The cipher text 

obtained is then embedded using Steganographic algorithm. The resultant audio file contains the secrete message embedded into it. In the receiver side, the 

embedded audio file is selected to extract the secret message. The secret message is decrypted using DES decryption method.                    

 

5. ALGORITHMS AND RESULTS 
I. SENDER SIDE ALGORITHM:    

Step 1: Select the Text for encoding into Audio File. 

Step 2: Encrypt the text using DES Algorithm. 

Step 3: Select the Audio file for Encoding. 

Step 4: Encode encrypted text into Audio File using modified LSB algorithm. 

II. RECEIVER SIDE ALGORITHM 

Step 1: Select the Encoded Audio file. 

Step 2: Decode the text from Audio File using modified LSB algorithm. 

Step 3: Decrypt the text using DES Algorithm. 

Step 4: Display the secret text/message to the end user. 

 

FOLLOWING FIGURES GIVES THE RESULTS OF THE ABOVE ALGORITHMS 

 

FIG. 5.1   SENDER MAIN 

 
 

FIG. 5.2. RECEIVER MAIN 
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FIG.5.3 SENDER, RECEIVER AND TRUST CENTER 

 

 

 

 

 

 

 

                                             

 

 

 

 

 

 

 

 

 

 

 

 

 

FIG.5.4: SENDING ENCODED FILE TO RECEIVER 

 
 

FIG.5.5: RECEIVER DECODE/DECRYPT THE TEXT 

 
 

6. CONCLUSION 
Audio Steganography with cryptography is to provide a good, efficient method for hiding the data from hackers and sent to the destination in a safe manner. 

This proposed system will not change the size of the file even after encoding. Encryption and Decryption techniques have been used to make the security system 

robust.  
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