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INDEPENDENT ACCESS TO ENCRYPTED CLOUD DATABASES
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ABSTRACT
Placing critical data in the hands of a cloud provider should come with the guarantee of security and availability for data at rest, in motion, and in use. Several
alternatives exist for storage services, while data confidentiality solutions for the database as a service paradigm are still immature. We propose a novel
architecture that integrates cloud database services with data confidentiality and the possibility of executing concurrent operations on encrypted data. This is the
first solution supporting geographically distributed clients to connect directly to an encrypted cloud database, and to execute concurrent and independent
operations including those modifying the database structure. The proposed architecture has the further advantage of eliminating intermediate proxies that limit
the elasticity, availability, and scalability properties that are intrinsic in cloud-based solutions.

KEYWORDS

Cloud, security, SecureDBaaS, database.

I. INTRODUCTION

n a cloud context, where critical information is placed in infrastructures of untrusted third parties, ensuring data confidentiality is of paramount

importance. This requirement imposes clear data management choices: original plain data must be accessible only by trusted parties that do not include

cloud providers, intermediaries, and Internet; in any untrusted context, data must be encrypted. Satisfying these goals has different levels of complexity
depending on the type of cloud service. There are several solutions ensuring confidentiality for the storage as a service paradigm, while guaranteeing
confidentiality in the database as a service (DBaaS) paradigm is still an open research area. In this context, we propose SecureDBaa$ as the first solution that
allows cloud tenants to take full advantage of DBaaS qualities, such as availability, reliability, and elastic scalability, without exposing unencrypted data to the
cloud provider.
The architecture design was motivated by a threefold goal: to allow multiple, independent, and geographically distributed clients to execute concurrent
operations on encrypted data, including SQL statements that modify the database structure; to preserve data confidentiality and consistency at the client and
cloud level; to eliminate any intermediate server between the cloud client and the cloud provider. The possibility of combining availability, elasticity, and
scalability of a typical cloud DBaa$S with data confidentiality is demonstrated through a prototype of SecureDBaaS that supports the execution of concurrent and
independent operations to the remote encrypted database from many geographically distributed clients as in any unencrypted DBaaS setup. To achieve these
goals, SecureDBaaS integrates existing cryptographic schemes, isolation mechanisms, and novel strategies for management of encrypted metadata on the
untrusted cloud database.
The SecureDBaa$ architecture is tailored to cloud platforms and does not introduce any intermediary proxy or broker server between the client and the cloud
provider. Eliminating any trusted intermediate server allows SecureDBaa$S to achieve the same availability, reliability, and elasticity levels of a cloud DBaaS.
Other proposals based on intermediate server(s) were considered impracticable for a cloud-based solution because any proxy represents a single point of failure
and a system bottleneck that limits the main benefits (e.g., scalability, availability, and elasticity) of a database service deployed on a cloud platform. Unlike
SecureDBaaS, architectures relying on a trusted intermediate proxy do not support the most typical cloud scenario where geographically dispersed clients can
concurrently issue read/write operations and data structure modifications to a cloud database.

Il. RELATED WORK

Cloud computing, the long-held dream of computing as a utility, has the potential to transform a large part of the IT industry, making software even more
attractive as a service and shaping the way IT hardware is designed and purchased. Developers with innovative ideas for new Internet services no longer require
the large capital outlays in hardware to deploy their service or the human expense to operate it. They need not be concerned about over provisioning for a
service whose popularity does not meet their predictions, thus wasting costly resources, or under provisioning for one that becomes wildly popular, thus missing
potential customers and revenue. Moreover, companies with large batch-oriented tasks can get results as quickly as their programs can scale, since using 1,000
servers for one hour costs no more than using one server for 1,000 hours. This elasticity of resources, without paying a premium for large scale, is
unprecedented in the history of IT.

Cloud computing can and does mean different things to different people. The common characteristics most interpretations share are on-demand scalability of
highly available and reliable pooled computing resources, secure access to metered services from nearly anywhere, and displacement of data and services from
inside to outside the organization. While aspects of these characteristics have been realized to a certain extent, cloud computing remains a work in progress.
This publication provides an overview of the security and privacy challenges pertinent to public cloud computing and points out considerations organizations
should take when outsourcing data, applications, and infrastructure to a public cloud environment.

Cloud computing is a type of computing that relies on sharing computing resources rather than having local servers or personal devices to handle applications. In
cloud computing, the word cloud is used as a metaphor for the Internet, so the phrase-- are delivered to an organization's computers cloud computing means "a
type of Internet-based computing," where different services such as servers, storage and applications and devices through the Internet. Presently
implementation of cloud computing has increased rapidly in IT industry and in other organization also. Cloud is a collection of distributed database. It provides
number of benefit such that low cost and accessibility of data. If a data is store only at single place and unfortunately that data has been lost then there is no
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recovery of data. Cloud computing gives us a solution to store a number of copy of data, in this manner if a data is going to be loss at one place that can be
retrieved from other place. The problem of service unavailability has been solved by using cloud computing, which was a major concern in single cloud. In
recently days use of multi cloud becoming popular because its provide the major benefit of service availability. As much of benefit coming with multi- cloud
computing, that much security issues also coming with it. A cloud user is storing their information in clouds, those cloud provider can be untrusted, the
information stored by user can be sensitive and in cloud there may be a chances of availability of malicious and anomaly which can harm user sensitive data. So
security of data in multi-cloud computing is a major concern. In this paper we are going to discuss about functionality of single and multicloud computing and
security threats. In several researches on fact is coming out that the work done for maintainability of multi cloud security concern is less than the cost and work
dome for single cloud. This research promotes the use of multiclouds due to ability of reducing security threats that affect the sensitive data of user. In this
paper we will give a solution for security concern of data in multiclouds. Here we will show that in respect of storing user actual data, we are going to store
encrypted data in cloud for which we will use plain cipher encryption algorithm of cryptography.

In cloud computing, information homeowners host their information on cloud servers and users (data consumers) will access the information from cloud servers.
As a result of the information outsourcing, however, this new paradigm of knowledge hosting service additionally introduces new security challenges, which
requires associate freelance auditing service to ascertain the information integrity within the cloud. Some existing remote integrity checking strategies can solely
serve for static archive information and, thus, can't be applied to the auditing service since the information within the cloud are often dynamically updated.
Thus, economical and secure dynamic auditing protocol is desired to convert information homeowners that the information area unit properly holds on in the
cloud. Economical and privacy-preserving auditing protocol was proposed to provide data integrity. Then, this scheme extends the auditing protocol to support
the information dynamic operations, that is economical and incontrovertibly secure in the random oracle model. Also auditing protocol supports batch auditing
for each multiple homeowners and multiple clouds, without exploitation any sure organizer. The analysis and simulation results show that projected auditing
protocols area unit secure and efficient, particularly it scale back the computation value of the auditor.

I1l. PROBLEM DEFINITION

Proposed System lies on protecting sensitive data outsourced to third parties is to store encrypted data on server.

To achieve this goal there are different levels of complexity depending on the type of cloud service.

As we cannot apply fully homomorphic encryption schemes because of their excessive computational complexity. This existing approach is not applicable to the
DBaa$ context considered by SecureDBaas.

The proposed system is a novel architecture that integrates cloud database services with data confidentiality and the possibility of executing concurrent
operations on encrypted data. It will include following module.

1. Client Register & login

2. Key Generation, Encrypt File and Metadata then Upload File

3. Metadata Management in cloud

4. Download File & Decrypt

IV. PROPOSED SYSTEM
FIGURE 1: THE PROPOSED SYSTEM
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A. CLIENT REGISTER & LOGIN

o In this module, Client wants to login. So First he registered to cloud with his own details, such as username, password, mobile no and address.

. Then he login with his username and password. Then he got his client form. This client form contains two contents. One is upload another one is download.

B. KEY GENERATION, ENCRYPT FILE AND METADATA THEN UPLOAD FILE

. A secure type is composed of three fields: data type, encryption type, and field confidentiality. The combination of the encryption type and of the field
confidentiality parameters defines the encryption policy of the associated column.

. The data type represents the type of the plaintext data (e.g., int, varchar). The encryption type identifies the encryption algorithm that is used to cipher all
the data of a column. It is chosen among the algorithms supported by the SecureDBaaS implementation.

. SecureDBaa$ offers three field confidentiality attributes: Column (COL) is the default confidentiality level that should be used when SQL statements
operate on one column; the values of this column are encrypted through a randomly generated encryption key that is not used by any other column.

. Multicolumn (MCOL) should be used for columns referenced by join operators, foreign keys, and other operations involving two columns; the two columns
are encrypted through the same key.

. Database (DBC) is recommended when operations involve multiple columns; in this instance, it is convenient to use the special encryption key that is
generated and implicitly shared among all the columns of the database characterized by the same secure type.

. Then generate the Key for encryption, next encrypt the file with its metadata and upload to the cloud.

C. METADATA MANAGEMENT

. Metadata generated by SecureDBaaS contain all the information that is necessary to manage SQL statements over the encrypted database in a way
transparent to the user.

. Metadata management strategies represent an original idea because SecureDBaaS$ is the first architecture storing all metadata in the untrusted cloud
database together with the encrypted tenant data.
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. SecureDBaaS uses two types of metadata. Database metadata are related to the whole database. There is only one instance of this metadata type for each
database.

. Table metadata are associated with one secure table. Each table metadata contains all information that is necessary to encrypt and decrypt data of the
associated secure table.

D. DOWNLOAD FILE & DECRYPT

. In this module the client wants to download file. So he entered the filename.

. Then he give the download request to SecureDBaa$ Cloud.

. Finally he gets the Ciphertext then he decrypt and get the original file.

V. ALGORITHM FOR PROPOSED SYSTEM

A. ATTRIBUTE BASED ALGORITHM (ABE)

The concept of attribute-based encryption (ABE) can be considered as a generalization of identity based encryption (IBE) (Identity based encryption), where, as
mentioned earlier, the encryption is based on some identity. Thus, ABE is more expressive than IBE. In an ABE system, the plaintext is encrypted with a set of
attributes. The KGS (Key Generation Server), which possesses the master key, issues different private keys to users after authenticating the attributes they
possess. Thus, these private keys are associated with the set of attributes each user possesses. In its basic form, a user can decrypt a cipher text if and only if
there is a match between the attributes of the ciphertext and the user’s key. For example, Alice has the attributes "role = doc" and "age > 18". Now Bob encrypts
a message using the attributes ("role = student" AND "age > 18"). Alice can decrypt the message as she satisfies both attributes. Bob encrypts another message
using the attributes ("role = professor" OR "role = staff"). Alice cannot decrypt the message as she does not satisfy the policy. (The workings of the actual ABE
schemes are a little different from the above examples, but they give the essential idea behind the schemes.) The initial ABE system is limited only to threshold
policies where there should be at least k out of n attributes common between the attributes used to encrypt the plaintext and the attributes users possess. For
example, Bob encrypts a message for any 3 attributes out of the 5 attributes {al, a2, a3, a4, a5}. Alice has the attributes {al, a2, a4, a5} and Eve has {al, a2}.
While Alice can decrypt Bob's message, Eve cannot as she does not satisfy the threshold policy. Out of them there are important variants that is Key Policy ABE
(KP-ABE)

B. BILINEAR MAPPING

. Attribute based encryption is proceeded by bilinear mapping of attribute information of data owner and the data to be stored in the cloud.

. Bilinear mapping process achieved by multiplicative factors of both Logical AND, XOR operations.

. It is the process of pairing up the attribute information and thus cipher text policy ABE is processed.

C. MASTER AND SECERET KEY GENERATION

. Master key is generated by doing the Logical AND operations of given attributes of data owner.

. Using the master key, public key is generated and secret key is generated by doing the logical XOR operations.

. Ciphering algorithms are applied using the secret key, thus secured secret key is generated by Attribute based encryption.

VI. IMPLEMENTATION PLAN

SecureDBaaS is designed to allow multiple and independent clients to connect directly to the untrusted cloud DBaaS without any intermediate server. Figure 2
describes the overall architecture. We assume that a tenant organization acquires a cloud database service from an untrusted DBaa$S provider. The tenant then
deploys one or more machines (Client 1 through N) and installs a SecureDBaaS client on each of them. This client allows a user to connect to the cloud DBaaS to
administer it, to read and write data, and even to create and modify the database tables after creation.

FIGURE 2: SECUREDBAAS ARCHITECTURE

Chowt DHaad

= TN

The information managed by SecureDBaaS includes plaintext data, encrypted data, metadata, and encrypted metadata. Plaintext data consist of information
that a tenant wants to store and process remotely in the cloud DBaaS. To prevent an untrusted cloud provider from violating confidentiality of tenant data
stored in plain form, SecureDBaa$S adopts multiple cryptographic techniques to transform plaintext data into encrypted tenant data and encrypted tenant data
structures because even the names of the tables and of their columns must be encrypted. SecureDBaaS clients produce also a set of metadata consisting of
information required to encrypt and decrypt data as well as other administration information. Even metadata are encrypted and stored in the cloud DBaaS.

Vil. SUMMARY

We propose an innovative architecture that guarantees confidentiality of data stored in public cloud databases. Unlike state-of-the-art approaches, our solution
does not rely on an intermediate proxy that we consider a single point of failure and a bottleneck limiting availability and scalability of typical cloud database
services. A large part of the research includes solutions to support concurrent SQL operations (including statements modifying the database structure) on
encrypted data issued by heterogeneous and possibly geographically dispersed clients.
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