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A REVIEW ON NETWORK SECURITY AND CRYPTOGRAPHY

KIRAN SAHU
ASST. PROFESSOR
DEPARTMENT OF COMPUTER SCIENCE & INFORMATION TECHNOLOGY
GURU GHASIDAS VISHWAVIDYALAYA
BILASPUR

ABSTRACT
With the emergence of internet data Security has become critical for every sector since data is at the core of any organization. Moreover, as we are heading towards
the age of digitization large amount of data is produced and transferred across the world every day. So in order to protect it various mechanisms and algorithms
have been developed. Cryptography is the practice and study of techniques for secure communication in the presence of third parties called adversaries. Modern
cryptography is heavily based on mathematical theory, computer science, practice and engineering discipline. In this paper an attempt has been made to review
various network security principles, types of security attacks and cryptographic concepts and to achieve the aforesaid the data have been collected from reports
published in journals, articles, magazines, books and online sources.

KEYWORDS

cryptography, decryption, digitization, encryption, internet, network security.

1. INTRODUCTION
nternet has proved to be a boon providing fast exchange of information across the globe. At the same time, it has posed serious threats to data security like
Zjunauthorised access and later its misuse which can end up everything. In this era of cut throat competition data plays a vital role in the success of any
organization. So, network security has become a major challenge for the organizations. Network Security is the protection of data while transmission over
the network whereas Cryptography is about constructing and analyzing techniques to provide data security. Network security consists of developing and imple-
menting policies by network administrator to prevent unauthorised access, misuse, manipulation, and disruption of services of network. There are various aspects
of network security:
»  CONFIDENTIALITY
»  INTEGRITY
»  AVAILABILITY
CONFIDENTIALITY- The principle of Confidentiality says that only authorised users i.e., the sender and the intended recipient should be able to access the message.
INTEGRITY- According to this principle, a message should be received by the receiver exactly in the same form as it was sent by the sender i.e. there should be no
modification of the message in between.
AVAILABILITY-The principle of availability says that the message should be available to the recipient in proper time, when it is needed (without any delay).
These aspects of network security are central to cryptography. Cryptography, derived from Greek word ‘Kryptos’ (‘hidden, Secret’) is the science and art of trans-
forming messages in order to make them secure and immune to attacks. Applications of cryptography include military communications, electronic commerce, ATM
cards, and computer passwords. Cryptanalysis is the term used for the study of methods for decrypting the message without encryption details. The combined
study of cryptography and cryptanalysis is called cryptology. Encryption is the process of converting ordinary information (called plaintext) into unintelligible text
(called ciphertext).Decryption is the reverse, converting the unintelligible ciphertext back to plaintext. A cipher is a pair of algorithms that create the encryption
and the reversing decryption. The detailed operation of a cipher is controlled both by the algorithm and in each instance by a "key". The key is a secret (ideally
known only to the communicants), usually a short string of characters, which is input to the encryption and decryption algorithms.

2. SECURITY ATTACKS

2.1. PASSIVE ATTACKS- This type of attack does not involve any change or modification of the message. The attacker’s objective is to just obtain the information.
Passive attacks may not harm the system but disclosure of information may harm the sender or receiver of the message. Since this type of attack does not
involve any modification of the message they are difficult to detect and are more harmful.

Types of passive attacks:

a)  Traffic Analysis

b)  Snooping

TRAFFIC ANALYSIS- It involves monitoring of the online traffic by the attacker to guess the pattern of the message. The communicating entities never know that

their message is being monitored.

SNOOPING- It involves unauthorised access of the information by the attacker which may later be misused.

2.2. ACTIVE ATTACKS- This type of attacks involve modification of data and may harm the system. They are easier to detect as compared to passive attacks.

Types of Active attacks:

a MODIFICATION

b. MASQUERADE

C. REPLAY

d NON-REPUDIATION

e.  DENIAL OF SERVICE (DOS)

MODIFICATION- Some portion of the message is modified or deleted or delayed, which may harm the system.

MASQUERADE- Here one entity impersonates some other entity. The attacker may send some false message to the receiver pretending to be the actual sender

or may pretend to be the actual receiver and receive some confidential information.

REPLAY- The attacker simply captures the message for some time and later retransmits it, thereby creating an unauthorised effect.

NON-REPUDIATION- This type of attack involves either the sender or the receiver. The means that the sender after sending the message may deny that he sent

the message or the receiver may refuse that he received any message.

DENIAL OF SERVICE (DOS) - It involves disruption of the services of the server and destroying the whole network by the attacker. For example, the attacker may

send some bogus requests to slow down the network and create unnecessary traffic or may divert the requests made to the server to some other route so that

users are devoid of the services of the system. It ultimately destroys the whole system.

3. CRYPTOGRAPHY ALGORITHMS
3.1. SYMMETRIC KEY (PRIVATE KEY) CRYPTOGRAPHY — In symmetric key cryptography (SKC) a single key which is called ‘shared secret key’ is used for both
encryption and decryption.
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TYPES OF SKC ALGORITHMS

3.1.1.

3.1.2

3.1.3.

3.1.4.

3.1.5.

3.1.6

3.2.

3.2.1

DATA ENCRYPTION STANDARD (DES): It was quite popular in the early days. DES was proposed by IBM in 1970 and published in 1977 by NIST. The Data
Encryption Standard is a block cipher, meaning a cryptographic key and algorithm are applied to a block of data simultaneously rather than one bit at
atime. To encrypt a plaintext message, DES groups it into 64-bit blocks. Each block is enciphered using the 56 bits-secret key into a 64-bit ciphertext by
means of permutation and substitution involving 16 rounds.

For any cipher, the most basic method of attack is a brute force, which involves trying each key until you find the right one. The length of the key
determines the number of possible keys -- and hence the feasibility -- of this type of attack. Hence, it would take a maximum of 2756, or
72,057,594,037,927,936, attempts to find the correct key. But many security experts felt the 56-bit key length was inadequate and messages encrypted
using DES encryption are likely to be subjected to this kind of code-breaking effort. Even so, DES remained a trusted and widely used encryption algo-
rithm through the mid-1990s. However, in 1998, a computer built by the Electronic Frontier Foundation (EFF) decrypted a DES-encoded message in 56
hours. So National Institute of Standards and Technology (NIST) in 2001 selected the Advanced Encryption Standard (AES) as a replacement for DES.
ADVANCED ENCRYPTION STANDARD (AES): AES is an SKC algorithm.It is a subset of the Rijndael cipher(ciphers with different key and block sizes) de-
veloped by two Belgian cryptographers, Vincent Rijmen and Joan Daemen, who submitted a proposal to NIST during the AES selection process. AES
encrypts and decrypts a block size of 128 bits. It uses 10, 12, or 14 rounds. The key size which can be 128 or 192 or 256, depends on the number of
rounds. AES has 3 different versions AES-128, AES-192 and AES-256 with 10, 12 and 14 rounds respectively. But the round key size is always 128 bits.
IDEA- Although less visible than DES, the International Data Encryption Algorithm (IDEA) has been classified by some of the contemporary cryptogra-
phers as the most secure and reliable block-algorithm. Like DES, IDEA encrypts data in 64-bit input blocks; for each it outputs corresponding 64-bit
cipher block. It employs the same algorithm for encryption and decryption, with a change in the key schedule during encryption. Unlike DES, IDEA
employs 128-bit secret key and dominantly uses operations from three algebraic groups: XOR, addition modulo 2*¢, and multiplication modulo 26 + 1.
These operations are combined to make 8 computationally identical rounds followed by an output transformation resulting in the final ciphertext.
SAFER- SAFER stands for Secure and Fast Encryption Routine. It is a block cipher developed by Massey in 1993 for Cylink Corporation. It uses a 64 bit
block size.

RIVEST CIPHERS (aka RON'S CODE): Named for Ron Rivest, a series of SKC algorithms.

RC1: Noted on paper, but not at all implemented.

RC2: A 64-bit block cipher using variable-sized keys intended to change DES.

RC3: Found to be breakable at some stage in development.

RC4: A stream cipher with variable-sized keys; it is broadly used in business cryptography products.

RC5: A block-cipher sustaining a variety of block sizes (32, 64, or 128 bits), key sizes, and quantity of encryption passes in excess of the data.

RC6: A 128-bit block cipher based upon, and an upgrading over, RC5;

BLOWFISH — It is an iterative block cipher developed by Bruce Schneier in 1993. This symmetric cipher splits messages into blocks of 64 bits and encrypts
them individually. Blowfish can be found in software categories ranging from e-commerce platforms for securing payments to password management
tools, where it used to protect passwords. It's definitely one of the more flexible encryption methods available.

ASYMMETRIC KEY CRYPTOGRAPHY (PUBLIC KEY) - As the name implies, it uses two different keys, public key and private key for encryption and decryption
respectively.

RSA Algorithm- The most common public key algorithm is RSA named after its inventors Rivest, Shamir and Adleman. RSA uses 2 exponent e and d,
where e is public and d is private.

The cipher text (say C) is calculated from plain text (say P) as:

C=P*modn

And, the reverse i.e. plain text (original message) is calculated as:

P=CYmod n

The key generation procedure follows:

Vi.
vii.
3.2.2

Select two primes p and q such that p #q
Calculate n=p*q
Calculate ¢(n)=(p-1) * (9-1)
Select e such that 1<e< ¢(n) and GCD(e, ¢(n))=1
Now calculate d such that ed mod ¢(n)=1
So our public key = (e, n) [TO BE ANNOUNCED PUBLICLY]
And, our private key = d [TO BE KEPT SECRET]
RABIN Cryptosystem- Devised by M. Rabin, RABIN algorithm is a variation of the RSA algorithm in which e and d are fixed, e=2 and d=1/2.

The cipher text (say C) is calculated from plain text (say P) as:

C=P’mod n

And, the reverse i.e. plain text (original message) is calculated as:

P=C*?mod n

In RABIN Cryptosystem public key is n and private key is the tuple (p, q). Everyone can encrypt the message using n but only the receiver can decrypt the message
using p and q.
The key generation procedure follows:

Select 2 large primes p and q in the form of 4k+3 and p #q
Calculate n=p*q

Public key 2 n

Private key =(p, q)

To encrypt a message only the public key n is needed. To decrypt a ciphertext the factors p and g of n are necessary.

3.23

DIFFIE-HELLMAN KEY EXCHANGE - Diffie-Hellman key agreement algorithm is one of the earliest public-key protocols for securely exchang-
ing cryptographic keys over a public channel. It was developed by Dr. Whitfield Diffie and Dr. Martin Hellman in 1976. It is not for encryption or decryp-
tion, but it enables two parties who are involved in communication to generate a secret key for exchanging information confidentially.

The working of Diffie-Hellman key agreement can be explained as below:
1) Two communicating entities P1 and P2 agree on two large integers a and b such that 1< a< b.
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2) P1 then chooses a random number i and computes | = (a) mod b. P1 sends | to P2.
3) P2 then chooses a random number j and computes J = (a)) mod b. P2 sends J to P1.
4) P1 computes k1 = (J)' mod b.
)
)

5) P2 computes k2 = (1)) mod b.

6) We have k1 = k2 = (a)i mod b and thus k1 and k2 are the secret keys for secure transmission.

3.2.4. ELGAMAL CRYPTOSYSTEM

The EIGamal system is a public-key cryptosystem based on the discrete logarithm problem. It consists of both encryption and signature algorithms. The encryption
algorithm is similar in nature to the Diffie-Hellman key exchange protocol.

The system parameters consist of a prime p and an integer g, whose powers modulo p generate a large number of elements, as in Diffie-Hellman. P1 has a private
key a and a public key y, where y = g% (mod p). Suppose P2 wishes to send a message m to P1. P2 first generates a random number k less than p. He then computes
y1=g*(mod p) and y> = m Xor y*,

P2 sends (y1, y2) to P1. Upon receiving the ciphertext, P1 computes

m = (y2® mod p) Xor y2

3.2.5. ELLIPTIC CURVE CRYPTOGRAPHY (ECC) - ECC is an approach to public-key cryptography based on the algebraic structure of elliptic curves over finite fields.
It is a public key algorithm that can be used to create faster, smaller, and more efficient cryptographic keys. ECC generates keys through the properties of the
elliptic curve equation instead of the traditional method of generation as the product of very large prime numbers. The security level, which is given by RSA, can
be provided even by smaller keys of ECC. For example, the 1024-bit security strength of an RSA could be offered by 163 bit security strength of ECC. Other than
this, ECC is particularly well suited for wireless communications, like mobile phones and smart cards. EC point of multiplication operation is found to be computa-
tionally more efficient than RSA exponentiation

3.2.6. DIGITAL SIGNATURE STANDARD (DSS) - It is an FIPS (Federal Information Processing Standard) for digital signatures proposed by NIST in 1991. A digital
signature is an electronic equivalent of a written signature; the digital signature can be used to provide assurance that the claimed signatory signed the information.
In addition, a digital signature may be used to detect whether or not the information was modified after it was signed (i.e., to detect the integrity of the signed
data). A digital signature algorithm includes a signature generation process and a signature verification process. The private key is used in the signature generation
process and the public key is used in the signature verification process. For both the signature generation and verification processes, the message (i.e., the signed
data) is converted to a fixed-length representation of the message by means of an approved hash function. Both the original message and the digital signature are
made available to a verifier who can verify the signature with the signer’s public key.

FIG. 1: DIGITAL SIGNATURE PROCESS
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4. MESSAGE INTEGRITY AND AUTHENTICATION
4.1. CRYPTOGRAPHIC HASH FUNCTIONS — A Cryptographic Hash Function is an algorithm that creates a compressed image of the message called a message
digest that can be used to check the integrity of the message.

FIG. 2: MESSAGE DIGEST CREATED FROM MESSAGE
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To check the integrity of the message, it is passed through Cryptographic Hash Function. The new digest is compared with the previous one. If both are same, that
means the original message has not changed.

4.1.1. MESSAGE AUTHENTICATION CODE (MAC) - A message digest guarantees only integrity of the message. However, it does not authenticate the sender of the
message. A message authentication code provides integrity as well as authentication of the message. The difference between a message digest and MAC is that
the latter involves a secret between the communicating entities. A MAC is created by the passing the message, concatenated with the secret key through the hash
function.
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FIG. 3: MAC PROCESS
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The receiver separates the message from MAC and creates a new MAC from the concatenation of the message and secret key. Then the newly computed MAC is
compared with the MAC received along with the message. If the two MAC’s matches, then the message is authentic and has not been modified by any intruder.
The intruder cannot forge a new message to replace it since he doesn’t possess the secret key between the communicating entities.

4.1.2. NESTED MAC- To improve the security of MAC nested MAC’s were designed in which hashing is done in two steps. First the message, concatenated with
the secret key is hashed to create message digest. The intermediate digest is again concatenated with the key and hashed to create the final digest.

FIG. 4: NESTED MAC
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4.1.3. HASHED MESSAGE AUTHENTICATION CODE (HMAC)- NIST has issued a standard for nested MAC (FIPS 198) which is known as HMAC. It is more complex
than nested MAC.
The message is divided into N blocks, each of b bits.
The secret key is left padded with 0’s to create a b-bit key.
The key after padding is Ex-ored with a constant called i-pad (input pad) to create a bit block. The value of i-pad is b/8™" repetition of the sequence 00110110.
The resulting block is prepended to the N-block message which results in N+ 1 blocks.
The result of step 4 is hashed to create an n-bit digest (intermediate HMAC).
The intermediate HMAC is left padded with zero’s to create a b-bit block.
Steps 2 and 3 are repeated with a different constant opad (output pad). The value of opad is b/8 repetition of the sequence 01011100.
The result of step 7 is prepended to the block of step 6.
The result of step 8 is hashed with the same hashing algorithm to create the final n-bit HMAC.

1.4. CIPHER BASED MESSAGE AUTHENTICATION CODE (CMAC) - It is also a NIST defined standard (FIPS 113) called Data Authentication Algorithm, or CMAC.
It is a block cipher-based message authentication code algorithm. It may be used to provide assurance of the authenticity and, hence, the integrity of
binary data. This mode of operation fixes security deficiencies of CBC-MAC (CBC-MAC is secure only for fixed-length messages). To generate an £-bit
CMAC tag (t) of a message (m) using a b-bit block cipher (E) and a secret key (k), one first generates two b-bit sub-keys (k1 and k) using the following
algorithm:

Let « denote the standard left-shift operator and @ denote exclusive or:

1.  Calculate a temporary value ko = Ek (0)

2. If msb (ko) =0, then k1 = ko < 1, else k1 = (ko < 1) @ C; where Cis a certain constant that depends only on b. (Specifically, C is the non-leading coefficients of

the lexicographically first irreducible degree-b binary polynomial with the minimal number of ones.

3. Ifmsb (ki) =0, thenka=ki1 < 1, else k; = (k1 << 1) D C.

4.  Return keys (k1, k2) for the MAC generation process.

The CMAC tag generation process is as follows:

‘ KEY

PLOXNOUTAWDNE

Divide message into b-bit blocks m = m1 [I... | ma-1 | mn where ma,..., ms-1 are complete blocks. (The empty message is treated as 1 incomplete block.)
If mn is a complete block then my,’ = ki @ ma else my' = ka @ (mall 10...02).
Let co = 00...02.

Fori=1,....., n-1, calculate ¢; = Ex(ci-1 D m).

Cn = Ex(cn-1 © m»')

. Output t = msbe (cn).

The verification process is as follows:

1.  Use the above algorithm to generate the tag.

2. Check that the generated tag is equal to the received tag.

ok wNE

5. OTHER NETWORK SECURITY TECHNOLOGIES

5.1. FIREWALL- a firewall is a system or group of systems that enforces an access control policy between two networks. It can consist of hardware and software,
or even several components working together. It is a single point of defence between two networks. The main function of a firewall is to centralize access
control. A firewall serves as the gatekeeper between the untrusted Internet and the more trusted internal networks.
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There are many ways to implement firewalls on today's corporate networks. Usually they can be thought of as two mechanisms: one that permits traffic and one
that exists to block traffic. Firewalls are designed to protect your network from attacks originating from another network. An effective firewall will allow authorized
access only to the protected network and deny access to those who don't have it. Some firewalls permit only email traffic through them, thereby protecting the
network against any attacks other than those against the email service. Other firewalls provide less strict protections and block services that are known to be
problems. A more effective firewall will allow users on the protected network to communicate freely with the outside world, as this is the reason a company
connects its LAN to the Internet. If a company wants to monitor the types and amounts of traffic that are directed at its network, a firewall can effectively supply
this information to the system administrator.

TYPES OF FIREWALL

i. PACKET FILTER FIREWALL- They are the simplest firewalls. Packet filters work by dropping packets based on their source or destination addresses or
service (i.e., port number). In general, no context is kept; decisions are made only from the contents of the current packet. Depending on the type of
router, filtering may be done at input time, at output time, or both. The administrator makes a list of the acceptable machines and services and a stop
List of unacceptable machines or services. It is easy to permit or deny access at the host or network level with a packet filter.

ii. CIRCUIT GATEWAYS -Circuit gateways operate at the network transport layer. Again, connections are authorized based on addresses. Like filtering gate-
ways, they (usually) cannot look at the data traffic flowing between one network and another, but they do prevent direct connections between one
network and another.

iii. APPLICATION GATEWAYS- Application gateways or proxy-based firewalls operate at the application level and can examine information at the application
data level. They can make their decisions based on application data, such as commands passed to FTP, or a URL passed to HTTP.

5.2. INTRUSION DETECTION SYSTEM (IDS) — An intrusion is an act where someone tries to access a system or information which they are not authorised to. An
Intrusion Detection System (IDS) is a software application that monitors the network or system activities for malicious activities and unauthorized access to
devices. IDSs collect information from a computer or a computer network in order to detect attacks and misuses of the system. Many IDSs only analyze the
attacks and some of them try stopping the attack at the time of the intrusion. Three types of data are used by IDSs. These are network traffic data, system
level test data and system status files.

Firewalls are hardware or software systems placed in between two or more computer networks to stop the committed attacks, by isolating these networks using

the rules and policies determined for them. It is very clear that firewalls are not enough to secure a network completely because the attacks committed from

outside of the network are stopped whereas inside attacks are not. This is the situation where intrusion detection systems (IDSs) are in charge. IDSs are used in
order to stop attacks, recover from them with the minimum loss or analyse the security problems so that they are not repeated.

6. CONCLUSION AND FUTURE PROSPECTS

As we are heading towards a digital information era, bulk of important and confidential data is produced and transferred everyday across the globe over the
internet that makes it vulnerable to numerous types of attacks and threats. So network security has become a major concern for every organisation, be it corporate,
defence, government, banking, education etc.

This paper highlighted various Cryptography techniques developed to provide network security. Developing efficient cryptography algorithms which are difficult
to break and immune to newer attacks and threats designed every day is the biggest challenge.

With the advent of the internet, network security has become a demanding and challenging area and there is a need to promote more and more research activities
in the field of network security.
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