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A GENETIC ALGORITHM BASED IMAGE AUTHENTICATION TECHNIQUE IN FREQUENCY DOMAIN USING
HAAR WAVELET TRANSFORM (AGAIAFDHWT)

Dr. AMRITA KHAMRUI
ASST. PROFESSOR
DEPARTMENT OF COMPUTER SCIENCE
VIVEKANANDA COLLEGE
MADHYAMGRAM

ABSTRACT

In this study A Genetic Algorithm based image authentication technique in frequency domain using Haar Wavelet Transform has been proposed. This is frequency
domain-based image authentication technique where Haar Wavelet Transform is applied to generate transformed domain coefficients. A 2 x 2 mask is taken from
the source image in row major order. Haar Wavelet Transform is applied on it. It generates four frequency coefficients. Three bits of the authenticating image is
embedded onto each coefficient of the mask. Embedded mask is processed through reverse Haar Wavelet Transform to generate spatial domain coefficients. Stego
sub intermediate image is obtained by applying this process for the whole cover image. Stego sub intermediate image is processed through Genetic Algorithm to
generate optimized stego image. New Generation followed by Crossover and Mutation are performed as part of Genetic Algorithm. Genetic Algorithm is applied
as optimization process to generate optimized stego image. The proposed technique has been compared with existing approaches. It has been shown that the
proposed technique obtains better result as compared to the existing approaches.

KEYWORDS
haar wavelet transform (HWT), image fidelity (IF), mean square error (MSE), peak signal to noise ratio (PSNR), structural similarity index measure (SSIM).

JEL CODE
031

1. INTRODUCTION

In today's scenario image authentication is achieved through Steganography. Image Steganography is a way of sending messages through digital image such that
apart from sender and receiver no one realize that there is some hidden information. Image authentication can be achieved in two ways, using spatial domain
steganography[11], [12] and using frequency domain steganography [10]. To detect unauthorized access information security and image authentication are widely
used. The secret information is embedded inside the source image by keeping its visibility intact. The widely used methods to achieved this is to use the least-
significant bit (LSB) replacement [7] by masking [17], [8], filtering and transformations [9] on the source image. Usually, the cover image for steganography can be
picture [11], video, sound file etc. A message may be hidden invisibly by using some steganographic algorithms [13] to ensure the security [14] which is main
concern today for trafficking across the network. Security may be achieved by hiding information into images. Hiding information in the image without changing
its visibility is an important task for image authentication. Ownership verification [15] is very crucial for military people, research institute and scientists. Security
of information and authentication of images is very important for the digital image document to prevent them for unauthorized access. Data hiding refers to the
nearly invisible embedding of information within a host data set as message, image or video. The data hiding is a process of creating hypermedia document or
image, which is very less convenient to manipulate. Steganography is a process of hiding the message/image in the source image by some algorithm and cryptog-
raphy is a process to hide the message content. The process is to hide a message inside an image by keeping the visibility intact. The most common method of
steganography is least-significant bit (LSB) substitution developed through masking, filtering and transformations on the source image. In the proposed technique
a frequency domain-based image authentication technique using Haar Wavelet Transform has been proposed.

Present proposal is an algorithm which would facilitate secure message transmission through block base data hiding. Most of the works used minimum bits of the
hidden image for embedding in transform domain, but the proposed algorithm embeds large amount of information in transformed domain with a minimum
distortion of visual property.

Rest of the paper is organized as follows: section 2 deals with review of literature. Importance of the study has been discussed in section 3. Section 4 deals with
the statement of the problem. Section 5 discuss the objective of the proposed technique. Section 6 discuss the hypothesis. The research methodology has been
discussed in section 7. Results and discussion are discussed in section 8. Some findings are mentioned in section 9. Recommendations are given in section 10.
Conclusion, limitation and scope for future research are presented in section 11, 12 and 13. References are drawn at end.

2. REVIEW OF LITERATURE

Some existing methodologies have been discussed in this section. In 2022, Tevaramani Saleem S et al. [1] proposed image steganography performance analysis
using discrete wavelet transform and alpha blending for secure communication. In this technique, alpha is called a scaling parameter. Source image and authenti-
cating images are of different types and dimensions, images from a webcam, and other predefined images of different formats have been normalized and prepro-
cessed. A Haar Discrete Wavelet Transformation (DWT) is applied to both the source image and authenticating images. Stego image is generated by encrypting
the authenticating image and embedded in the source image. In 2021 Varuikhina Vladmir et al. [2] proposed continuous Wavelet Transform applications in ste-
ganography. This paper focused on successful hiding of information with the help of Wavelet Transformation without any visible changes in the source image. This
technique used single level 2D Discrete Wavelet Transformation such as Daubeshi, Haar and coiflet transformation and compare the result generated by each
transformation with one another. In 2020 Govindasamy V et al.[3] proposed coverless image steganography using Haar Integer Wavelet Transform. Coverless
image steganography is recent technique of steganography. It does not modify the source image that is carrying the secret information. This approach used Haar
Integer Wavelet Transform to hide more secret information using coverless image steganography. Here the image has been divided into sub matrices. Then Integer
Wavelet Transformation is used to generate coefficients of the submatrix. Then the sub-matrices are reshaped to form arrays. The coefficients are converted into
binary bits. At last, the secret message has been fragmented into 8 bits to match it with the block and starting location in the array. The location map has been
used to obtain the secret information by the receiver. In 2016 Houssein Essam H. et al. [4] proposed an image steganography algorithm using Haar Discrete Wavelet
transform with advanced encryption system. In this paper Advanced Encryption System (AES) is used to encrypt data and Haar Discreet Wavelet Transform (HDWT)
is used for embedding. HDWT decreases the complexity in image steganography and ensures less image distortion and lesser detect-ability. In 2010 Hui-Yu Huang
et al proposed a lossless data hiding technique which is based on [5] discrete Haar wavelet transform. In 2016 Tushara M et al [6] proposed a review of image
Steganography using discrete wavelet transform which presents a review on steganography techniques that use discrete wavelet transform.

3. IMPORTANCE OF THE STUDY

The existing techniques used different steganographic techniques with less embedding capacity. This paper presents an algorithm that would facilitate secure
message transmission using frequency domain based data hiding procedure that uses Haar Wavelet Transformation. This method embeds large amount of secret
information as compared to the existing works [3],[5],[6],[8] by keeping visual property intact.
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4. STATEMENT OF THE PROBLEM

The detailed study of the Review of Literature reveals the following facts:

The proposed technique is frequency domain based image authentication approach which uses Genetic Algorithm for optimization. Most of the previous tech-
niques having less capacity of hiding secret information but the proposed technique can embed huge amount of secret information. The proposed technique uses
Genetic Algorithm as optimization technique but very few existing techniques used optimization.

5. OBIJECTIVE

The objective of this research is to develop a new Genetic Algorithm based frequency domain based image authentication technique and can hide large message
by keeping quality stego image.

6. HYPOTHESIS
The proposed technique uses some benchmark images taken from the USC-SIPI Image Database: Version 5, Original release: October 1997, Signal and Image
Processing Institute, University of Southern California, Department of Electrical Engineering [20]. Source and authenticating images are considered as color images.

7. RESEARCH METHODOLOGY

In this section the technique (AGAIAFDHWT) is illustrated with an example in detail. A mask of size 2 x 2 from source color image is taken in row major order. The
mask is processed through haar wavelet transformation to generate frequency domain coefficients. Three bits of the authenticating image is embedded onto each
transformed image coefficient sub mask. The image sub mask is transformed from frequency domain to spatial domain using inverse haar wavelet transform. The
dimension of the hidden image is embedded first. Resulting stego image is processed through Genetic Algorithm to generate optimized stego image. As part of
GA, New Generation followed by Crossover and Mutation are applied on it. In New Generation eight random chromosomes are taken as initial population. Roulette
wheel selection has been applied to generate two fittest chromosomes using hash function. Two fittest chromosomes are processed through crossover and two
new off springs has been generated in this process. Off springs are then processed through Mutation. In elitism most fitted offspring is chosen for next iteration.
This process is repeated until the optimum value has been received. The Haar functions can be defined as follows:
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V2 0=« |/4
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A discrete Haar functlon is given in equation

ra(l) = Z P k(t), tel[0,1], n=> 0.
(1)

Thisisan orthogonal function. The process of AGAIAFDHWT is shown in Figure 1. Process of embedding is explained in section 7.1 process of extraction is explained
in section 7.2. An example of AGAIAFDHWT is given in section 7.3.

FIGURE 1: SCHEMATIC DIAGRAM OF AGAIAFDHWT

. 2 x 2 block of HWT
Cover image > ixels from > on2x
(512 x 512) PIXEls
cover image 2 ma-
Watermarked Apply GA 2 x 2 image matrix after
Image < O HWT e embedding
(512 x 512)

7.1 ALGORITHM FOR INSERTION

In this technique color image of size pxq is taken as source image. Color image of mxn is taken as authenticating image. Authenticating image bits are embedded
in the transformed coefficients mask of source image.
Input: Source image of size pxq, authenticating image of size mxn.

INTERNATIONAL JOURNAL OF RESEARCH IN COMMERCE, IT & MANAGEMENT

A Monthly Double-Blind Peer Reviewed (Refereed/Juried) Open Access International e-Journal - Included in the International Serial Directories

http://ijrcm.org.in/

2



http://ijrcm.org.in/

VOLUME NoO. 13 (2023), IssUE NO. 8 (AUGUST) ISSN 2231-5756
Output: Optimized stego image of size pxq.

Method: Insertion of authenticating image bits into the source color image followed by GA

Step 1: Extract the dimension of the authenticating image from the header part of the authenticating image

Step 2: For each hidden message/image, read color source image mask of size 2x2 in row major order. Apply Discrete Haar wavelet transform to obtain transformed
coefficients.

Step 3: The Dimension is embedded first followed by authenticating image pixel onto three LSBs of each coefficient. First sixteen embedding positions are reserved
for width and next sixteen are reserved for height.

Step 4: Apply inverse haar Transform to back the mask into spatial domain.

Step 5: The process is repeated for the whole cover image to generate stego image.

Step 6: Stego image pixel is processes through GA. Eight random chromosomes are generated as initial population.

Step 7: The hidden information’s are fabricated on last three LSB positions. Roulett Wheel selection is applied on it using a hash function to select two fittest
chromosomes among eight initial populations. f(n) = 1/(mod(s(x,y) — c(x,y))+1)

f(n) is the fitness function, s(x,y) is intensity value of stego image pixel for the coordinate (x, y). c(x, y) is intensity value of Host image/ source image for the same
coordinate (x, y). Best fittest value is one.

Step 8: Uniform crossover process is followed where first bit is from first parent and second bit is from second parent which will be started from fourth bit.

Step 9: Mutation is applied on the crossovered chromosome by flipping a bit from one to zero or from zero to one which will be started from fourth bit.

Step 10: Elitism forwards the best chromosome in the next iteration by eliminating the weak chromosome. In elitism the average between the consecutive two
pixels of the mutated image should be same as the average between the consecutive two pixels in the source image for the odd positions of the image and
difference between the average and the odd position coefficient should be same as the previous one to ensure proper decoding.

Step 11: Step 7 to Step 10 is repeated for the whole stego image to generate optimized stego image.

7.2 ALGORITHM FOR EXTRACTION

The optimized stego image is received in spatial domain. The optimized stego image is taken as the input and the hidden message/ image size, content is extracted
from it.

Input: optimized stego image of size pxq.

Output: Source image of size pxq, authenticating image of size mxn.

Method: Extract bits of authenticating image from embedded image

Step 1: Apply Discrete Haar wavelet transform onto the stego image mask to regenerate four frequency components

Step 2: Extract the authenticating image bits from three LSBs of each coefficient. Replace authenticating message/ image bit position in the block by '1'. For each
eight extracted bits construct one image pixel of authenticating image. First sixteen bit extraction form the width of the authenticating image and next sixteen bit
extraction form the height of the authenticating image.

Step 3: Repeat step 1 and 2 to regenerate authenticating image as per size of the authenticating image.

Step 4: Stop
7.3 EXAMPLE
FIGURE 2
226 137 1657 1613 220124
91209 1551 1151 96 204
2.i Source image mask 2.ii Transformed mask 2.iii Embedded mask 2.iv Embedded mask in spatial domain
230 140 230 140 246 156 220124
2.v New Generated chromosome | 2.vi Cross overed offspring | 2.vii Mutated offspring | 2.viii Resultant mask

Figure 2.i shows a 2 x 2 block of the source image. Haar wavelet transformation has been applied on it to generate four frequency components. Figure 2.ii Shows
the transformed coefficients of the source image. Figure 2.iii shows the embedded image block. Three bits of the authenticating image is embedded onto each
transformed coefficients of the source image, in three LSB positions. Figure 2.iv shows the embedded image block in spatial domain after applying reverse Haar
Wavelet transformation. Embedded image is processed through Genetic Algorithm to generate optimized stego image. Each byte is processed through New Gen-
eration. Eight random chromosomes are generated for initial population as 3 LSB positions have been taken for embedding. Roulette Wheel selection has been
applied to generate new generated image. Figure 2.v shows the new Generated chromosome. Two consecutive pixels are taken for Crossover. Uniform Crossover
has been applied on two consecutive pixels after fourth bit position. Figure 2.vi shows the crossover offspring. Figure 2.vii shows the mutated offspring. Figure
2.viii shows the result of elitism.

8. RESULTS AND DISCUSSION

The proposed technique AGAIAFDHWT has been applied to some benchmark images taken from the USC-SIPI Image Database: Version 5, Original release: October
1997, Signal and Image Processing Institute, University of Southern California, Department of Electrical Engineering [16]. The machine specification is Intel Core 2
Duo CPU, 3.00 GB RAM and 2.00 GHz speed for experiment. The experiment had been performed in Linux platform with GCC compiler. Source images are of
dimension 512 x 512, authenticating image is of size 256 x 256 and resultant image is of dimension 512 x 512. This section discusses the results of visual interpre-
tation and performance of the algorithm based on some statistical parameters such as PSNR, MSE, IF and SSIM. Figure 3.i to 3.v shows the source images Lenna,
Baboon, Pepper, Tahoe, Toucan. Figure 3.vi shows the authenticating image jet. Embedded images are shown from Figure 3.vii to 3.xi on embedding jet image
using AGAIAFDHWT. It is clear from Figure 3 that there are no such changes visible in the embedded image. Table 1 show the PSNR, MSE, IF and SSIM [17] value
for each of the embedded image against the source image. From Table 1, the maximum value of the PSNR shown is 39.954643 and that of minimum value of the
PSNR is 36.987556. PSNR means peak signal to noise ratio and high value of PSNR in Table 1 indicates that the optimized stego image have better quality. MSE
means mean square error. Low value of MSE indicates low error. IF is image fidelity and is used to compare between two images. IF is closer to 1 means two images
are almost same. SSIM refers to structural similarity index measurement is obtained by comparing the pixel intensities. It is another metric for comparing the
image degradation due to information hiding. If two images are same it will be 1. The formula for PSNR, MSE, IF and SSIM is given in equation (2), (3), (4) and (5)
respectively, where the formula for px and py is given in equation (6) and ox? and oy? are given in equation (7) and (8). The formula for g, is given in equation (9)
and the constants C1, C2, K1, and K2 are given in equation (10). Table 2 compare with existing [2] and [5]. It has been shown that the proposed technique obtains
better result compared to the existing [2] and [5]. The following formula is used to calculate PSNR, MSE and IF (image fidelity) and SSIM.

PSNR = 10 log(max( I, ") /MSE)
1
(I, mn-1I,mn)?

()

MSE =
ISE=un*

3)
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IF=1— Z[flm - fzrm}!fz Iy,
m.mn

m.n
: (4)
SSIM = 2(uxty + C1) (20 +Co)/((ux * px+ pty * pty + C1) * (0x * ox + 0y * 0y + C2) (5)
NN
Ux=1/N Si=1 X, pty = 1/N Siz1 Vi (6)
N
Ox * 0x = 1/N-1 Siez (Xi-ix)? (7)
N
0y * 0y = 1/N-1 Si=1 (Yi-iy)? (8)
N
Oxy = 1/N-1 Siz1 (Xi-p) (Yi-1ty) 9)

The value of Ci, C; and Cs with K1 and K are from [17] given in equation (10)
C1=(Ky L)> C2 = (K2 L)% K1=0.01, K2 =0.03 (10)

FIGURE 3: VISUAL INTERPRETATION OF VARIOUS SOURCE AND OPTIMIZED STEGO IMAGES ALONG WITH AUTHENTICATING IMAGE

——

vi. Authenticating im-
age jet

i. Source image lenna | ii. Source image ba- | " Source image | jy. Source image ta- | v. Source image tou-
boon pepper hoe

ix. Obtimized stego | x.Optimized stegota- | xi. Optimized stego

vii. Optimized stego | viii. Optimized stego
pepper hoe toucan

lenna baboon

TABLE 1: PSNR, MSE, IF & SSIM VALUES OF VARIOUS OPTIMIZED STEGO IMAGES
Cover image | PSNR MSE IF SSIM

JET 39.954643 | 6.570766 | 0.999812 0.999996

BABOON 38.825237|8.522297 | 0.999555 0.999999
TOUCAN 36.987556 | 13.011417 | 0.998222 0.999999

TAHOE 38.796883 | 8.578120 | 0.998945 0.999998
BOAT 38.875088 | 8.425030 | 0.999576 0.999998
HOUSE 39.052338 | 8.088099 | 0.999702 0.999999

LENA 38.588503 | 8.976978 | 0.999549 0.999768
SAFARI10 39.063881 | 8.066632 | 0.999106 0.993818

PEPPER 38,138615|9.982032 | 0.999399 0.999561

PEACEFUL | 38.472198 | 9.244015 | 0.999022 0.995216

TABLE 2: COMPARISON OF PSNR VALUES OBTAINED FOR VARIOUS IMAGES USING AGAIAFDHWT AND EXISTING[2] AND [5]

Host Image | PSNR values of AGAIAFDHWT | Capacity of AGAIAFDHWT | PSNR values of existing[5] = Capacity of existing[5] | PSNR of existing[2]
Jet 39.954643 54000 28.49 39445 -
Lenna 38.588503 54000 29.68 39706 37.2
Boat 38.875088 54000 28.74 38948 -
9. FINDINGS

It has been observed that the proposed technique obtains consistent PSNR value compared to the capacity. IF value ensures that the source image and the stego
images are identical.

10. RECOMMENDATION

The proposed technique can be finding applications in the following areas:

1) IMAGE AUTHENTICATION

This technique (AGAIAFDHWT) can be used for Image authentication. The image/ document that needs to be authenticated is considered as source image. Another
small image/message can be taken as authenticating image. Authenticating image is embedded using this approach and send across the network by keeping the
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visibility of the source image intact. At the receiver end it is extracted by the receiver using extraction algorithm. If the extracted image and the original authenti-
cating images are same, then the image is authentic.

1) TELEMEDICINE

Telemedicine refers to the way of remote medical services via real time both way communication between patient and the doctor using audio or visual electronic
means. If the image is communicated over the transmission media, then it should be authenticated. The process of authentication is stated in previous example.
So AGAIAFDHWT can be used in image authentication.

1) DOCUMENT AUTHENTICATION

AGAIAFDHWT can be used in document authentication. Consider a legal image. It consists of an image part and a text part. If someone tampers the document it
can be recognized through AGAIAFDHWT. From the text part, a digest can be generated using any message digest algorithm and it can be embedded in the image
part of the legal document. When it needs to be authenticated the digest is extracted from the image part of the legal document and another digest is generated
from the text part of the legal document. If both are same then the legal document is authenticated.

V) BANK TRANSACTION

Bank can use secure e-payment method through steganography. Now a days there is huge demand of online shopping. This required online transaction. So there
is an important task to protect the customers information. AGAIAFDHWT technique can be used in this purpose.

V) SMART CITY APPLICATION
AGAIAFDHWT can be used to hide the health record electronically for smart city application.
Vi) SECURE MESSAGE TRANSMISSION

AGAIAFDHWT can be used for secure message transmission. The message that is to be transmitted in secure way should be hidden in the source image and can
be transmitted over network. At the receiver end it is extracted from the transmitted image in reverse way.

11. CONCLUSION
The technique AGAIAFDHWT is a frequency domain based color image authentication technique uses Discrete Haar Wavelet Transformation. This technique hides
large message with a little distortion by using Discrete Haar Wavelet Transformation and Genetic Algorithm is used to maintain the quality of the optimized stego
image. This technique has been compared with some existing Wavelet Transformation-based approaches and the result shows that the technique works better
than those approaches.

12. LIMITATION

The proposed technique is a frequency domain approach. The hiding capacity can be increased.

13. SCOPE FOR FUTURE RESEARCH
The proposed technique uses Haar Wavelet Transform. It can be applicable for other transformation also and hence future scope of the research.
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QUANTIFYING THE EXPLAINABILITY OF MACHINE LEARNING MODELS: METRICS AND BENCHMARKS
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ABSTRACT

With the increasing adoption of machine learning models in domains of high societal impact, ensuring their explainability has become paramount. This study delves
into the intricate balance between model performance and interpretability, shedding light on the challenges in quantifying explainability. We highlight the multi-
faceted nature of interpretability, ranging from the subjectivity of explanations to the diverse needs across domains. Employing a range of datasets and model
architectures, we evaluate various techniques aiming to enhance model transparency. Our findings underscore the pressing need for holistic explainability frame-
works, domain-adapted solutions, and community-driven benchmarks. As we integrate Al deeper into decision-making processes, this research emphasizes that
the path forward is not only about achieving high model accuracy but also about fostering trust and understanding. The goal is clear: a future where Al systems
are both powerful and transparent, ensuring the benefits are accessible, comprehensible, and equitable for all.

KEYWORDS

explainability, machine learning models, interpretability metrics, trustworthy ai,model benchmarks, transparency, feature importance, local and global explana-
tions.
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INTRODUCTION
n recent years, machine learning (ML) has witnessed unprecedented advancements, leading to transformative applications across myriad sectors—from
1‘ healthcare diagnostics to financial forecasting. These powerful algorithms, capable of processing vast amounts of data and detecting intricate patterns, hold
the potential to significantly impact decision-making processes. However, alongside their burgeoning capabilities, a fundamental concern has arisen: the
"black-box" nature of many state-of-the-art models.
The term "black-box" alludes to complex models, like deep neural networks or certain ensemble methods, which, despite their high predictive accuracy, often lack
transparent reasoning behind their predictions. This opacity can be particularly concerning in high-stakes environments, such as medical diagnoses or credit ap-
provals, where the consequences of decisions are profound, and stakeholders demand clarity.
But, what does it mean for a model to be "explainable"? And how can we quantitatively measure such a qualitative property? This research dives deep into these
questions, exploring the nuances of model explainability, the metrics to gauge it, and the benchmarks to test these metrics. As we stand at the crossroads of an
Al-driven era, it's imperative to ensure that these tools are not just performant, but also interpretable, trustworthy, and accountable to their human users.
In the following sections, we will unpack the challenges of quantifying explainability, investigate various metrics developed to measure it, and evaluate these
metrics against standardized benchmarks. Through this exploration, we aim to offer a comprehensive perspective on where the field currently stands and the path
it needs to traverse to ensure a harmonious future where humans and machines collaboratively drive decisions.

OBIJECTIVES OF THE STUDY

1. To devise robust quantitative metrics for evaluating the explainability of machine learning models. These metrics should encompass various aspects of ex-
plainability, such as fidelity, comprehensibility, stability, and consistency, to provide a comprehensive assessment.

2.  To establish a standardized benchmarking framework that enables consistent evaluation of explainability techniques across different model architectures,
datasets, and application domains.

RESEARCH METHODOLOGY

The study is based on both primary and secondary data collected through various journals, magazines and websites.

LITERATURE REVIEW

Early work by Doshi-Velez and Kim (2017) introduced the concept of interpretability and emphasized the need for a rigorous science of interpretable machine
learning.

Ribeiro et al. (2016) proposed the LIME framework for explaining the predictions of any classifier, providing a model-agnostic approach to local interpretability.
Lundberg and Lee (2017) developed SHAP (SHapley Additive exPlanations), a unified approach to interpreting model predictions based on Shapley values, which
has gained widespread adoption in the field.

THE NEED FOR EXPLAINABILITY

As machine learning (ML) models become more sophisticated, their internal mechanisms often become harder to interpret. These so-called "black-box" models,
which include deep neural networks, ensemble methods, and others, can produce highly accurate predictions, but understanding how they arrive at these predic-
tions remains challenging. The opacity of these models has given rise to a critical demand for explainability in the ML community.

CRITICAL REAL-WORLD IMPLICATIONS

HEALTHCARE

In healthcare, where ML models assist in diagnosis, treatment recommendations, and prognosis predictions, understanding the rationale behind a model's decision
is paramount. Wrong predictions without explanations can be life-threatening.

FINANCE

In the financial sector, ML models are used for credit scoring, fraud detection, and investment strategies. Providing reasons for a credit denial or recognizing why
a particular transaction was flagged as fraudulent is not just a regulatory requirement but also central to customer trust.

LEGAL AND CRIMINAL JUSTICE

ML models are increasingly being used for risk assessment in criminal justice settings. The decisions made here can affect individuals' liberties, making it essential
to ensure transparency and avoid biases.
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ETHICAL CONSIDERATIONS

Accountability: If a model's decision leads to a negative outcome, there needs to be a clear understanding of how that decision was made to hold the relevant
parties accountable.

Bias and Fairness: Without explainability, biases hidden within models—often arising from biased training data—can go unnoticed and uncorrected. This can
perpetuate systemic injustices and inequalities.

Trust: For end-users, especially domain experts like doctors or financial analysts, to trust an ML model, they need to understand its decision-making process. Trust
is crucial for the broader adoption of ML solutions.

REGULATORY MANDATES

Many sectors have regulations that require decisions made by algorithms to be explainable:

General Data Protection Regulation (GDPR): The European Union's GDPR has provisions that can be interpreted as giving individuals the right to an explanation
when subjected to automated decisions.

Financial Services: Regulations often require that customers be given reasons for decisions, such as loan denials.

CHALLENGES IN ACHIEVING EXPLAINABILITY

. Trade-off with Model Complexity: Simpler models are often more interpretable but may not achieve the same accuracy as more complex models.

. Subjectivity: What's considered "explainable" can be subjective and vary among users. A technical explanation may suffice for a data scientist, while a domain
expert might need contextual reasoning.

EXPLAINABILITY Vs. ACCURACY TRADE-OFF

One of the long-standing tensions in machine learning revolves around the trade-off between explainability and accuracy. As models grow more complex, they
often yield better accuracy, but their interpretability diminishes, turning them into "black-box" systems.

THE RISE OF COMPLEX MODELS

With the advent of deep learning and ensemble methods, the machine learning community has achieved unprecedented accuracies in tasks ranging from image

recognition to natural language processing. These models, however:

. Incorporate Millions of Parameters: Deep neural networks, especially, can have millions of tunable parameters, making it difficult to discern how any specific
input influences the output.

. Non-linearities: Many modern models employ complex non-linear functions that challenge straightforward interpretation.

THE ALLURE OF SIMPLICITY

On the flip side, simpler models like linear regression or decision trees, while more interpretable, might not capture intricate patterns in the data. They offer:
. Clear Mechanisms: The decision boundaries or logic are often transparent and can be visually represented.

. Feature Importance: These models can usually provide a clear ranking of feature importance.

REAL-WORLD IMPLICATIONS OF THE TRADE-OFF

. Healthcare: A highly accurate model that predicts patient risk might be favored, but if doctors can't understand its predictions, they might be hesitant to rely
onit.

. Finance: Investment models might yield great returns, but if they're not interpretable, they can't be audited or easily adjusted by human experts.

STRIKING A BALANCE
. Model-Agnostic Explanations: Techniques like LIME or SHAP aim to offer explanations for any model by approximating its decisions using simpler, interpret-
able models.

. Regularization for Simplicity: Some methods introduce regularization to make models like neural networks sparser, and thus more interpretable, without
significant accuracy losses.

. Attention Mechanisms: In deep learning, attention mechanisms can highlight parts of the input data (like words in a sentence) that were pivotal in making
a decision.

METRICS FOR QUANTIFYING EXPLAINABILITY

Explainability in machine learning refers to the degree to which a human can understand the cause of a decision made by a model. This is especially important in
applications where understanding model behavior is crucial for trust, compliance, or debugging. Several metrics have been proposed to measure and benchmark
the explainability of models.

FEATURE IMPORTANCE METRICS

These metrics quantify the importance of input features in determining the predictions:

. Permutation Importance: Evaluates the change in model performance (e.g., accuracy) when the values of a specific feature are randomly shuffled.

. SHAP (SHapley Additive exPlanations): Based on cooperative game theory, it provides a unified measure of feature importance by averaging all possible
combinations of features.

MODEL FIDELITY METRICS

These metrics evaluate how well a simpler, interpretable model can approximate the predictions of a complex model:

. LIME (Local Interpretable Model-agnostic Explanations): Fits a simpler model (like a linear model) to the predictions of a complex model but only in the
locality of a specific instance.

VISUAL INTERPRETABILITY METRICS

Visualization tools and metrics that provide insights into model behavior:

. Saliency Maps: In deep learning, these maps highlight regions in input data (like an image) that were most influential in a model's decision.
. Activation Maximization: Visualizes the input that would maximally activate a particular neuron in a neural network.

TEXT-BASED EXPLANATIONS

Metrics evaluating the quality and understandability of textual explanations associated with model predictions:
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. Counterfactual Explanations: Describes an instance by highlighting what minimal changes would need to be made for the model to change its prediction.
. Influence Functions: Identify training instances that most influenced a particular prediction.

USER STUDIES

While not a direct metric, gathering feedback from end-users or domain experts provides qualitative insights into a model's explainability:

. Comprehension Metrics: Measures based on users' ability to understand, predict, or trust model predictions after seeing explanations.
. Satisfaction Ratings: User feedback on the quality, usefulness, or trustworthiness of provided explanations.

AGGREGATED INTERPRETABILITY METRICS

Some metrics aim to provide a holistic view of explainability by aggregating multiple dimensions:

. Model Complexity vs. Performance Plots: Graphs that plot a model's performance against its complexity, highlighting the trade-off between accuracy and
interpretability.

TECHNIQUES FOR ENHANCING EXPLAINABILITY

Understanding the logic and reasoning behind a machine learning model's prediction is crucial for user trust, regulatory compliance, and system debugging. Several

techniques have been proposed to provide or improve this interpretability.

MODEL-SPECIFIC TECHNIQUES

These are techniques that are tailored for specific types of models:

. Linear Models Coefficients: For linear regression and logistic regression, the coefficients of the model can be directly interpreted as the importance of each
feature.

. Decision Trees Visualization: Decision trees are inherently interpretable as they make hierarchical decisions based on feature values. They can be visualized
to understand the decision-making process.

. Attention Mechanisms in Neural Networks: In deep learning, especially in models like Transformers, attention weights can provide insights into which parts
of the input (e.g., words in a sentence) were pivotal in making a decision.

MODEL-AGNOSTIC TECHNIQUES

Techniques that can be applied regardless of the model's internal workings:

. LIME (Local Interpretable Model-agnostic Explanations): LIME approximates a complex model using a simpler, interpretable model (like linear regression)
but only in the locality of a specific instance. It then provides explanations based on this simpler model.

. SHAP (SHapley Additive exPlanations): Based on game theory, SHAP values give each feature an importance score for a particular prediction.

. Feature Importance via Permutation: By shuffling one feature at a time and observing the deterioration in model performance, the importance of each
feature can be gauged.

. Counterfactual Explanations: These provide insights by describing what minimal changes to the input are needed to change the model's prediction.

VISUALIZATION TECHNIQUES

. Saliency Maps: For neural networks, especially in image tasks, saliency maps highlight regions in the input that were most influential in the model's decision.

. Activation Maximization: Visualizes the input that would maximize the activation of a particular neuron, helping in understanding what features that neuron
captures.

. Partial Dependence Plots: These plots show the relationship between a target response and a set of features, detailing how predictions change as feature
values change.

TECHNIQUES FOR TEXT DATA

Word Embedding Projections: Techniques like t-SNE or PCA can be used to visualize high-dimensional word embeddings in 2D or 3D space, offering insights into
semantic relationships.

. Topic Modeling: Algorithms like Latent Dirichlet Allocation (LDA) can extract topics from large volumes of text, offering a high-level view of the text's themes.

POST-HOC TECHNIQUES

. Model Distillation: This involves training a simpler, interpretable model (e.g., a decision tree) to mimic a complex model. The simpler model serves as a proxy
for understanding the complex model's decisions.

BENCHMARKS FOR MODEL EXPLAINABILITY
As the need for explainability in machine learning grows, so does the demand for standardized benchmarks to evaluate and compare various explainability tech-
niques. Benchmarks offer a consistent framework for assessment, facilitating the development of more effective and universally applicable explainability methods.

DATA BENCHMARKS

Several datasets are popularly used to evaluate explainability techniques:

. Tabular Datasets: Datasets like UCI's Adult Income or Breast Cancer datasets have been used to evaluate explanations for classical machine learning models.

. Image Datasets: Datasets such as ImageNet or CIFAR-10/100 are often used to test the explainability of convolutional neural networks, especially with
techniques like saliency maps.

. Text Datasets: For NLP models, datasets like IMDb reviews or newsgroups can be used in conjunction with attention mechanisms and other interpretability
tools.

EXPLAINABILITY METRICS

Benchmarks need metrics, and for explainability, some commonly proposed metrics include:

. Fidelity: Measures how well the explanation represents the model's behavior.

. Consistency: Assesses whether similar instances receive similar explanations.

. Stability: Determines if slight perturbations to the input lead to significant changes in explanations.

. Comprehensibility: Often evaluated using human studies to determine if the explanations are easily understood.
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COMPARATIVE FRAMEWORKS

Frameworks that facilitate the comparison of multiple explainability techniques on standard tasks:

. Interpretable Baselines: Comparing the performance and interpretability of simpler models (e.g., linear regression, decision trees) with more complex ones.
. Model-Agnostic Explanations: Comparing techniques like LIME, SHAP, or counterfactual explanations across different model architectures to determine their
universality.

REAL-WORLD SCENARIOS AND CASE STUDIES

Benchmarks can also comprise real-world tasks to evaluate the practical applicability and usefulness of explanations:
Medical Imaging: Understanding which regions in a medical image led to a particular diagnosis.

Credit Decisions: Explaining why a loan application was approved or denied.

HUMAN STUDIES

Incorporating feedback from domain experts or end-users:

User Surveys: Assessing if the explanations provided by models align with human intuition or domain expertise.
Interactive Feedback: Platforms where users can interact with models, modify inputs, and see how explanations change.

CHALLENGES IN BENCHMARKING EXPLAINABILITY
Subjectivity: What's considered a "good" explanation can be subjective and vary among individuals.
Varying Needs: An explanation sufficient for a data scientist might not be adequate for a domain expert or layperson.

CHALLENGES IN QUANTIFYING EXPLAINABILITY
As machine learning models find applications in critical domains, ensuring that these models are interpretable and explainable becomes essential. However, truly
quantifying explainability is a challenging endeavor, with various complexities to consider.

SUBJECTIVITY OF INTERPRETATION

. Varying Perspectives: What one expert considers a clear explanation might be seen as convoluted or inadequate by another. There's no universal definition
of what makes a "good" explanation.

. Domain Dependency: A satisfactory explanation in healthcare might differ significantly from one in finance or automotive safety. Domain expertise heavily
influences interpretability expectations.

EXPLAINABILITY VS. ACCURACY TRADE-OFF

. Model Simplicity: While simpler models are inherently more interpretable, they might not capture intricate patterns in data as effectively as complex models.
. Complex Models: Deep learning and ensemble methods, though powerful, often act as black boxes, making interpretations challenging.

INCONSISTENCY ACROSS METHODS
. Model-Agnostic vs. Model-Specific: Different explainability techniques might produce varying explanations for the same model and data point.
. Global vs. Local Explanations: An explanation that holds for a specific instance might not generalize to the overall model behavior, and vice versa.

SCALABILITY AND COMPUTATIONAL ISSUES

. High-Dimensional Data: With data that has thousands of features, like gene expression data or high-resolution images, generating concise and meaningful
explanations becomes challenging.

. Computational Overheads: Some explainability techniques, especially model-agnostic ones, can be computationally expensive, making real-time explana-
tions difficult.

LACK OF GROUND TRUTH
. Absence of Benchmarks: Unlike accuracy or loss metrics, there's no definitive ground truth for explainability. This makes comparative evaluations challeng-
ing.

. Human Studies Limitations: While user studies can provide feedback, they are often subjective, and large-scale studies can be resource-intensive.

POTENTIAL MISLEADING INTERPRETATIONS

. Over-reliance on Explanations: There's a risk that users might place undue trust in models if explanations are provided, even if the underlying model is
flawed.

. Simplistic Explanations: An overly simplified explanation might not capture the nuances of model decisions, potentially leading to misinterpretations.

MODEL AND DATA DIVERSITY

. Evolving Models: As ML research advances, newer model architectures emerge. Ensuring explainability techniques remain relevant and effective for these
is challenging.

. Diverse Data Types: Text, images, time series, and structured data all have distinct characteristics, and a one-size-fits-all explainability solution is elusive.

CONCLUSION & FUTURE DIRECTIONS

CONCLUSION

Machine learning, with its promise of automating complex tasks and unveiling patterns hidden in vast amounts of data, has seen tremendous growth in both
research and applications. However, as we integrate these models deeper into society's fabric, particularly in critical decision-making areas, the "black-box" nature
of many sophisticated algorithms has raised valid concerns. The push towards explainable Al is not merely a technical challenge but an ethical imperative, ensuring
that the advancements benefit all and cause no inadvertent harm.

Our exploration underscored the multifaceted challenges in quantifying explainability — from the inherent subjectivity of what constitutes a "good" explanation to
the intricacies of diverse data and model architectures. However, these challenges also illuminate the path forward, highlighting areas that require focused re-
search, interdisciplinary collaboration, and sustained dialogue with end-users.

FUTURE DIRECTIONS

Holistic Explainability Frameworks: There's a growing need for frameworks that don't just offer piecemeal explanations but provide a comprehensive understand-
ing of models, integrating global and local explanations, textual summaries, and visualizations.
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. Ethics of Explainability: As the field evolves, ethical guidelines for creating and presenting explanations will become paramount, ensuring that they are not
misleading and genuinely promote understanding.

. Interactive Explainability Platforms: Future solutions might not be static explanations but interactive platforms where users can query models, tweak inputs,
and visualize changes in real-time.

. Explainability in Emerging Model Architectures: With continual advancements in machine learning, ensuring that novel model architectures are interpreta-
ble will remain an ongoing challenge.

. Domain-specific Solutions: Recognizing that explainability needs vary across sectors, there will be a push towards domain-adapted explainability methods,
tailor-made for areas like healthcare, finance, or autonomous systems.

. Community-driven Benchmarks: The development of widely accepted, standardized benchmarks for evaluating explainability will be pivotal in driving re-
search and ensuring consistent evaluation.

. Educating Stakeholders: Beyond just developing explainability techniques, there's a need to educate stakeholders, from developers to end-users, on the
importance, nuances, and utilization of these methods.
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