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FACTORS AFFECTING APPLICABILITY OF SECURITY CONTROLS IN COMPUTERIZED ACCOUNTING SYSTEMS

AMANKWA, ERIC
LECTURER
DEPARTMENT OF ICT
PRESBYTERIAN UNIVERSITY COLLEGE
GHANA

The challenges of security controls applicability in computerized accounting systems have been widely cited in the literature but research on the critical factors for
preliminary and ongoing security controls application success is rare and fragmented. The purpose of this study therefore, is to investigate the critical factors
affecting the application of security controls in Computerized Accounting Systems. The study also attempted to develop a framework for effective implementation
of security controls in Computerized Accounting Systems throughout the system’s lifecycle. Through a critical review of literature and empirical study using
personal interviews, ten (10) factors were found to be critical for security controls applicability in computerized accounting systems - The study therefore found
factors such as; Executive Support, Standardized IT Infrastructure, Experienced Project Manager, Security Awareness, Clear Security Objectives, Trained Human
Resources, Organizational Culture, Total Cost of Ownership, Cryptographic mechanisms and User Involvement as critical. The Critical factors identified were
classified into stages (chartering, project, shakedown, onward and upward) in Markus and Tanis’ process-oriented model, to develop a comprehensive framework
for practitioners and scholars.

KEYWORDS

Critical Factors, Applicability, Security Controls, Computerized Accounting, Information Systems.

INTRODUCTION
he importance of Security Controls in any computerized system cannot be overemphasized. A Security Control is a system that prevents, detects or
corrects unlawful events in an organization. Security controls are needed in Computerized Accounting Information Systems (CAIS) to reduce losses (risks)
by lowering likelihood of occurrence or by reducing the impact after a risk has occurred.
Computerized Accounting Information System (CAIS) faces serious security threats that may arise from the weakness of their security controls or from the
nature of the competitive environment as the need for information is greater (Hayale and Khadra, 2006). At the same time, the very survival of organization
depends on correct management, security and confidentiality of their information (Eduardo and Marino, 2005), since information assets constitute a significant
proportion of an entity’s market value (ITGI, 2001). A growing body of research had also indicated that the existence and adequacy of security controls to
protect Computerized Accounting Information Systems (CAIS) is essential (Abu-Musa, 2006) for the assurance of confidentiality, integrity and continuous
availability of vital information for business continuity. COBIT’s 2005 framework and Hicks (1999) have also touted security controls as indispensable to ensure
more timely, accurate, relevant and reliable information from IT systems. Microsoft Corporation (2006), Flowerday & Rossouw (2005) and Amankwa (2012) have
also stated that controls are also needed in Information Systems to prevent, detect and correct unlawful events with the capability of reducing the accuracy and
reliability of information.

LITERATURE REVIEW

SECURITY CONTROLS OF COMPUTERIZED ACCOUNTING INFORMATION SYSTEMS

According to Laudon & Laudon (2010), IS Controls can be manual and automated, and consists of both general and application controls. A Security Control is a
system that prevents, detects or corrects unlawful events in an organization. The purpose of a security control is to reduce losses (risks) by lowering likelihood of
occurrence or by reducing the impact after a risk has occurred.

Proper implementation of the selected security controls for an information system is very important, which can have major implications on the operations and a

ssets of an organizationSecurity controls are the management, operational, and technical safeguards or countermeasures prescribed for an information system t
o protect the confidentiality, integrity, and availability of the system and its information. A growing body of research indicates that the existence and adequacy
of security controls to protect Computerized Accounting Information System (CAIS) is essential for the assurance of confidentiality, integrity and continuous
availability of vital information for business continuity. The adequacy of security controls in this research is therefore defined as the ability of implemented
security controls to ensure confidentiality, integrity, and availability of information to support managerial decision making. Confidentiality means security
controls must prevent the disclosure of information to unauthorized individuals or systems; Integrity means that controls must prevent unauthorized
modification of information and Availability means that implemented controls of CAIS must ensure prevention of unauthorized withholding of information or
resources (Gollman, 2006). In other words implemented controls must not deny authorised users access to information.

The CEO and the CFO are required by Section 302 of the Sarbanes-Oxley Act to certify that financial statements fairly present the results of the company’s
activities and also require them to certify that they have evaluated the effectiveness of the organization’s internal controls. Security control is a key component
of internal control and systems reliability. The Trust Services Framework developed by the AICPA and the Canadian Institute of Chartered Accountants addresses
a subset of the issues covered by COBIT, focusing specifically on five aspects of information systems controls and governance that most directly pertain to
systems reliability: Security, Confidentiality, Privacy, Processing Integrity, and Availability.

In a theoretical study conducted by Buttross and Ackers (1990), microcomputer security exposure and microcomputer organizational, hardware, software and
data security controls were discussed. Their study provided security controls checklist that could be used to help the internal auditors in evaluating computer
security.

In any current review Henry’s (1997) contribution cannot be overlooked. Henry (1997) surveyed 261 companies in the US, to determine the nature of their
accounting systems and security in use. Seven basic security methods were presented in his study. These methods were encryption, password access, backup of
the data, viruses’ protection, and authorization for system changes, physical system security and periodic audit. Relevant controls from this study were selected
for implementation in this study.

Another study, carried out by Qurashi & Siegel ,(1997), assured the accountant’s responsibility to check the security of the computer system. The researchers
carried out a theoretical study to develop a security checklist. This list covers the following four security controls groups, which are Client policy, Software
security, Hardware security and Data security.

The IT Governance Institute (ITGI) and the Information Systems Audit and Control Foundation (ISACA) (1992) developed the Control Objectives for Information
and Related Technology (COBIT). COBIT provides managers, auditors, and IT users with a set of generally accepted IT control objectives to assist them in
maximizing the benefits derived through the use of IT and developing the appropriate IT governance and control in their organizations. Many of the COBIT
security controls were selected and incorporated in the proposed security controls to be empirically tested in the CAIS environment at the PUCG.

Moscove and Stephan (2001) consider that e-business organizations should maintain a group of control procedures to protect their systems form any possible
threats, such procedures includes:
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1. Physical access control procedures.

2. Password control procedures.

3. Data encryption such as public key encryption.

4. Disaster recovery plan (DRP).

5. Software-based security control, such as firewalls.

6. Intrusion detection software to detect unauthorized entrance into the system

In a study carried out by Zviran and Haga (1999) to evaluate password security as one of the most common control mechanisms for authenticating users of CAIS,
it was found that despite the widespread use of passwords, little attention has been given to the characteristics of their actual use. Core characteristics of user-
generated passwords and the associations among those characteristics were investigated in the study.

Abu Musa (2006) also performed an empirical study to investigate and evaluate the existence and adequacy of implemented CAIS security controls in Saudi
organizations using a proposed security controls checklist. The proposed security controls check list included; organizational controls, hardware and physical
access control, software control, data security control and off-line data and program security control.

Drawing upon Abu-Musa (2006), Microsoft Corporation (2006) took the study a step further and categorized security controls under Organizational, Operational
and Technological controls, with each of the categories consist of preventative controls, detection controls and management controls.

In a very recent publication, SANS Cyber Defense (2010) presented a Consensus Audit Document stating the Twenty Critical Security Controls for effective cyber
defense. A powerful consortium brought together by John Gilligan (previously CIO of the US Department of Energy and the US Air Force) under the auspices of
the Center for Strategic and International Studies, agreed upon these top twenty critical security controls. The NSA, US Cert, the Department of Energy Nuclear
Laboratories, DoD JTF-GNO, Department of State, DoD Cyber Crime Center plus the top commercial forensics experts and pen testers that serve the banking and
critical infrastructure communities were all members of the Consortium. Security controls presented included;

Inventory of Authorized and Unauthorized Devices

Inventory of Authorized and Unauthorized Software

Secure Configurations for Hardware and Software on Laptops, Workstations, and Servers

Boundary Defense

Maintenance, Monitoring, and Analysis of Security Audit Logs

Application Software Security

Controlled Use of Administrative Privileges

Controlled Access Based on Need to Know

Continuous Vulnerability Assessment and Remediation

Malware Defenses

WO N AEWNR

=
=4

CRITICAL SUCCESS FACTORS

These are factor whose failure could cause the computerized accounting systems and it security controls implemented to fail. A number or researchers have
carried out various studies on the critical success factors for Information Systems, Security controls and Accounting Systems implementation. Those studies with
direct correlation to the current study are considered in the selection of critical factors which are verified and validated in the empirical study. Selected studies
and their selected critical factors are summarized in table 1 below. These factors shown in table 1 have been selected based on their frequencies of occurrence
in previous studies. Only those factors which appear at least two times in previous studies have been selected to be empirically tested in the current study.

INFORMATION SYSTEM (IS) IMPLEMENTATION MODELS
To categorized the identified factors into stages in the IS life cycle to ensure successful applicability, two success-oriented model were found useful for achieving
this goal. The six-phase model developed by Cooper and Zmud (1990) which consists of initiation, adoption, adaptation, acceptance, routinization, and infusion
was the first to be considered. This model provides insight on the whole dynamic process of IT innovation. It was however realized that, the lines between the
stages are hard for identification by practitioners, after a critical examination of the model. This limitation was however addressed by the four-stage model of
Markus and Tanis (2000). The model focuses on the sequence of events leading up to implementation completion and identified the following four phases in an
information System’slife cycle:
(1) Chartering: comprises decisions leading to the funding of a system
(2) Project: comprises activities intended to get the system up and running in one or more organizational units,
(3) Shakedown: stabilizing, eliminating ““bugs”’, and getting to normal operations;
(4) Onward and upward: which continues from normal operation until the system is replaced with an upgrade or a different system.
This four-stage model was adopted for categorizing factors identified for two main reasons. First, it is deemed more comprehensible from a practitioner’s
perspective; second, existence of stage dependent success indicators in addition to the overall success (see fig 1) will help provide greater insight for conducting
the study.

FIG. 1: RESEARCH MODEL (Markus & Tanis, 2000)
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The chartering phase comprises decisions leading to funding of the CAIS project. Key players in the phase include vendors, Security consultants, company
executives, and IT specialists. Key activities include initiation of ideas to implement CAIS, developing business case, decision on whether to proceed with Security
Controls application or not, initiation of search for project leader/champion, selection of security controls and consultants, and project planning and scheduling.
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The project phase comprises system configuration and rollout. Key players include the project manager, project team members (mainly from business units and
functional areas), internal IT specialists, vendors, and Security consultants (implementation partners). Key activities include software configuration, system
integration, testing, data conversion, training, and rollout. In this phase, the implementation partners must not only be knowledgeable in their area of focus, but
they must also work closely and well together to achieve the organizational goal of security controls application in CAIS.

The shakedown phase refers to the period of time from ““going live”” until ““normal operation” or “‘routine use” has been achieved. Key activities include bug
fixing and rework, system performance tuning, retraining, and staffing up to handle temporary inefficiencies. In this phase, the errors of prior causes can be felt,
typically in the form of reduced productivity or business disruption (Markus and Tanis, 2000). Hence, it is important to monitor and constantly make adjustments
to the system until the ““bugs” are eliminated and the system is stabilized.

The onward and upward phase refers to ongoing maintenance and enhancement of the new CAIS and relevant business processes to fit the evolving business
needs of the organization. It continues from normal operation until the system is replaced with an upgrade or a different system. Key players include system
developer, end users, and IT support personnel (internal and external). Security consultants may also be needed when upgrades are concerned. Key activities
include continuous business improvement, additional user skill building, upgrading to new software releases, and post-implementation benefit assessment.

The phases in Markus and Tanis’ (2000) IS life cycle model are in line with the stages of the traditional systems development life cycle, as presented in Figurel.
As different factors are important in different stages, it is important to classify the factors identified into the phases of IS implementation life cycle where the
factors may come into play (see Figure 2). Figure 2 shows the classification of these factors into an integrative framework

IMPORTANCE OF THE STUDY

From a practical standpoint, I.S developers, security consultants, Auditors, IT users and practitioners alike stand to gain from the findings of this study. The
findings could therefore be used as a fundamental framework for implementing security controls in any computerized system. While there have been several
studies on critical factors for information systems implementation, and a few on security controls implementation, none of the existing studies focused on
critical factors for security controls implementation in computerized accounting systems. In view of this, this study bridges the existing research gap in
Accounting and information Technology. It is also imperative to note that, the researcher at the time of this research was also unaware of any studies that
investigated the critical factors affecting the applicability of security controls in computerized accounting system, hence the findings from this study provides
valuable insights for top management CIO, and IT managers, to better understand non-technical issues in the systems lifecycle.

OBJECTIVES

Despite the vast benefits promised by Security Controls, it is however imperative to realize that these benefits can be realised through the successful application
of Security Controls in Computerized Systems which is also highly dependent on a number of factors. This paper therefore investigates and discusses those
factors critical to the successful implementation of Security Controls in Computerized Accounting Systems. Factors identified are also categorized using Markus
and Tanis (2000) model into stages of the systems lifecycle, forming a comprehensive framework for security controls applicability in computerized accounting
systems.

STATEMENT OF PROBLEM
In view of the problems above, the study attempts to; (1) investigate factors critical to the successful implementation of Security Controls in Computerized
Accounting Systems and (2) proposes a framework for categorizing factors identified into stages of the systems lifecycle.

RESEARCH METHODOLOGY

The research method adopted in this study is a qualitative approach. This is because the research question requires an in-depth study into the processes of
applying security controls in computerized accounting information systems. In addition, qualitative research is applicable to this exploratory novel study with a
paucity of published research in the area. It also allowed the researcher to observe and understand the context within which decisions and actions regarding
security controls applicability take place.

The primary data collection approach used in this research is interview which allowed the researcher to gather rich data from relevant Actors involved in various
roles around the application of security controls. Interviews also helped to verify and validate the findings in the literature. The primary data used in this study
was collected from the Presbyterian University College Ghana; a private University with well-equipped accounting offices in its four campuses, headed by the
college’s finance director. A total of five face-to-face semi-structured interviews were performed with the identified relevant Actors in the Security Controls
application process. The identified relevant Actors included the College Accountant, Finance Director, Internal Auditor, Registrar, President, and System
Administrator.

The secondary data on the other hand was collected through a critical literature review process. This allowed the author to identify primary studies that can be
used to investigate a specific research question (Khan et. al. 2010) Through the critical literature review, ten articles that provide answers to the question: what
are the key critical factors for Security Controls application success?, were selected. These ten articles were identified through a computer search of online
databases of published works and conference proceedings in the information systems area. The articles were searched by the title based on the following
criteria:

(1) “Critical success factors” + “Information System Implementation”

(2)” Critical success factors” + ”Security Controls”

(3) “Critical factors” + “ Accounting Systems implementation” + “models”

In the case where the authors had published more than one article in the area, only the latest publication was used. Among the ten articles identified, US GAO
(1999) was the earliest published work, whereas the other nine articles were published between 2000 and 2012. Table 1 summarizes the results of the review.

TABLE 1: SURVEY OF FACTOR AFFECTING APPLICABILITY OF SECURITY CONTROLS

FACTORS AFFECTING APPLICABILITY OF SECURITY CONTROLS IN CAIS
Studies/Authors Executive IT Project Trained Security Organi-zational | ClearSecurity User
Support Infrastructure Manager | HR Aware-ness | Culture Objectives Involvement
Nah & Lau (2001) = & * *
Alshbiel & Al-Awaqgleh | * * * *
(2011)
Al-Awadi & Renaud (2008) | * * * *
Stahl & Pease (2007) * * * *
Intan et. al. (2012) * * * * *
Ngai et. al. (2004) * * * *
US GAO (1999) * * * * *
Extreme CHAOS (2001) * * * * *
Li et. al. (2003 ) * * * * * *
Sanchez et. al. 2005 * * * *
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From the review (table 1), eight factors emerged as critical to the successful applicability of Security Controls in Computerized Accounting systems. These eight
factors were obtained after careful analysis and grouping of related sub-factors. These eight factors are inclusive of all the sub-factors identified in the review.
These factors identified from existing literature and those from the empirical study conducted at the PUCG, were then categorized into the respective phases
(shown in figure 2) in the Information System life cycle model proposed by Markus and Tanis (2000). A discussion of the importance of these factors in the
application of security controls in computerized accounting systems was made.

This method seem to be the most appropriate for this study as it allows integration of ideas and experiences from both practitioners and scholars point of view.
Practitioners, through the school of hard knocks and years of experiential analysis, have learned “what” seems to work and what doesn’t. Scholars, through
years of academic study and research, can tell us “why.” By joining together the “whats and the whys”, and throwing in a bit of ‘common sense’, the guidelines
for successful application of Security Controls in CAIS can be strengthened. The approach parallels that of Nah and Lau (2001) and a very recent study by Igbal et.
al. (2012).

FINDINGS/RESULTS AND DISCUSSIONS

This study sets out with the aim of investigating factors critical to the successful implementation of Security Controls in Computerized Accounting Systems, using
the Presbyterian University College Ghana (PUCG) as a case study. A careful analysis performed on the Security-Enhanced Computerized Accounting System
developed and implemented at the PUCG, showed that the selection and implementation of effective security controls in any computerized system is not
adequate to ensure a successful implementation throughout the system’s lifespan. This is because; security controls are only a part of the larger system, and
would need the other parts to be as effective as itself to achieve success. Just as the human system is made up of subsystems, with each performing a unique
role to ensure a complete functioning human system; a computerized system is also decomposed into various sub systems. A system is defined as a set of inter-
related components working within an environment to fulfil some purpose (Schwalbe, 2007). A computerized Accounting system therefore is an information
system composed of hardware, software, policies (security controls), networks and people. These components must all be effective in order to achieve an
effective and efficient system. If security controls are effective and working perfectly but other components such as hardware (Infrastructure), networks,
software (OS) and people (Human Resource) are not effective, an efficient and successful implementation of the system cannot be realised. In other words, all
components (subsystems) of the information system must be effective to ensure a successful implementation of a Security Control Computerized Accounting
system.

The study therefore found factors such as; Executive Support, Standardized IT Infrastructure, Experienced Project Manager, Security Awareness, Clear Security
Objectives, Trained Human Resources, Organizational Culture, Total Cost of Ownership, Cryptographic mechanisms and User Involvement as critical and essential
for the successful implementation of security controls in any computerized accounting system. These factors are categorized into stages (Chartering phase,
Project phase, Shakedown phase, onward and upward phase) of the Information Systems lifecycle using Markus and Tanis (2000) process oriented model as
shown in figure 2 below.

EXECUTIVE SUPPORT

Executive support is needed throughout the implementation. The new system must receive approval from top management (Bingi, 1999; Buckhout, 1999;
Sumner, 1999) and align with strategic business goals (Sumner, 1999). This can be achieved by tying management bonuses to project success (Wee, 2000). Top
management needs to publicly and explicitly identify the project as a top priority (Wee, 2000). Senior management must be committed with its own involvement
and willingness to allocate valuable resources to the implementation effort (Holland et al., 1999). This involves providing the needed people for the
implementation and giving appropriate amount of time to get the job done (Roberts and Barrar, 1992).

From the empirical study, it was realised that top management support is vital in all stages of the information system lifecycle. It was realised that IT support
staff and security consultants could not accomplish projects without enough budget, in the shakeout stage, human resource training and policy support were
necessary besides sufficient budget. In the onwards and upwards stage, the top managers should keep on supporting the project, in terms of taking feedback
from key-users seriously, and maintaining and upgrading the system accordingly. This sentiment was reflected by several key IT support staff and was captured
in the following quote: “..with no attention from top managers, we could do nothing but watch the system fail in the fast changing internal and external
environments...” It was also realised that, the implementation of controls such as access control, segregation of duties, and other controls which puts some
restrictions on users would require some backing from top management. In the empirical study conducted through interview, users emphasized their dislike for
restrictions brought about as a result of the implementation of the security controls in the system. In view of this, if management do not show their total
support for the success of the new system and it is left in the hands of these users to decide, the possibility of failure may be high. Hone & Eloff (2002) explain
that the behaviour and attitudes of employees towards information security will be more in line with ‘secure behaviour’ if top management demonstrates
concern. This therefore suggests that the tone of security is set by top management within the organization (Hinde 1998) and this would be achieved if security
controls supports organizations core business functions (Blake, 2000). Executive support reflects the factors that influence managers to put commitment in
security controls implementation and how employees respond to the need for having a high quality security system in the Computerized Accounting System.
This relates to their actions on the ease of use and usefulness of the security system in protecting their financial information. When they support, they would
change their perceptions regarding the benefits of adopting good security system (Lippert and Govindarajulu, 2006). During the empirical study, it was realized
that, executive support is needed throughout the system’s lifecycle. That is, all those activities leading to implementation in the Chartering phase of the model
shown in figure 2, activities during implementation (Project and Shake down phases), and activities in final (Maintenance) stage of the system’s lifecycle (that is
onward and upward phase) should all be supported by top management to ensure successful applicability of security controls. In other words, the support of
management is needed throughout the system’s implementation.

ORGANIZATIONAL CULTURE

Organizational culture defined by Schein (1992) as “a pattern of shared basic assumptions that the group learned as it solved its problems of external adaptation
and internal integration, that has worked well enough to be considered valid and, therefore, to be taught to new members as the correct way to perceive, think,
and feel in relation to those problems”. A culture with shared values and common aims is conducive to success. An emphasis on quality, a strong computing
ability, and a strong willingness to accept new technology would aid in implementation efforts. Management should also have a strong commitment to use the
system for achieving business aims (Roberts and Barrar, 1992). Users must be trained, and concerns must be addressed through regular communication, working
with change agents, leveraging corporate culture and identifying job aids for different users (Rosario,2000). Many experts believe the underlying causes of many
companies’ problems are not the structure or staff, but the culture. According to Schwalbe (2007), Project work is most successful in an organizational culture
where member identity, Group emphasis, Unit integration, Risk tolerance, Reward criteria, Conflict tolerance and Open-systems focus are highly prevalent.
Encouraging a positive attitude throughout the organization towards the implementation of the new system is an important factor which can determine the
success or failure of the system. in an organization where there is a positive culture towards information systems project, security controls applicability in
computerized accounting systems is likely to receive the same positive attitude. However, where there is a negative attitude the new system may suffer. Top
management must therefore encourage at all levels of the organization and inculcate in employees a positive security mindset before and during introduction of
the system.

This culture of security consciousness must be present throughout the lifecycle of the system to ensure successful implementation. During analysis and
preparation stage of the security controls application, management must insist and ensure a culture of security controls readiness by involving user of the
system in the preparation work. This culture must be encourages during implementation (project and shakedown phase) and after implementation (onward and
upward phase) to ensure success.
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FIGURE 2: CLASSIFICATION OF CRITICAL FACTORS INTO MARKUS AND TANIS IS LIFECYCLE MODEL
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In the figure above, stages of the information systems lifecycle are represented by swim lanes (chartering, project, shakedown, and Onward and Upward phases)
and factors are classified under these stages. Block arrows depict the stages that the identified factors fall.

USER INVOLVEMENT

User involvement was identified as a key factor to the successful implementation of any Information System. Lack of user involvement traditionally has been the
number one reason for project failure and conversely, the number one contributor to project success (CHAOS, 2001). No single quality of management practice
is more highly correlated with success than employee participation. The question then becomes how to structure this participation to best ensure its success for
the employee, the project and the organization. Baronas and Louis (1988) in their study to examine the effect change, propose that user acceptance of a new
system would be facilitated when changes are realistically anticipated through input from knowledgeable sources; contrasts are given free expression through
discussion among co-workers and between implementers and users; surprises are minimized through preview and realistic testing; and assistance is provided in
coping through the availability and coaching of experienced implementers. System implementations often impose a threat of reduced control over a user’s work.
Baronas and Louis (1988) suggest that when employees are given the opportunity to enhance perceived control during a system implementation, they will adapt
to the resultant changes and more readily accept the system. In addition, if an individual believes that the system is personally relevant, he will be more likely to
form a positive attitude toward the system since attitudes are generally formed on the basis of beliefs. The strength of an individual’s involvement is directly
related to the extremity of his or her attitude toward the system. A high level of involvement could drive an extremely positive attitude. A low level of
involvement, however, leaves a person susceptible to other influencers (e.g., persuasive forces, factual arguments). With increased user involvement and a
positive attitude, users will have an increased desire to participate in implementation. Users sentiments on involvement are captured in the following quotation:
“we feel that we are a part of the system when involved and would do everything possible to ensure it succeeds. Contrary we feel management want to impose
the new system on us and would abandon it with the least problem that occurs” In the empirical study, it was realised that each user unit is a stakeholder and
must therefore be considered. However, whether to actively involve these units in the process, who to involve and when, and how to involve them are the
questions that remain unanswered. This is mainly because, choosing who to be involved requires building a team that can accomplish the tasks required of
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them. It also requires building a team that will effectively represent the organizational issues that are being addressed by the project and will continue to
support and integrate the new programs and processes into the post-implementation culture.

TRAINED HUMAN RESOURCE

Training and education are important for the successful implementation of any new system (Sprague and McNurlin 1993). Human resource is a term used to
describe the individuals who make up the workforce of an organization. Dhillon (1999) argues that, organizations must have ongoing education and training
programs to achieve the required outcome from the implementation of an information security policy. The efficiency and effectiveness of the system rely heavily
on human resources since people are needed at all levels to operate, manage and use the Security Enhanced-Computerized Accounting System. Therefore users
must have the requisite skills and experience, which is the main axis on which the computerized accounting system will succeed or fail. Ngai et. al (2004) argued
that adequate training of the employees in an organization is important in allowing the benefits and advantages of using the Internet in SCM to be fully realized.
Human resource is required to fill multiple functions in each of the departments of accounting and Information Technology within the organization. Stephen
(1989) explained that the scientific and practical qualifications, experiences, technical skills and training are the most important specifications that must be
available in the staff to achieve success. Al-Taweel (2001) also pointed out that, there is a lack of efficiency in the accountants, in the fields of using accounting
systems. Therefore, to ensure success, Accountants and Accounting professionals who use and interact with the Security Enhance Accounting System must be
equipped with the requisite technical skills. This was evident in the empirical studies through interview, as most users emphasized the need for periodic training
in order to enhance their computing efficacy to resolve challenges from the system in a timely manner. This sentiment was expressed by several users of the
system and summarized in the following quote “Since the new system with security controls may come with new features, it will be prudent to organize training
for staff periodically so that challenges with the new system could be addressed. When we encounter challenges which we are unable to resolve for a long time,
we would have no other choice than to abandon the system” Training, re-skilling and professional development of the IT workforce is critical. User training
should be emphasized, with heavy investment in training and reskilling of developers in software design and methodology (Sumner, 1999). Employees need
training to understand how the system will change business processes. There should be extra training and on-site support for staff as well as managers during
implementation.

EXPERIENCED PROJECT MANAGER

An experienced project manager is essential for the successful implementation of IT projects (Schwalbe, 2007). Ninety-seven (97%) percent of successful projects
had an experienced project manager at the helm of affairs (CHAOS, 2001). An individual or group of people should be given responsibility to drive success in
project management (Rosario, 2000). First, scope should be established (Rosario, 2000; Holland et al., 1999) and controlled (Rosario, 2000). The scope must be
clearly defined (Schwalbe, 2007) and be limited. This includes the amount of the systems implemented, involvement of business units, and amount of business
process reengineering needed. Any proposed changes should be evaluated against business benefits and, as far as possible, implemented at a later phase
(Sumner, 1999; Wee, 2000). Additionally, scope expansion requests need to be assessed in terms of the additional time and cost of proposed changes (Sumner,
1999). Then the project must be formally defined in terms of its milestones (Holland et al., 1999). The critical paths of the project should be determined.
Timeliness of project and the forcing of timely decisions should be managed (Rosario, 2000). Deadlines should be met to help stay within the schedule and
budget and to maintain credibility (Wee, 2000). Each of these activities must be lead by an experienced project manager who can provide direction and guidance
for the success of the Information System project. Project manager’s commitment is critical to drive consensus and to oversee the entire life cycle of
implementation (Rosario, 2000). The project manager should also be in charge and should lead the project throughout the organization (Sumner, 1999), as
transformational leadership is critical to project success. In any project, the project manager serves as the leader by providing directions for initiating, planning,
executing, monitoring and controlling, and closing each phase of the project. In view of this, the project manager’s expertise would be needed throughout the
information system implementation cycle. People who conceive business ideas must be present and part of the team to develop plans for reaching set goal. In
the same vein, those who plan must be part of the team to execute, in order to ensure proper interpretations of the plans. The project manager’s experience
from other projects would also be brought to bear, to ensure effective monitoring and controlling of project activities to achieve success. Therefore, an
experienced project manager is needed in all stages of the system lifecycle as shown in figure 2 above.

CLEAR SECURITY OBJECTIVES

Security objectives must be clear enough and available at all levels of the organization for the perusal of all employees and must be aligned with the overall
organizational security policy. A successful security journey, like a successful Information System project, requires many things, but one thing is definitely
required: the knowledge of your destination. On any project, being able to articulate the business objectives is key to success. A project without a stated
destination will likely go in many directions, none of them resulting in the desired effect. Without clearly articulated and understood security objectives, not only
will the road to successful implementation be bumpy, but you won’t know when the desired outcome is realized because you don’t know what exactly what the
implemented security control is to achieve. Clear objectives help project teams prioritize their focus on performing the work that best achieves the objectives. A
shared vision of the organization and the role of the new system and structures should be communicated to employees. There should be a clear business model
of how the organization should operate behind the implementation effort (Holland et al., 1999). There should be a justification for the investment based on a
problem and the change tied directly to the direction of the company (Falkowski et. al., 1998). Security mission should be related to business needs and should
be clearly stated (Roberts and Barrar, 1992). Goals and benefits should be identified and tracked (Holland et al., 1999).

It is imperative to ensure that, all involved in the analysis and preparation (Chartering phase) work for implementation, have a clear understanding of the set
security objectives to be realized from the implementation to avoid any deviations. If security objectives are clear, plans would be geared towards achieving the
set goals. However, if security objectives are ambiguous and are subject to several interpretations, they would be interpreted differently by different individual.
Clear security objective are required throughout the implementation processes (that is from chartering, through to project and shakedown and finally onward
and upward).

SECURITY AWARENESS

The interviews and existing literature showed that, organizations all wished to secure their information. However, they believed that information security would
be achieved simply by increasing security awareness and providing training. All experts stressed the need for periodic security awareness programmes for
employees. One of the experts commented: " Years ago security awareness was zero, a lot of people thought that all they needed to be protected was to have
login name and password, so we worked on training our employees to raise the awareness and this made the implementation of security controls easier".
Furthermore they stressed that information security would need a continuous and ongoing awareness and training programme for employees to deal with the
ever-changing security arena. A citation by McKay (2003) on the 2002 security awareness index report indicated that organizations around the world are failing
to make their employees aware of the security issues and the consequences thereof. However, there is no evidence in the literature that awareness programs
play any decisive role in reducing insecure behaviour or that it makes a difference in ensuring information security and in increasing compliance to information
security policies. Notwithstanding this, making employees aware of the rationale behind the introduction of security controls, create a common understanding
and cordial working relationship between employees and management. This makes both parties relaxed and more comfortable in the discharge of the duties
within the organization. Top management expressed in the empirical study that “we are now more comfortable and can trust information generated from the
computerized accounting system for decision”. Employees on the other hand indicated that “since we know what security controls exist and what they are to
achieve, we are more relaxed when working the system”. On the part of employees, realizing the different security features introduced in the new computerized
accounting system (for example, access controls, multifactor authentication, and internal audit log for ensuring non-repudiation) boosted their confidence when
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working with the system. An employee indicated that, now that there is an internal audit log to monitor who did what; cases of people being accused wrongly
will now be a thing of the past.

STANDARDIZED IT INFRASTRUCTURE

Information technology standardization is a strategy for minimizing IT costs within an organization by keeping hardware and software as consistent as possible
and reducing the number of tools you have that address the same basic need. The successful implementation of a Security Enhanced Computerized Accounting
Information System is not only dependent on the adequacy of selected controls but also on the existence of standardized IT infrastructure. Standardizing IT
infrastructure has benefit of minimizing IT cost and hence the total cost of implementing the computerized system. It may take the form of ensuring that every
computer has the same operating system, or of purchasing hardware in bulk so that every PCin the office is the same make and model. The standardized
infrastructure and platform introduces controls through the use of standards and policies to manage desktops and servers, how machines are introduced to the
network, and the use of Active Directory directory services to manage resources, security policies, and access control. Customers in a standardized state have
realized the value of basic standards and some policies, yet they are still quite reactive.

From the empirical study, it was realized that, if the IT infrastructure is not standardized, what work perfectly on one part of the network would would not work
on other parts. When different Operating Systems are used on computers within the network; implementing security controls becomes a daunting task, as
different levels of controls would have to be implemented on the different operating systems to surmount compatibility issues. Also different versions of the
security-controls enhanced computerized accounting information system would have to be developed. For instance, in an organization that uses both Windows
and Linus operating systems, any information system (1.S) developed must take cognisance of this dynamics. This simply would require the development of two
different versions of the same .S, and thereby increase cost. In organizations where IT infrastructure is standardized, implementing security policies is much
easier, as a single policy can be replicated in all parts of the organization without any difficulty. The lack of standardized IT infrastructure leads to inconsistent
support for end user. Incidents, requests, and problems therefore become difficult to track and deal with. Standardization IT infrastructure therefore enhances
user needs and user experience in order to increase productivity and amplify the impact of employees.

TOTAL COST OF OWNERSHIP

Factors which were not present in the literature from existing empirical studies also emerged, and one of such factors is total cost of ownership (TCO). Total cost
of ownership (TCO) is a financial estimate whose purpose is to help consumers and enterprise managers determine direct and indirect costs of a product or
system. TCO (total cost of ownership) is recognized as the industry-standard method for the financial analysis of IT and other enterprise costs. In the face of
tighter financial controls and increasingly expanding IT influence, TCO analysis is more important than ever. It's been adopted by industry-leading IT providers,
users and industry analysts (Mieritz, and Kirwin, 2005). According to Mieritz, and Kirwin, (2005), "Ownership" expresses the asset-based philosophy and that all
costs in TCO are embedded in "IT assets," which include IT and the people using it, all of which are owned by the enterprise. For example, TCO can be expressed
as the total cost of a Windows PC, a Unix server, a structured task worker or a knowledge worker.

In the empirical studies conducted through personal interviews, it was realised that total cost of ownership is deemed an important factor to the successful
implementation of an information system from both management and users perspectives. Management emphasized in the interview that if cost brought about
as a result of the implementation of the new system is on the high side and is not a one-time cost, but persistently puts pressure on the organizations budget,
then the organization would be forced to consider other options, irrespective of the advantages promised by the new system. User in the accounts and IT
departments also shared the same view in different words by stressing that if management is unable to meet the financial requirements imposed on the
organization by the new system in a timely manner, it would impact negatively on productivity, which could lead to eventual abandonment of the system.

CRYPTOGRAPHIC MECHANISM

Cryptography is the study of how to obscure what you write so as to render it unintelligible to those who should not read it. Cryptography is used to transform
usable accounting information into a form that renders it unusable by anyone other than an authorized user. Cryptography helps to protect the integrity and
confidentiality of information transmitted over networks. The most frequently applied Cryptographic schemes are; Encryption algorithms, Digital signatures and
Cryptographic hash functions (Gollman, 2006).

One important factor which came out during interviews with security consultants and IT staff was the choice of cryptographic mechanisms for assuring
information confidentiality, integrity and availability (CIA). They argued that if the right cryptographic mechanisms are not used to ensure proper protection of
vital organizational assets (information), the system would not be reliable for decision making; information will not be complete and available in a timely
manner. When this goes on over a period of time, the system may lose its ‘value’ and the organization will be forced to phase it out.

CONCLUSIONS AND RECOMMENDATIONS

This paper puts forward the critical success factors for security controls implementation in computerized accounting information systems (CAIS). Findings
generated from existing literature and empirical studies using the Presbyterian University College Ghana (PUCG), the findings can be used as the basis for
security controls implementation in other computerized systems. A total of 10 critical success factors for Security Controls implementation in CAIS have been
identified, based on a review of literature and empirical studies at the PUCG. The study provides an insight into how security controls can be successfully
implemented in computerized systems. The critical success factors identified in the IS implementation process offer interested practitioners a better
understanding and facilitate them in adjusting their business strategies accordingly. Finally, the study categorized the critical success factors into stages in the
systems lifecycle, serving as a fundamental framework for both practitioners and scholars.

SCOPE FOR FURTHER RESEARCH

This study provides a theoretical framework for security applicability in computerized accounting systems with no empirical proofs, therefore further research
could be carried out to test the framework empirically for additions and subtractions of the factors identified.
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