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REGULATION OF E-COMMERCE IN INDIA

MAITRI TANDON
STUDENT
SYMBIOSIS LAW SCHOOL
PUNE

ABSTRACT
The concerned research paper deals with the legal world conflicts and the consequent repercussions which are born out the dawn of e-commerce in today’s age.
The idea of conducting businesses online seems to be very economical and very convenient, but very few know the status of its legality or the legal aspects which
are tied with a process like this, in which there is no ‘personal touch’ involved between the parties. In this era where internet and online shopping, transaction have
become a necessity to us, it is very vital for a layman to know what a simple click on ‘| Agree’ can do. The researcher, via the medium of this paper hopes to inculcate
the basics of legality in India and legal repercussion of e- commerce, to the readers.

KEYWORDS

Indian contract act, Indian penal code, Indian evidence act, e- commerce, e- signatures, commerce.

1. INTRODUCTION
umans are channeled in a way, which keeps them involved in some activity or the other. These activities are undertaken by them with certain motives, and
%amongst such motives, wealth creation is one of them, this can also be categorised into economic activities. These economic activities are catered by
commerce. Commerce, conveys the goods and services to the end stage i.e. consumption from the stage of manufacturing or foundation.*
“Commercial occupations deal with the buying and selling of goods, the exchange of commodities and the distribution of the finished products.”
- Evelyn Thomas
In the 21t century the ambit of commerce has expanded on to include electronic commerce as well, popularly known as e-commerce. E- commerce in this day
and age has become more of a necessity than a boon. Today, almost every aspect of our lives involve e-commerce, be it for purchasing expensive jewelery to
purchasing our daily grocery, many portals like the Caretlane and grofers facilitate us with these privileges. E- commerce was bestowed on the Indian market post
20002, With the increase in the use of information technology, surprisingly India has come up to becoming one of the prime clients of e-commerce from both the
ends, the business providers as well as the costumers.
E- commerce is a method of conducting business on the virtual platform i.e. the internet, then by way of using the conventional methods of doing business which
involves the tangible catalysts. E- commerce, now is not just restricted to the use of computers it has expanded itself to ‘m- commerce’ as well, which includes the
use of mobile phones. 3 The ambit of e- commerce has now widened itself to include not just the buying and selling but also, steps of customer welfare i.e. delivery,
payment facilitation, refund, and other such services.
The basic models of conventional business can be seen in e- commerce as well, like;
. B2B Commerce: The supply chain of a B2B commerce does not include consumers they involve just business houses on both the ends. There is scope of many
models like, distribution of services, procurement services, brokering, exchange of information, company websites which target other companies and their
employees. Alibaba, Carolina Biological, MSC Industries are some of the examples of B2B e-commerce.

Business Business

House 1 House 2

. B2C Commerce: This model of business involves transaction between a business house and the end user, the consumer. This model eliminates the involve-
ment of intermediaries. Online business houses like Amzon.com can serve as good example for B2C e-commerce.

Business

House

t Commerce Definition | Investopedia. (2003). Retrieved August 17, 2016, from http://www.investopedia.com/terms/c/commerce.asp

2Ganesh, V. (n.d.). Going back to brick and mortar. The Hindu. Retrieved from http://www.thehindubusinessline.com/features/weekend-life/arti- cle3836141.ece,
3 N. (n.d.). E-=Commerce in India. Typescript submitted for publication. Retrieved from http://www.nishithdesai.com/fileadmin/user_upload/pdfs/ResearchPa-
pers/ECommerce_in_India.pdf

INTERNATIONAL JOURNAL OF RESEARCH IN COMMERCE & MANAGEMENT 88

A Monthly Double-Blind Peer Reviewed (Refereed/Juried) Open Access International e-Journal - Included in the International Serial Directories

http://ijrcm.org.in/




VOLUME NoO. 7 (2016), ISSUE NO. 11 (NOVEMBER) ISSN 0976-2183

. C2C Commerce: This is a business model which lets two end users to transact with each other. This means that the two parties involved at both ends are
consumers. They interact with each other directly. E- commerce involve electronic facilitation of transaction between two individuals, often buoyed by a
third party. Marketplaces like Tokopedia and Zaplye are two emerging examples of C2C e- commerce.

@—@

. C2B Commerce: This model involves transaction from the consumers to the business, this is a reverse model of B2C commerce. In this type of commerce the
consumers provide the business houses with product development ideas or reviews which the business houses intern use for advertisement purposes. Google
Adsense is one of the most intriguing example of C2B e- commerce.

Business
House

. B2B2C Commerce: This is model which is an extension of the traditional B2C commerce model, just that it
involves the existence of intermediaries to assist the first business transact with the end consumer. This model is a better option for the concept of virtual
business. Flipkat is one such example which provides variety of items from different industries like, books, fashion, electronics etc. on a single platform,
Jabong is also one such example for B2B2C e- commerce.

e-0-9

For a layman and for just a surfaced knowledge of e-commerce, the concept comes out free from complications, economical and a very efficient method of
conducting business but this concept of e- commerce invite for consideration of a lot of legal factors, from contractual liability, criminal liability, tax liability and
also evidential factors of e- contracts. These legal factors were brought in notice to the market with the famous Napster Case?, wherein, the court held the Napster
Co. to be vicariously liable for distributing copies of copyrighted music files as this activity fell outside the ambit of fair use. From this case, there have been a
number of cases wherein the online business houses were brought in front of the house of law for several infringes.

1.1 INDIAN SCENARIO

India has accepted this platform with open hands, especially with all the legislative changes and amendments. The MCA-21 programme which was launched by
the Ministry of Corporate Affairs (MCA) played a major role in revolutionising digital signature usage by making E- filing mandatory for majority of the documents
required to be filed under the parent act, The Companies Act. This change also extended to the Limited Liability Partnership Act 2008. The Indian Tax department
also came forward to accept the new era by providing for compulsory filing of return in an electronic mode. Now, also the registration under the Foreign Contri-
bution Regulation Act (FCRA) has to filed electronically.

Also, with an 100% Foreign Direct Investment allotment in the market to the e-commerce format is a big step. Even though the guidelines issued by the Department
of Industrial Policy and Promotion (DIPP) on FDI for e- commerce, foreign direct investment has not been permitted in inventory based models of e- commerce,
where the business houses exercise ownership over the inventory. The acknowledgment for the necessity of regulating e- commerce by Raghuram Rajan, the now
RBI Governor has also eliminated some light on the right path for e- commerce regulations.

Looking at the wide ambit of electronic documents, signatures, contracts etc. in today’s market, the paper will deal with some important legal issues relating to e-
commerce in India and a comparison with various legislations of other countries (U.S.A, U.K, Australia, Singapore, Canada). The legal issues will be dealt with under
the following laws;

. Indian Contract Act, 1872

. Indian Evidence Act, 1872

. Information Technology Act, 2000 and

. Indian Penal Code, 1860

4 A&M Records, Inc. v. Napster, Inc, 239 F. 3d 1004 (9TH CIR. 2001).
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2. LEGAL ASPECT

2.1 E- CONTRACTS AND INDIAN CONTRACT ACT, 1872

The Indian Contract Act, 1872 governs all the issues relating to contracts and execution of contracts in the territory of India. The respective legislation provides for
a framework for contract execution, rights and liabilities of the parties, it codifies the effect of breach of the terms of a contract and most importantly lays down
‘what’ constitutes a contract and what are the requirements for a valid contract.

The essentials of a valid contract are:

. Capacity to contract

. Offer and Acceptance

. Lawful Consideration

. Free Consent

. Lawful Object

An agreement enforceable by law is a contract.” Since the Indian Contract Act, provides for a very unambiguous definition of a contract which is written or oral by
way of Sec 2, it does not specifically deal with e- contracts. Therefore, the definition of e- contract is a mere inference from Sec 10 of the Indian Contract Act. This
inference was made due to the major increase in the number of businesses going on to the virtual world. The section reads as follows,

“All agreements are contracts if they are made by the free consent of parties competent to contract, for a lawful consideration and with a lawful object, and are
not hereby expressly declared to be void. Nothing herein contained shall affect any law in force in India, and not hereby expressly repealed, by which any contract
is required to be made in writing or in the presence of witnesses, or any law relating to the registration of documents.”®

Therefore, with the light of the above section and e- contract can be validated as a contract in a conventional sense, if there is an offer made and acceptance’ of
the same offer in the same sense is conveyed. This can be done by way of usage of emails, online forms and online agreements. There is a lawful consideration®
for the same. There is competency to contract, the consent given from the accepting party is a free consent and is not coerced or colored with undue influence. If
all the essentials as mentioned under the Contract Act are satisfied by an agreement made online then it can be equated to a valid contact as defined under Sec
2(h) of the Indian Contract Act, 1872.

There are three types of e- contracts, namely;

1)  Clickwrap Agreements

2)  Shrinkwarp Agreements, and

3)  Browsewrap Agreements

Clickwarap agreements among the three are the most widely used methods of e- contracts. In this type of agreements, the user is required to affirmatively click a
box, ‘I Agree’ on the website acknowledging his agreement to the terms and conditions mentioned in the contract. Here the parties enter into a contract at just
the click of a button. ® These kind of agreements have been upheld by the courts many a times, in the famous case of Feldman v. Google, Inc,.%°, the courts held
that the plaintif [ Feldman] had reasonable notice of the terms and manifested assent to the agreement. They used the reasoning from Baer v. Chase, 2006 and
said:

“...Contracts are ‘express’ when the parties state their terms and ‘implied’” when the parties do not state their terms. The distinction is based not on the contracts’
legal effect but on the way the parties manifest their mutual assent. [...] To determine whether a clickwrap agreement is enforceable, courts presented with the
issue apply traditional principles of contract law and focus on whether the plaintiffs had reasonable notice of and manifested assent to the clickwrap agreement.”
A shrinkwrap agreement allows the party involved in a contract to read the terms and conditions only after they open a box within which the product is packed.
This is not directly associated to e- commerce. The validity of a shrinkwrap agreement was held in 1996 in the landmark case of Pro CD v. Zeidenberg*!, the U.S
courts held the validity of a shrinkwarp license that is included with computer software.

Browsewrap agreements are the once which become binding on the party by the mere use or visit of the website. These are often connected to the webpage by
a hyperlink to another webpage wherein, the terms and conditions of the respective contract are mentioned. These type of contract usually do not contain any
affirmative manifestation of consent by the contracting party as the terms and conditions to the contract are not expressly mentioned to the party, they have to
actively click on the hyperlink to get the knowledge of these terms and conditions. These types of agreements are often not recognised by the courts, as it appears
that these agreement do not fulfil the essentials of a valid contract, this was laid down in Nguyen v Barnes & Noble, Inc.*?. The court opined that, “....when a
website or a party makes the terms and conditions available by way of a conspicuous hyperlink on every page of the website but otherwise does not provide any
notice to the users nor prompts them to take any affirmative action to demonstrate assent, even close proximity of the hyperlink to relevant buttons user must click
on- without more- was insufficient to give rise to constructive notice.”

After discussing the types of e- contracts and there valitity in the legal world, lets now delve into the aspect of why and how an e-contract can be held valid with
help of legal provisions and their interpretations.

As stated earlier an e- contract can be equated with a conventional contract by way of Sec 10 of the Indan Contract Act, provided it adheres to all the requiremnts
of a valid contract.

A contract has to be mutually assented to for it become a valid contract, even though The Indian Contract does not require all contracts to be physically written
and signed by the promise®® but under some statutes signature by the contracting parties are mandatory, like the Indian Copyright Act, 1957, requires signatures
by the assignee for the assignment of copyrights. ** For such purposes on the e- commerce platform the Information Technology Act, 2000 equates electronic
signatures to handwritten signatures®.

For the purpose of validating such contracts it is imporatant to go in depth to understand e- signatures.

For the reason of commerce going online and the revolution in the techonology field, the legislature felt the necessity of introducing a legislation which regularised
the IT sectors and its affliation. This legislation deals with and works as a catalyst to the validity of e- contracts. Section 3 of the act deals with authentication of
electronic records and section 4 goes on to provide such records legal validity in the country by way of the use of digital signatures?®.

In the Indian Market, digital signatures were introduced as a hybrid concept of electronic signature which is taken from the UNCITRAL Model Law on Electronic
Signatures, 2001. Electronic signature is a parent concept and is inclusive digital signatures. E- signatures can be of various types, namely;

. Typewritten

. Scanned

5Indian Contract Act, 1872, § 2(h).

% Indian Contract Act, 1872, § 10.

7 Carlill v Carbolic Smoke Ball Co, [1892] EWCA Civ 1.

8 Lampleigh v Braithwaite [1615] EWHC KB J17.

9See Be In, Inc. v. Google Inc., No. 12-CV-03373-LHK, 2013 WL 5568706, at *6 (N.D. Cal. Oct. 9, 2013).
10513 F.Supp.2d 229 (E.D.Pa.2007).

1186 F.3d 1447 (7th Cir. 1996).

2D.C. No. 8:12-cv-0812-JST.

13 The Indian Contract Act 1872, § 9.

4 The Indian Copyright Sct, 1957, § 19.

15 The Information Technology Act, 2000, § 5,.; Forcelli v. Gelco, 109 A.D.3d 244,972 N.Y.S.2d 570 (2013).
6 The Information Technology Act, 2000, § 5.
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. Electronic Representation of hand written signatures
. A unique representation of characters
. Retina, digital representation of characters
. Cryptographic means
Digital Signatures are defined as an authentication in any form by electronic methods for an electronic record.’
Countries like the U.S.A, U.K, Canada, Australia and Singapore have developed a specific legislation dealing with and regulating e- signatures alone. This is because
they have realised the scope of misuse and the legal aspect involved in e- commerce and its authentication. The U.S has Uniform Electronic Transaction Act (UETA),
this legislation was passed with a view of unfirming the laws within the states. Personal Information Protection and Electronic Documents Act (PIPEDA), is a
Canadian legislation specifying how business should be conducted online and how the data should be handled to ensure security as well as privacy. This legislation
has entrusted consumers with secure e- commerce in the country. The Electronic Communications Act 2000 is a legislation of the U.K, which is of the similar
structure and of the same content to the E.U Directive. This legislation validates e signatures in the respective territory and promotes e-commerce and data
storage. In Australia, the Electronic Transactions Act was passed in the year 1999, regulating framework for electronic transactions and also stated that no trans-
action can be invalidated just for the reason that it is completed electronically.

India also came up wih an act which was inspired by the e- commerce relating legislation in Singapore, it was called the Electronic Commerce Act, 1998 but was
never passed in India. Instead of a uniform and a consolidated legislation relating to e- commerce and e- signatures different legislations govern them in our
country.

2.2 THE INDIAN PENAL CODE, 1860

The Indian Penal Code has been in India for the last 152 years and its application in the country has been extremely succesful but with the inception of the era of
technology and the dawn of e-commerce, the Indian legislators felt the need improving the regulation for business houses which work online. With the Information
Technology Amendment Act, 2008 the IPC was also amended to add section 29A8, which lays down the introduction and gives recognition to electronic signatures
for being dealt under criminal law in India, in accordance with sub-section (1) of section 2 of the Information Technology Act, 2000.

Existence of digital/ e- signatures in India majorly increase the number of cases of forgery in India, forgerey is a crime where a person replicates someone else’s
authencity. ®To counter or curb the number of forgery cases the Law of Commision came with an amendment in relation section 463 and 464, to add electronic
records and electronic signatures within the ambit of ‘making of false documents’.

Keeping the aspect of frauds involved with digital signatures a case wherein, the respondent, the fraudster with a use of fake pan card and MTNL bill obtained a
digital signature certificate on the name of the Petioner company and went ahead and appointed himslef and 3 others as the directors of the company and also
attempted on to increasing the share capital of the company from Rs. 5 crore to Rs. 45 cr.?’ The Bombay High Court raised concerns regarding the credibility of
digital signatures and need for stringent verification mechanism for digital signature. The court went on to add that;

This is a matter that needs the attention of both the Company Judge as also the Chief Justice for further action possibly in a Suo Motu PIL, in which the MCA can be
asked to set out safety norms for the use of digital signatures at the MCA portal and the department of telecommunications can be called on to issue guidelines
regulating issuance of digital signatures. Unless that is done on a priority basis, every corporate entity is potentially vulnerable,".

For the purpose of safeguarding and getting forgery of electronic records under the ambit of the act other sections were also amended.

Also, keeping in mind when such situation arises where and which court will have the authority to take cogniance of such cases? Section 3 of the Indian Penal Code
gives out jurisdiction for crimes being committed in India and as well as outside India, but has not been amended to include the jurisdiction for crimes committed
while conducting e- commerce. But the Delhi High Court, laid down that, place of the crime i.e. the place of the petitioner or where the wrong has been done is
where the jurisdiction lies.?*

Other Amendments which took place in respect to e- commerce are listed below.

Sections Respective Amendments
167 A public servant who a frames an incorrect document or electronic record with the intention to cause injury to any person will be punished with
imprisonment for three years, or with fine, or both.
175 A person who omits to produce documents or electronic records to public servants by a person legally bound to produce will be punished with a
simple imprisonment, or with fine, or both.
192 A person who fabricates false evidences, in terms of entry in a book or record or electronic record or makes any document or electronic record
containing false evidence will be punished with imprisonment and with fine.
204 Any person who destructs any document or electronic record to protect it production as evidence in the court of law will be punished with imprison-
ment, or with fine, or both.
466 A person who commits forgery of record/ electronic record of court or of a public register will be punished with imprisonment and with fine.
468 A person who commits forgery of documents or electronic records for the purpose of cheating will be punished with imprisonment and with fine.
469 A person who commits forgery of document or an electronic record with an intention of causing harm to a reputation of someone will be imprisonment
and with fine.
470 A wholly or partly false document of electronic record is termed as forgery.
471 Whoever uses a forged document of electronic record as genuine will be punished in the same manner as if he had forged such documents.
474 Someone having possession of a false document of electronic record and having an intention of using it as genuine will be punished with imprisonment
and with fine.
476 A person who counterfeits upon any mark or material used for the purpose of authenticating any document or electronic record will punished with
imprisonment and with fine.
477A | Whoever being a clerk, officer or servant or employed or anyone acting in such capacity falsify (alter, delete, defrauds etc.) any record or electronic
record will be punished with imprisonment, or with fine, or both.

. “electron records”, used in the above table were added with the amendi t2.3

2.3 THE EVIDENCE ACT, 1872

The Indian Evidence Act 1872 is a legislation dealing with kinds of evidences that can be produced or admitted in a court of law by the litigating parties in India.
The legislation which was enacted in 1872 did not envisage electronic signatures and records as evidences since its inception. Therefore, keeping in view the
widespread use of electronic records and electronic signatures including digital signatures the legislators felt the need of amending the aforesaid Act to bring it in
conformity with the changing trends in the society.

7 The Information Technology Act, 2000, § 2(p).

8 The words "electronic record" shall have the meaning assigned to them in clause (t) of sub-section (1) of section 2 of the Information Technology Act, 2000.
19 The Indian Penal Code, 1872, § 464,.

20 DDPL Global Infrastructure Pvt & 4 Others v. Alok Mishra & 3 Others, SL/255/2015.

21 SMC. Pneumatics (India) Pvt. Ltd. v. Jogesh Kwatra, Suit No. 1279/2001.
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Section 3?2 of the Act lays down the definition of the terms used in the Act and gives out interpretations of the relevant evidences, with the course of the amend-
ment, the section was amended to add “electronic signatures” as admissible evidences in the court of law. Also, Section 47A% was inserted in the Act, providing
that whenever the Court of Law has to form an opinion about an electronic signature of any person, then the opinion of the Certifying Authority which issued the
electronic signature, like e- mudhra is a relevant fact in the eyes of law.

Section 67A%* was inserted with the view of protecting the secured electronic signatures. The section provides that if in case the electronic signature of any
subscriber is alleged to have been affixed to an electronic record the fact that such electronic signature is the electronic signature of the subscriber must be proved
in the court, except in the situations it is secured electron signature. Section 73A% has been newly inserted to provide that the court may instruct the concerned
person or Certifying Authorities who issued the electronic certificate to ascertain whether electronic signature/ digital signature in the question before the court,
is that of the person by whom it is purported to have been affixed. It may also direct any other person to apply the public key listed in the electronic Signature
Certificate and verify the electronic signature purported to have been affixed by that same person.

Furthermore, Section 85B(1)?® was inserted to provide that during any proceeding relating to electronic records, the courts have to make an assumption that the
secure electronic record has not been altered since the point of time to which the secure status relates, unless it is proved otherwise in the court of law. Section
85(B)?’ states that, the Court has to presume that the intention behind affixing the electronic signature on the electronic record is to acknowledge their own assent
to the record, unless proved contrary. Also, there can be no presumption relating to authenticity of the electronic record or any electronic signature if the same is
not secured.

Section 85C?® deals with situations where the Court shall presume, the detail listed in a Electronic Signature Certificate is correct, except for when the information
specified as subscriber information has not been verified, if the certificate was accepted by the subscriber, unless contrary is proved.

3. CONCLUSION

The pace with which the e- commerce industry has grown in this short span is only to show how it has been accepted by the market and its credibility but has also
brought to the fore the issues that the legal system of our country would face.

Long gone are the days when internet was a breakthrough phenomenon, it is now akin to our very survival, a basic necessity. Our country’s leal system has tried
to catch the pace with which the e- commerce industry is growing, with various enactments like the Information Technology Act, 2000 but, this eactment just
deals with the host, the internet. It is quite time that India brings forth a special legislation, dealing with e- commerce alone, which would deal with all posiible
problems that come along with e-commerce. India can take examples from the countries who already have eacted such legislation like the UETA, PIPEDA and
others as mentioned in the due course of the paper.

The major problem and the most obvious problem faced by the e-commerce industry can be that of impersonification and that of pixalation detector or rather
checking the authencity and originality of the e-signature. For combating the problem of pixilation detectors as that cannot be comprehended by handwriting
experts as well, the sugestion by thE Australian courts as they say ‘JPEG’ format to save the document should be preferred over the ‘PDF’ version?

An effective management strategy, an efficient legislation and in- depth understanding of the entire scenario is the need of the hour for such businesses to thrive
in the market and for conduction of safe and secure commerce in India.
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