
VOLUME NO. 1 (2011), ISSUE NO. 7 (SEPTEMBER)  ISSN 2231-1009 

  
 

IIINNNTTTEEERRRNNNAAATTTIIIOOONNNAAALLL   JJJOOOUUURRRNNNAAALLL   OOOFFF   RRREEESSSEEEAAARRRCCCHHH   IIINNN   CCCOOOMMMPPPUUUTTTEEERRR   AAAPPPPPPLLLIIICCCAAATTTIIIOOONNN   AAANNNDDD   MMMAAANNNAAAGGGEEEMMMEEENNNTTT   

A Monthly Double-Blind Peer Reviewed Refereed Open Access International e-Journal - Included in the International Serial Directories 

Indexed & Listed at: Ulrich's Periodicals Directory ©, ProQuest, U.S.A., Open J-Gage, India as well as in Cabell’s Directories of Publishing Opportunities, U.S.A. 
Circulated all over the world & Google has verified that scholars of more than eighty-one countries/territories are visiting our journal on regular basis. 

Ground Floor, Building No. 1041-C-1, Devi Bhawan Bazar, JAGADHRI – 135 003, Yamunanagar, Haryana, INDIA 

www.ijrcm.org.in 

CCCCONTENTSONTENTSONTENTSONTENTS    

Sr. No. TITLE & NAME OF THE AUTHOR (S) Page No. 

1. CHALLENGES AND OPPORTUNITIES OF TECHNOLOGY TRANSFER MANAGEMENT 

ARMIN MAHMOUDI 
1 

2. DETERMINANTS OF MARKET ENTRY STRATEGY CHOICE OF INDIAN FIRMS ON GCC SOIL 

DR. RUCHI AGARWAL & BABEET GUPTA 
4 

3. STUDENTS’ PERCEPTIONS OF ACADEMIC STAFF SERVICE QUALITY IN ETHIOPIA: A CASE STUDY OF COLLEGE OF BUSINESS 

AND ECONOMICS, MEKELLE UNIVERSITY 

DR. TESFATSION SAHLU DESTA 

11 

4. MANPOWER REQUIREMENT OF MANUFACTURING INDUSTRIES: INPUT TO CURRICULUM DEVELOPMENT 

MA. TEODORA E. GUTIERREZ 
22 

5. A STUDY ON 3G & USB MODEM INTERNET SERVICES USERS IN CHENNAI 

DR. GEETA KESAVARAJ, V. PADMINI & V. S. JAYARAJ 
27 

6. A RISK RETURN PERCEPTION OF SENSEX AND NIFTY STOCKS 

C. RADHAPRIYA, R. ANITHA & R. VIJAYAKUMAR 
33 

7. PUBLIC-PRIVATE KEY PAIR MANAGED BY CENTRALIZED OFFLINE SERVER IN MISSION-CRITICAL NETWORKS 

DR. S. R. SURESH, P. SATHISH SARAVANAN, D. B. SHANMUGAM & T. KARTHIKEYAN 
42 

8. CORPORATE SOCIAL RESPONSIBILITY IN INDIAN TEXTILE INDUSTRY 

M. GURUSAMY & DR. N. RAJASEKAR 
48 

9. A STUDY ON EXCEPTIONAL AND OUTSTANDING HR PRACTICES IN AUTOMOBILE INDUSTRY 

DR. N. SHANI & P. DIVYAPRIYA 
51 

10. A CONCEPTUAL FRAMEWORK FOR ORGANIZATIONAL COMMITMENT FACTORS 

P. NA. KANCHANA & DR. N.  PANCHANATHAM 
56 

11. WOMEN’S SUSTAINABILITY THROUGH SHGs-BANK LINKAGE PROGRAMME - A STUDY OF CHITTOOR DISTRICT IN ANDHRA 

PRADESH 

DR. K. SUDARSAN, DR. M. NARASAMMA, DR. V. MURALI KRISHNA & DR. D. HIMACHALAM 

60 

12. EMOTIONS: A TACTICAL DEVICE IN NEGOTIATION STRATEGY 

SHANWAL, V.K. & SINGHAL, N. 
70 

13. JUDICIAL CONSUMER DISPUTES REDRESSAL AGENCIES UNDER THE CONSUMER PROTECTION ACT, 1986 

DR. N. SUNDARAM & DR. G. VELMURUGAN 
74 

14. VIRTUALIZATION- UNLOCKING HIDDEN CLOUD CAPABILITIES 

NITIN SARASWAT 
78 

15. THE APPLICATION OF REVISED BLOOM’S TAXONOMY FOR JAVA PROGRAMMING ASSESSMENT 

M. SIVASAKTHI & DR. R. RAJENDRAN 
84 

16. A STUDY ON THE EFFECTS OF MERGER & ACQUISITIONS IN THE INDIAN BANKING INDUSTRY 

DR. JASKIRAN ARORA & SHILKA ABRAHAM 
88 

17. A STUDY OF CREATION OF INNOVATION AND INCREASING SERVICE QUALITY IN COURIER INDUSTRY OF INDIA BY APPLYING 

MCRM TOOLS AND APPLICATIONS 

DR. M. P. THAPLIYAL & SANDEEP KAUTISH 

97 

18. RELATIONSHIP OF FII INFLOWS WITH SPREAD OF STOCK MARKET INDICES IN INDIA 

SILKY JANGLANI, DEEPAK AGRAWAL & DHEERAJ NIM 
103 

19. ROLE OF PANCHAYATS IN RURAL WATER SUPPLY AND SANITATION: A CASE STUDY OF WEST BENGAL 

DR. NIRANJAN MANDAL 
108 

20. MULTIPROGRAMMING AND REAL TIME SYSTEMS: FUNCTIONAL REQUIREMENTS 

DEVENDRA KUMAR TIWARY 
116 

21. A JOURNEY FROM CONSUMER SATISFACTION TO CONSUMER DELIGHT: CASE STUDY OF AN INDIAN PRIVATE SECTOR BANK 

SMITA SHARMA, RASHMI BANSAL & SHWETA SHARMA 
121 

22. MODELING NIFTY VOLATILITY USING GARCH 

SANTANU DUTTA 
125 

23. BANKING IN JAMMU AND KASHMIR: AN OVERVIEW 

DR. DARAKHSHAN ANJUM 
129 

24. SELF HELP GROUPS: AN INTEGRATED APPROACH OF EMPOWERMENT FOR SHE ENTREPRENEURS 

V. V. DESAI 
133 

25. MULTILEVEL DETERMINANTS OF DROP OUT AT ELEMENTARY LEVEL IN INDIA 

ARIJIT DAS 
137 

 REQUEST FOR FEEDBACK 144 



 VOLUME NO. 1 (2011), ISSUE NO. 7 (SEPTEMBER)  ISSN 2231-1009 

INTERNATIONAL JOURNAL OF RESEARCH IN COMPUTER APPLICATION & MANAGEMENT 
A Monthly Double-Blind Peer Reviewed Refereed Open Access International e-Journal - Included in the International Serial Directories 

www.ijrcm.org.in 

ii

CHIEF PATRONCHIEF PATRONCHIEF PATRONCHIEF PATRON 
PROF. K. K. AGGARWAL 

Chancellor, Lingaya’s University, Delhi 

Founder Vice-Chancellor, Guru Gobind Singh Indraprastha University, Delhi 

Ex. Pro Vice-Chancellor, Guru Jambheshwar University, Hisar 

    

PATRONPATRONPATRONPATRON    
SH. RAM BHAJAN AGGARWAL 

Ex. State Minister for Home & Tourism, Government of Haryana 

Vice-President, Dadri Education Society, Charkhi Dadri 

President, Chinar Syntex Ltd. (Textile Mills), Bhiwani 

    

COCOCOCO----ORDINATORORDINATORORDINATORORDINATOR 
MOHITA 

Faculty, Yamuna Institute of Engineering & Technology, Village Gadholi, P. O. Gadhola, Yamunanagar 

    

ADVISORSADVISORSADVISORSADVISORS 
PROF. M. S. SENAM RAJU 

Director A. C. D., School of Management Studies, I.G.N.O.U., New Delhi 

PROF. S. L. MAHANDRU 

Principal (Retd.), Maharaja Agrasen College, Jagadhri 

    

EDITOREDITOREDITOREDITOR 
PROF. R. K. SHARMA 

Dean (Academics), Tecnia Institute of Advanced Studies, Delhi 

    

COCOCOCO----EDITOREDITOREDITOREDITOR 
MOHITA 

Faculty, Yamuna Institute of Engineering & Technology, Village Gadholi, P. O. Gadhola, Yamunanagar 

    

EDITORIAL ADVISORY BOARDEDITORIAL ADVISORY BOARDEDITORIAL ADVISORY BOARDEDITORIAL ADVISORY BOARD    
DR. AMBIKA ZUTSHI 

Faculty, School of Management & Marketing, Deakin University, Australia 

DR. VIVEK NATRAJAN 

Faculty, Lomar University, U.S.A. 

DR. RAJESH MODI 

Faculty, Yanbu Industrial College, Kingdom of Saudi Arabia 

PROF. PARVEEN KUMAR 

Director, M.C.A., Meerut Institute of Engineering & Technology, Meerut, U. P. 

PROF. H. R. SHARMA 

Director, Chhatarpati Shivaji Institute of Technology, Durg, C.G. 

PROF. MANOHAR LAL 

Director & Chairman, School of Information & Computer Sciences, I.G.N.O.U., New Delhi 

PROF. ANIL K. SAINI 

Chairperson (CRC), Guru Gobind Singh I. P. University, Delhi 

PROF. R. K. CHOUDHARY 

Director, Asia Pacific Institute of Information Technology, Panipat 

DR. ASHWANI KUSH 

Head, Computer Science, University College, Kurukshetra University, Kurukshetra 

DR. BHARAT BHUSHAN 

Head, Department of Computer Science & Applications, Guru Nanak Khalsa College, Yamunanagar 



 VOLUME NO. 1 (2011), ISSUE NO. 7 (SEPTEMBER)  ISSN 2231-1009 

INTERNATIONAL JOURNAL OF RESEARCH IN COMPUTER APPLICATION & MANAGEMENT 
A Monthly Double-Blind Peer Reviewed Refereed Open Access International e-Journal - Included in the International Serial Directories 

www.ijrcm.org.in 

iii

DR. VIJAYPAL SINGH DHAKA 

Head, Department of Computer Applications, Institute of Management Studies, Noida, U.P. 

DR. SAMBHAVNA 

Faculty, I.I.T.M., Delhi 

DR. MOHINDER CHAND 

Associate Professor, Kurukshetra University, Kurukshetra 

DR. MOHENDER KUMAR GUPTA 

Associate Professor, P. J. L. N. Government College, Faridabad 

DR. SAMBHAV GARG 

Faculty, M. M. Institute of Management, Maharishi Markandeshwar University, Mullana 

DR. SHIVAKUMAR DEENE 

Asst. Professor, Government F. G. College Chitguppa, Bidar, Karnataka 

DR. BHAVET 

Faculty, M. M. Institute of Management, Maharishi Markandeshwar University, Mullana 

    

ASSOCIATE EDITORSASSOCIATE EDITORSASSOCIATE EDITORSASSOCIATE EDITORS 
PROF. ABHAY BANSAL 

Head, Department of Information Technology, Amity School of Engineering & Technology, Amity University, Noida 

PROF. NAWAB ALI KHAN 

Department of Commerce, Aligarh Muslim University, Aligarh, U.P. 

DR. ASHOK KUMAR 

Head, Department of Electronics, D. A. V. College (Lahore), Ambala City 

ASHISH CHOPRA 

Sr. Lecturer, Doon Valley Institute of Engineering & Technology, Karnal 

SAKET BHARDWAJ 

Lecturer, Haryana Engineering College, Jagadhri 

    

TTTTECHNICAL ADVISORSECHNICAL ADVISORSECHNICAL ADVISORSECHNICAL ADVISORS    
AMITA 

Faculty, E.C.C., Safidon, Jind 

MOHITA 

Faculty, Yamuna Institute of Engineering & Technology, Village Gadholi, P. O. Gadhola, Yamunanagar 

    

FINANCIAL ADVISORSFINANCIAL ADVISORSFINANCIAL ADVISORSFINANCIAL ADVISORS    
DICKIN GOYAL 

Advocate & Tax Adviser, Panchkula 

NEENA 

Investment Consultant, Chambaghat, Solan, Himachal Pradesh 

    

LEGAL ADVISORSLEGAL ADVISORSLEGAL ADVISORSLEGAL ADVISORS    
JITENDER S. CHAHAL 

Advocate, Punjab & Haryana High Court, Chandigarh U.T. 

CHANDER BHUSHAN SHARMA 

Advocate & Consultant, District Courts, Yamunanagar at Jagadhri 

 

SUPERINTENDENTSUPERINTENDENTSUPERINTENDENTSUPERINTENDENT    
SURENDER KUMAR POONIA 



 VOLUME NO. 1 (2011), ISSUE NO. 7 (SEPTEMBER)  ISSN 2231-1009 

INTERNATIONAL JOURNAL OF RESEARCH IN COMPUTER APPLICATION & MANAGEMENT 
A Monthly Double-Blind Peer Reviewed Refereed Open Access International e-Journal - Included in the International Serial Directories 

www.ijrcm.org.in 

iv

CALCALCALCALL FOR MANUSCRIPTSL FOR MANUSCRIPTSL FOR MANUSCRIPTSL FOR MANUSCRIPTS    

We invite unpublished novel, original, empirical and high quality research work pertaining to recent developments & practices in 

the area of Computer, Business, Finance, Marketing, Human Resource Management, General Management, Banking, Insurance, 

Corporate Governance and emerging paradigms in allied subjects like Accounting Education; Accounting Information Systems; 

Accounting Theory & Practice; Auditing; Behavioral Accounting; Behavioral Economics; Corporate Finance; Cost Accounting; 

Econometrics; Economic Development; Economic History; Financial Institutions & Markets; Financial Services; Fiscal Policy; 

Government & Non Profit Accounting; Industrial Organization; International Economics & Trade; International Finance; Macro 

Economics; Micro Economics; Monetary Policy; Portfolio & Security Analysis; Public Policy Economics; Real Estate; Regional 

Economics; Tax Accounting; Advertising & Promotion Management; Business Education; Business Information Systems (MIS); 

Business Law, Public Responsibility & Ethics; Communication; Direct Marketing; E-Commerce; Global Business; Health Care 

Administration; Labor Relations & Human Resource Management; Marketing Research; Marketing Theory & Applications; Non-

Profit Organizations; Office Administration/Management; Operations Research/Statistics; Organizational Behavior & Theory; 

Organizational Development; Production/Operations; Public Administration; Purchasing/Materials Management; Retailing; 

Sales/Selling; Services; Small Business Entrepreneurship; Strategic Management Policy; Technology/Innovation; Tourism, 

Hospitality & Leisure; Transportation/Physical Distribution; Algorithms; Artificial Intelligence; Compilers & Translation; Computer 

Aided Design (CAD); Computer Aided Manufacturing; Computer Graphics; Computer Organization & Architecture; Database 

Structures & Systems; Digital Logic; Discrete Structures; Internet; Management Information Systems; Modeling & Simulation; 

Multimedia; Neural Systems/Neural Networks; Numerical Analysis/Scientific Computing; Object Oriented Programming; 

Operating Systems; Programming Languages; Robotics; Symbolic & Formal Logic; Web Design. The above mentioned tracks are 

only indicative, and not exhaustive. 

Anybody can submit the soft copy of his/her manuscript anytime in M.S. Word format after preparing the same as per our 

submission guidelines duly available on our website under the heading guidelines for submission, at the email addresses, 

infoijrcm@gmail.com or info@ijrcm.org.in. 

GUIDELINES FOR SUBMISSION OF MANUSCRIPTGUIDELINES FOR SUBMISSION OF MANUSCRIPTGUIDELINES FOR SUBMISSION OF MANUSCRIPTGUIDELINES FOR SUBMISSION OF MANUSCRIPT    

1. COVERING LETTER FOR SUBMISSION: 

DATED: _____________ 

THE EDITOR 

IJRCM 

 

Subject: SUBMISSION OF MANUSCRIPT IN THE AREA OF                                                                                                                .                            

(e.g. Computer/IT/Finance/Marketing/HRM/General Management/other, please specify). 

 

DEAR SIR/MADAM 

 

Please find my submission of manuscript titled ‘___________________________________________’ for possible publication in your journal. 

I hereby affirm that the contents of this manuscript are original. Furthermore it has neither been published elsewhere in any language fully or partly, 

nor is it under review for publication anywhere. 

I affirm that all author (s) have seen and agreed to the submitted version of the manuscript and their inclusion of name (s) as co-author (s). 

Also, if our/my manuscript is accepted, I/We agree to comply with the formalities as given on the website of journal & you are free to publish our 

contribution to any of your journals. 

 

NAME OF CORRESPONDING AUTHOR: 

Designation: 

Affiliation with full address & Pin Code: 

Residential address with Pin Code: 



 VOLUME NO. 1 (2011), ISSUE NO. 7 (SEPTEMBER)  ISSN 2231-1009 

INTERNATIONAL JOURNAL OF RESEARCH IN COMPUTER APPLICATION & MANAGEMENT 
A Monthly Double-Blind Peer Reviewed Refereed Open Access International e-Journal - Included in the International Serial Directories 

www.ijrcm.org.in 

v

Mobile Number (s): 

Landline Number (s):  

E-mail Address: 

Alternate E-mail Address: 

 

2. INTRODUCTION: Manuscript must be in British English prepared on a standard A4 size paper setting. It must be prepared on a single space and single 

column with 1” margin set for top, bottom, left and right. It should be typed in 8 point Calibri Font with page numbers at the bottom and centre of 

the every page. 

3. MANUSCRIPT TITLE: The title of the paper should be in a 12 point Calibri Font. It should be bold typed, centered and fully capitalised. 

4. AUTHOR NAME(S) & AFFILIATIONS: The author (s) full name, designation, affiliation (s), address, mobile/landline numbers, and email/alternate email 

address should be in italic & 11-point Calibri Font. It must be centered underneath the title. 

5. ABSTRACT: Abstract should be in fully italicized text, not exceeding 250 words. The abstract must be informative and explain the background, aims, 

methods, results & conclusion in a single para. 

6. KEYWORDS: Abstract must be followed by list of keywords, subject to the maximum of five. These should be arranged in alphabetic order separated 

by commas and full stops at the end. 

7. HEADINGS: All the headings should be in a 10 point Calibri Font. These must be bold-faced, aligned left and fully capitalised. Leave a blank line before 

each heading. 

8. SUB-HEADINGS: All the sub-headings should be in a 8 point Calibri Font. These must be bold-faced, aligned left and fully capitalised.  

9. MAIN TEXT: The main text should be in a 8 point Calibri Font, single spaced and justified. 

10. FIGURES &TABLES: These should be simple, centered, separately numbered & self explained, and titles must be above the tables/figures. Sources of 

data should be mentioned below the table/figure. It should be ensured that the tables/figures are referred to from the main text. 

11. EQUATIONS: These should be consecutively numbered in parentheses, horizontally centered with equation number placed at the right. 

12. REFERENCES: The list of all references should be alphabetically arranged. It must be single spaced, and at the end of the manuscript. The author (s) 

should mention only the actually utilised references in the preparation of manuscript and they are supposed to follow Harvard Style of Referencing. 

The author (s) are supposed to follow the references as per following: 

• All works cited in the text (including sources for tables and figures) should be listed alphabetically.  

• Use (ed.) for one editor, and (ed.s) for multiple editors.  

• When listing two or more works by one author, use --- (20xx), such as after Kohl (1997), use --- (2001), etc, in chronologically ascending order. 

• Indicate (opening and closing) page numbers for articles in journals and for chapters in books.  

• The title of books and journals should be in italics. Double quotation marks are used for titles of journal articles, book chapters, dissertations, reports, 

working papers, unpublished material, etc. 

• For titles in a language other than English, provide an English translation in parentheses.  

• The location of endnotes within the text should be indicated by superscript numbers. 

PLEASE USE THE FOLLOWING FOR STYLE AND PUNCTUATION IN REFERENCES: 

BOOKS 

• Bowersox, Donald J., Closs, David J., (1996), "Logistical Management." Tata McGraw, Hill, New Delhi.  

• Hunker, H.L. and A.J. Wright (1963), "Factors of Industrial Location in Ohio," Ohio State University.  

CONTRIBUTIONS TO BOOKS  

• Sharma T., Kwatra, G. (2008) Effectiveness of Social Advertising: A Study of Selected Campaigns, Corporate Social Responsibility, Edited by David 

Crowther & Nicholas Capaldi, Ashgate Research Companion to Corporate Social Responsibility, Chapter 15, pp 287-303. 

JOURNAL AND OTHER ARTICLES  

• Schemenner, R.W., Huber, J.C. and Cook, R.L. (1987), "Geographic Differences and the Location of New Manufacturing Facilities," Journal of Urban 

Economics, Vol. 21, No. 1, pp. 83-104. 

CONFERENCE PAPERS  

• Garg Sambhav (2011): "Business Ethics" Paper presented at the Annual International Conference for the All India Management Association, New 

Delhi, India, 19–22 June. 

UNPUBLISHED DISSERTATIONS AND THESES  

• Kumar S. (2011): "Customer Value: A Comparative Study of Rural and Urban Customers," Thesis, Kurukshetra University, Kurukshetra. 

ONLINE RESOURCES  

• Always indicate the date that the source was accessed, as online resources are frequently updated or removed.  

WEBSITE  

• Garg, Bhavet (2011): Towards a New Natural Gas Policy, Economic and Political Weekly, Viewed on July 05, 2011 http://epw.in/user/viewabstract.jsp 



 VOLUME NO. 1 (2011), ISSUE NO. 7 (SEPTEMBER)  ISSN 2231-1009 

INTERNATIONAL JOURNAL OF RESEARCH IN COMPUTER APPLICATION & MANAGEMENT 
A Monthly Double-Blind Peer Reviewed Refereed Open Access International e-Journal - Included in the International Serial Directories 

www.ijrcm.org.in 

42

PUBLIC-PRIVATE KEY PAIR MANAGED BY CENTRALIZED OFFLINE SERVER IN MISSION-CRITICAL 

NETWORKS 
 

DR. S. R. SURESH 

DEAN & HEAD OF THE M.C.A. DEPARTMENT 

BHARATH UNIVERSITY 

CHENNAI - 73 

 

P. SATHISH SARAVANAN 

ASST. PROFESSOR 

DEPARTMENT OF CSE 

SRI BALAJI CHOCKALINGAM ENGINEERING COLLEGE 

ARNI 

 

D. B. SHANMUGAM 

ASST. PROFESSOR 

DEPARTMENT OF MCA 

SRI BALAJI CHOCKALINGAM ENGINEERING COLLEGE 

ARNI 

 

T. KARTHIKEYAN
 

ASST. PROFESSOR 

DEPARTMENT OF CSE 

SRI BALAJI CHOCKALINGAM ENGINEERING COLLEGE 

ARNI 

 

ABSTRACT 
Mission-Critical networks show great potential in assisted living system, automotive networks, emergency rescue and disaster recovery system, military 

applications, critical infrastructure monitoring system. To build a secure communication system in that network, usually the first attempt is to employ 

cryptographic keys. Cryptographic key management is challenging due to the things like unreliable communications, limited bandwidth, network dynamics, large 

scale, resource constraints in wireless ad-hoc communications. Public-Private key pair in Mission-Critical networks to fulfill the required attributes of secure 

communications, such as data integrity, authentication, confidentiality, non-repudiation and service availability. So we go for an Self-Contained Public Key-

management scheme called Scalable method of cryptographic key management(SMOCK),which achieves almost Zero communication overhead for 

authentication and offers high service availability and also allows a mobile node to contain all of the necessary information for authentication locally. SMOCK 

provides a small number of cryptographic keys are stored offline at individual nodes before they are deployed in the network. The scheme allows a combinatorial 

design of Public-Private key pairs, to use good scalability in terms of the number of nodes and storage space. That means nodes combine more than one key pair 

to encrypt and decrypt messages. 

 

KEYWORDS 
Identity-Based Encryption, pairwise key distribution schemes, Rivest Shamir and Adleman (RSA), SMOCK (Scalable method of cryptographic key management), 

symmetric key techniques. 

 

INTRODUCTION TO THE PUBLIC KEY INFRASTRUCTURE (PKI) 
t has grown more important to ensure the confidentiality and integrity for data communication where an organization's network contains intranets, 

extranets, and Internet Web sites. Because of the connectivity of networks today, an organization's network is exposed to unauthorized users who could 

possibly attempt to access and manipulate mission critical data or the confidential data of its clients. The need to authenticate the identities of users, 

computers and even other organizations, has led to the development of the public key infrastructure (PKI). A public key infrastructure (PKI) can be defined as a 

set of technologies which control the distribution and utilization of unique identifiers, called public and private keys, through the utilization of digital certificates. 

The set of technologies that constitute the PKI is a collection of components, standards and operational policies. The PKI process is based on the use of public 

and private keys to provide confidentiality and integrity of an organization's data as it is transmitted over the network. When users partake in the PKI, messages 

are encoded using encryption, and digital signatures are created which authenticate their identities. The recipient of the message would then decrypt the 

encoded message. For a PKI implementation to operate, each computer in the communication process must have a public key and private key. The public key 

and private key pair is used to encrypt and decrypt data, to ensure data confidentiality. When two parties use a PKI, each one obtains a public key and a private 

key, with the private kept only being known by the owner of that particular key. The public key on the other hand is available to the public. Before delving into 

the components and operations of the PKI, let's first look at what a properly designed and implemented PKI achieves: 

•CONFIDENTIALITY: A PKI implementation ensures confidentiality of data transmitted over the network between two parties. Data is protected through the 

encryption of messages, so even in cases where the data is intercepted; the data would not be able to be interpreted. Strong encryption algorithms ensure the 

privacy of data. Only the parties which possess the keys would be able to decode the message. 

•AUTHENTICATION: The PKI also provides the means by which the sender of the data messages and the recipient of the data messages can authenticate the 

identity of each other. Digital certificates which contain encrypted hashes are used in authentication, and to provide integrity. 

•INTEGRITY: Integrity of data is assured when data has been transmitted over the network, and have not been fiddled with, or modified in any manner. With 

PKI, any modification made to the original data, can be identified. 

I
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•Non-repudiation: In PKI, non-repudiation basically means that the sender of data cannot at a later stage deny sending the message. Digital signatures are used 

to associate senders to messages. The digital signature ensures that the senders of messages always sign their messages. This basically means that a particular 

person cannot, at a later stage, deny sending the message. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

PUBLIC KEY & PRIVATE KEY ENCRYPTION & DECRYPTION 

PKI COMPONENTS 

In a PKI, there are several different entities or components. These components may be implemented separately, but are commonly integrated and delivered 

through what are called Certificate Servers.  

1. Certificate Authority (CA) is the most fundamental component that will authorize and create digital certificates. A certificate authority (CA) server issues, 

manages, and revokes certificates. The CA's certificate (i.e., public key) is well known and trusted by all the participating end entities. The CA can delegate its 

authority to a subordinate authority by issuing a CA certificate, creating a certificate hierarchy. This is done for administration (e.g., different issuance policies) 

and performance reasons (e.g., single point of failure and network congestion). The ordered sequence of certificates from the last branch to the root is called a 

certificate chain. Each certificate contains the name of that certification's issuer (i.e., this is the subject name of the next certificate in the chain). A self-signed 

certificate means that the signer's public key corresponds to it's private key (i.e., the X.509v3 issuer and subject lines are identical). 

2. The second core component of a PKI is the Registration Authority (RA), which provides the mechanism and interface for submitting users’ public keys and 

identifying information in a uniform manner, in preparation for signing by the CA.  

3. The third component is a Repository (Directory Server) in which certificates and certificate revocation lists are stored in a secure manner for later retrieval by 

systems and users. Lightweight Directory Access Protocol (LDAP) was originally designed to make it possible for applications running on a wide array of platforms 

to access X.500 directories. LDAP is defined by RFCs 1777 and 1778 as an on-the-wire bit protocol (similar to HTTP) that runs over TCP/IP. It creates a standard 

way for applications to request and manage directory information (i.e., no proprietary ownership, or control of the directory protocol). The directory entries are 

arranged in a hierarchical treelike structure that reflects political, geographic, and/or corporation boundaries.  

4. PKI Applications are those use public-key technology. In most cases, the application would provide underlying cryptographic functions (e.g., public/private key 

generation, digital signature, and encryption) and certificate management. Certificate management functions include creating certificate requests, revocations, 

and the secure storage of a private key(s). Examples of PKI applications include Netscape's SSL 3.0 browser/server, Deming's Secure Messenger, and GlobeSet's 

Secure Electronic Transaction (SET) Wallet, Microsoft Outlook mail system. 

PKI COMPONENT SECURITY REQUIREMENTS 

PKI components each share a set of security requirements (i.e., baseline) with each other. The baseline corporate PKI security requirements are as follows: 

• Reliable software (i.e., a comfortable level of assurance that security software is implementing the cryptographic controls properly). 

• Secure/trusted    communications    between components (e.g., IPSec, SSL 3.0). 

• PKI specific security policies that are derived from the existing set of corporate security policies. 

Most PKI software/hardware is built upon cryptographic toolkits (e.g., RSA's B-Safe). The application that calls the lower level functions in the toolkit is still prone 

to human errors. Every other month Microsoft and Netscape release bug fixes for their Internet product sets. If the browser wars continue, there will be shorter 

quality assurance cycles to meet the current time to market constraints, hence produce a lower quality of software. PKI components require authenticated and 

private communication among each other. This prevents active or passive threats (e.g., eavesdropping, spoofing) from occurring. Most current implementation 

of PKI components supports SSL 3.0. Each component has a security criterion it must meet to be part of a PKI. This criterion is based on the level of protection 

necessary to perform the business objectives within the acceptable level of risk. The security mechanisms used to meet this criterion usually falls into physical, 

platform, network, and application categories. These categories are not all included in the PKI applications and have to be supplemented. Examples of these are 

network firewalls, disabling NFS exports, authenticated naming services, and tight administrator controls (e.g., root user). 

CERTIFICATE AUTHORITY 

The certificate authority security requirements are: 

• Certificate generation, issuance, inquiries, revocation, renewal, and storage policies. 

• Certification Practice Statement (CPS). 

• Certificate attributes or extension policies. 

• Certificate administration, audit journal, and data recovery/life-cycle support. 

• Secure storage of private keys. 

• Cross certification agreements. 

The applicability and/or usage of the certificate the CA manages are defined in the Certificate Policy (CP). A security policy must exist for each CA function (e.g., 

generation, issuance, revocation list latency, etc.). These policies are the foundation upon which all the CA security related activities are based on Certification 

Practice Statement (CPS) is a detailed statement by the CA as to its certificate management practices. The certificate end entities and subscribers need to be well 

aware of these practices before trusting the CA. The CPS also allows the CA to indemnify itself to protect its relationships. 

One of the major improvements to version 3 of X.509 is the ability to allow flexible extensions to the certificate structure. These extensions include additional 

key and policy information, user and CA attributes, and certification path constraints. The CA must document, by way of a policy, the certificate attributes and 

extensions it supports. In addition, to allow interoperability outside the corporation, one must register the extension object identifiers (OID) with the American 

National Standards Institute (ANSI).The CA must maintain an audit journal of all key management operations it performs. All certificate management functions 

must be audited (e.g., issuance, revocation, etc.) in case of a dispute. In conjunction with this auditing function, a data recovery and certificate life cycle plan 

must also exist. The CA administrator interface must enforce the least privilege principal for all administrator actions. The certificate authority must provide for 

the adequate protection of the private key that it uses to sign certificates. The machine that the CA runs on must be protected from network and physical 

intrusions. Optionally, the CA's private key used to sign certificates can be stored in a tamperproof hardware module (e.g., meets FIPS PUB 140-1 level 3). Cross-



 VOLUME NO. 1 (2011), ISSUE NO. 7 (SEPTEMBER)  ISSN 2231-1009 

INTERNATIONAL JOURNAL OF RESEARCH IN COMPUTER APPLICATION & MANAGEMENT 
A Monthly Double-Blind Peer Reviewed Refereed Open Access International e-Journal - Included in the International Serial Directories 

www.ijrcm.org.in 

44

certification certificates are issued by CAs to form a non-hierarchical trust path. Two certificates are necessary for a mutual trust relationship (i.e., forward, and 

reverse directions). These certificates have to be supported by an agreement between the CAs. A cross- certification agreement details the obligation of liability 

between partners if a certificate turns out to be false or misleading. 

DIRECTORY SERVER  

The directory server security requirements are as follows: 

• Supports network authentication through IP address/DNS name, and user authentication through LDAP user name and password, or a X.509 version 3 public-

key certificate. 

• Controls the users' ability to perform read, write, search, or compare operations down to the attribute level. 

• Provides message privacy (SSL) and message integrity for all communications. 

The directory server contains corporate and user personal attribute information. Access to this information must be controlled at the most granular level 

possible. Directory administrators must be able to restrict particular users from performing specific directory operations (e.g., read, write, search, and compare). 

Authentication must support conventional username/passwords and/or certificates. Additional filtering should be provided using IP address/DNS name. 

Network access to the directory server must be able to be protected between all PKI components. 

PKI CLIENTS 

All PKI clients, at a minimum, must be able to generate digital signatures and manage certificates. PKI client requirements are as follows: 

• Generate a public/private key pair. 

• Create a certificate request (PKCS#10). 

• Display certificate. 

• Verify certificate. 

• Delete certificate. 

• Enable or disable multiple certificates. 

• Request a certificate revocation. 

• Secure storage of certificates (e.g., password, and hardware). 

• Secure exporting certificates (e.g., PKCS #12). 

• Select algorithm, key strength, and password controls. 

• Configure security options (e.g., sign/encrypt whenever possible). 

The process begins with a PKI client generating a public/private key pair locally. The software used to generate the public/private key pair must use a non- 

deterministic algorithm. Once the key pair is generated, the public portion needs to be bound inside a certificate structure. The PKI client must then generate a 

certificate request adhering to the PKCS#10 syntax and submit that information to a CA. Once the CA fulfils the request, the message response sent back to the 

client is in PKCS#7 syntax (i.e., signed envelope). All network traffic is kept private between the client and the CA. The PKI client must have the ability to manage 

multiple certificates. This includes viewing the certificate structure (e.g., subject, issuer, serial number, fingerprint, and validity dates); deleting it, if necessary; 

choosing (i.e., enabling) what certificate to use or query the user; or requesting the CA to revoke it. A large portion of public cryptography is based on the 

protection of the private key. The PKI client must protect their private key commensurate with the risk associated with the loss of all the transactions it 

processes. This will require encrypted storage of the key using an application authentication challenge (e.g., organization compliant password), or hardware 

token or smart card, and the user physically protecting their desktop (e.g., password protected screen saver).Due to the infancy of this technology, certificates 

are bound to the PKI client application software and hence the host that the software resides on. An emerging public key cryptographic standard (PKCS) called 

personal information exchange syntax standard (i.e., PKCS #12) details the transfer syntax for personal identity information. This includes private keys, 

certificates, miscellaneous secrets, and extensions. This will allow PKI clients to import and export personal identity information across multiple platforms and 

applications. The most secure method includes a privacy and integrity mode that requires the source and destination platforms to have trusted public/private 

key pairs available for digital signatures and encryption. The least secure method protects personal identity information with encryption based on a password.  

 

FIG. 1: PKI ARCHITECTURE 

 
EXISTING SYSTEM 

In secure communication, wireless sensor networks use symmetric key techniques. In symmetric key techniques, secret keys are predistributed among nodes 

before their deployment. A challenge of the key distribution scheme is to use small memory size to establish secure communication among a large number of 

nodes and achieve good resilience. Public-key (certificate)-based approaches were originally proposed to provide solutions to secure communications for the 

Internet, where security services rely on a centralized certification server. The certificate-based approaches to ad-hoc networks and present a distributed public-

key-management scheme for ad-hoc networks, where multiple distributed certificate authorities are used. To sign a certificate, each authority generates a 

partial signature for the certificate submits the partial signature to a coordinator that calculates the signature from the partial signatures. 
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DISADVANTAGES 

Lack of support for authentication and confidentiality. Single-point failure of the centralized server is able to paralyze the whole network, which makes the 

network extremely vulnerable to compromises and denial-of-service attacks. Total number of keys held by each user is O(n) traditional key-management 

schemes. 

PROPOSED SYSTEM 

In this system we propose to support secure communications with the attributes of data integrity, authentication, confidentiality, no repudiation, and service 

availability. To build a secure communication system, usually the first attempt is to employ cryptographic keys. In SMOCK, let us assume a group of people in an 

incident area, who want to exchange correspondence securely among each other in a pair-wise fashion.2.The key pool of such a group consists of a set of 

private–public key pairs, and is maintained by an offline trusted server. Each key pair consists of two mathematically related keys. The Ith key pair in the key pool 

is represented by (priv ^i, pub^i) . To support secure communication in the group, each member is loaded with all public keys of the group and assigned a 

distinct subset of private keys. Each person keeps a predetermined subset of private keys, and no one else has all of the private keys in that subset.  For a public–

private key pair, multiple copies of the private key can be held by different users. A message is encrypted by multiple public keys, and it can only be read by a 

user who has the corresponding private keys. 

ADVANTAGES 

1. To Support secure communications among the users in Mission-Critical Wireless Ad-Hoc Networks. 

2. In SMOCK-management scheme, which scales logarithmically with     network size O(log n), with respect to storage space. 

3. In SMOCK to provide two encryption and decryption standard. In Decryption using a private key set. 

4. Key Management System provide at offline-line centralized server. 

SYSTEM ARCHITECTURE  

A system architecture or systems architecture is the conceptual design that defines the structure and/or behavior of a system. An architecture description is a 

formal description of a system, organized in a way that supports reasoning about the structural properties of the system. It defines the system components or 

building blocks and provides a plan from which products can be procured, and systems developed, that will work together to implement the overall system. 

 

FIG.2: SYSTEM ARCHITECTURE 
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Fig.3. Two agencies [police department and emergency medical service (EMS)] maintain the same private and public key pool through a secure connection. 

Before deployment, agencies predistribute keys to devices. After devices are dispatched into the incident areas, it is costly and unsafe to communicate with 

agencies. So all of the devices authenticate messages according to the predistributed keys. 

ALGORITHM DESIGN 

KEY ALLOCATION ALGORITHM 

This algorithm calculates the minimum number of memory slots to store public keys in order to support the secure communication among n users.  

1. Initialize the number of users n; 

2. Initialize   j=2,a=1; 

3. initialize key=j; 

4. loop: 

for(i=1;j;i<=n)      

satisfied condition 

if(n<=a) 

satisfied condition   

return key;     

else 

Not Satisfied 

a=a+j;     

increment i,j;           

End loop;           

Based on the key value the number of public keys generated.  

PRIVATE KEY SET ALLOCATION TO USERS 

1. Initialize the number of keys n users; 

2. Initialize i=1,k=2,id=1,j=k; 

3. store private keys in list. 

4. loop 

for(i; i <=nusers;i++) 

satisfied condition 

loop 

for(j;j<=nusers;j++)   

satisfied condition 

get i position value from list    

get j position value from list 

allocate that i , j position key values to (id )user 

id++; 

end loop; 

k++; 

end loop; 

RSA ALGORITHM 

KEY GENERATION 

1. Generate two large prime numbers, p and q 

2. Let n = p q 

3. Let m = (p-1)(q-1) 

4. Choose a small number e, co-prime to m 

5. Find d, such that de % m = 1 

    Publish e and n as the public key. 

Keep d and n as the secret key. 

Encryption 

C = P
e
 % n  

Decryption 

P = C
d
 % n  

                   x % y means the remainder of x divided by y 

Key Generation 

1) Generate two large prime numbers, p and q 

2) Let n = p q 

3) Let m = (p - 1) (q - 1) 

4) Choose a small number, e co-prime to m 

5) Find d, such that de % m = 1 

6) Generate Public key, Secret key. 

SYSTEM IMPLEMENTATION 

Implementation is the stage in the project where the theoretical design is turned into a working system and is giving confidence on the new system for the users, 

which it will work efficiently and effectively. It involves careful planning, investigation of the current System and   its constraints on implementation, design of 

methods to achieve the change over, an evaluation, of change over methods. In our implementation, nodes receive their subset of private keys, unique SMOCK 

IDs and all SMOCK public keys via the SSL channel from a trusted authority before secure communication. When a node wants to send a message to another 

node (the receiver), it sends a plain-text message (along with its SMOCK ID). The receiver then encrypts its SMOCK ID with the sender’s public keys, and sends 

the encrypted message to the sender. The sender can then encrypt the message by using the receiver’s SMOCK keys. And the receiver can then decrypt the 

message using its SMOCK private keys. We measured the encryption and decryption process time that was taken to encrypt and decrypt a message. 

IMPLEMENTATION PLAN 

The implementation can be preceded through Socket in java but it will be considered as one to all communication. So java will be more suitable for platform 

independence and networking concepts. For maintaining the load we go for SQL-server as database back end. In existing system, single-point failure of the 

centralized server is able to paralyze the whole network, which makes the network extremely vulnerable to compromises and denial-of-service attacks. we need 

a self-contained key-management scheme, which allows a mobile node to contain all of the necessary information for authentication locally. A realistic 

assumption about mission-critical applications is that before mobile devices are dispatched to an incident area, they are able to communicate securely with the 

trusted authentication server in their domain center, and get prepared before their deployment.  

 

CONCLUSION              
We depict a self-contained key-management scheme, which requires significantly less key storage space than traditional schemes and almost zero 

communication overhead for authentication in a mission-critical wireless ad-hoc network with nodes. The scheme also achieves controllable resilience against 

node compromise by defining required benchmark resilience. We generalized the traditional public-key-management schemes. And in SMOCK turned out to be 
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the traditional public-key infrastructure. We can also see that SMOCK fulfills the secure communication requirements in terms of integrity, authentication, 

confidentiality, no repudiation, and service availability. 

 

SCOPE FOR FUTURE ENHANCEMENT 
We can further extend the idea of SMOCK to other applications, such as broadcast authentication, Message signing and verification use all the hash chains 

associated with the senders’ identity. With the combinatorial design, we expect better scalability and less delay than traditional broadcast authentication 

schemes. We will investigate this deeply in future works. 
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