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SOFTWARE PROJECT MANAGEMENT - BEST PRACTICES

DR. K. A. PARTHASARATHY
PROFESSOR & HEAD
DEPARTMENT OF INFORMATION TECHNOLOGY
APOLLO ENGINEERING COLLEGE
CHENNAI

ABSTRACT

Successful development of projects is of primary business interest to any organizations. Failed or ‘runaway’ projects cost the organizations huge. It is essential for
project managers to acquire the knowledge of risks and minimizing risks of project management to manage projects successfully. Risk management aims to
identify the risks and then take actions to minimize their effect on the project. In this paper recognizes the increasing role of risk management in present software
projects and aims at providing more support in this area. First we overview the objectives and processes of risk management with the particular stress on the
need for effective and continuous communication. Risk management is a structured approach to managing uncertainty related to a threat, a sequence of human
activities including: risk assessment, strategies development to manage it, and mitigation of risk using managerial resources. Risk management is the total
process of identifying, measuring, and minimizing uncertain events affecting resources. This paper was written to help in the objective analysis of the risk
management process.

KEYWORDS
Risk Analysis, Risk Mitigation, Risk Avoidance, Risk Planning.

INTRODUCTION
he aim of any software project is to provide the stakeholders with a satisfactory software-based solution of their problem within the schedule and
budget limits. The risk of poor product quality and schedule or budget overruns is high which is confirmed by a number of cancelled, delayed or overpaid
projects. Effective management of those risks is presently perceived as one of the most important areas of project management [1, 10]. Still, current
software processes leave a considerable space for improvement. As process improvement aims at maximizing process quality and effectiveness while minimizing
its risks, therefore the support for identification of the most risky process areas and their potential improvement is especially worthwhile. Good project
management cannot guarantee success, but poor management on significant projects always leads to failure.
Current risk identification practices adopt primarily two techniques: checklists and group effort (e.g. brainstorming). Checklists such as [3,5,13] help to control
the identification scope and protect from overlooking significant risks but they are often too general and do not relate well to actual software processes. Group
effort studied e.g. by J.Kontio [4] benefits from synergetic use of human intuition and experience but it exhibits problems with scope focusing and control.
Consequently, both existing approaches provide limited output aimed at the process improvement.

PROJECT INTERFACES

Project managers must identify the people or groups the project deals with, both within the parent organisation and outside. A project may have interfaces to:
- initiators;

- end users;

- suppliers;

- subcontractors;

- the prime contractor;

- other subsystem developers.

OVERVIEW OF RISK MANAGEMENT

Risk is formulated in the context of an undertaking, activity or opportunity (e.g. an investment or a project), because risks threaten the success of the
undertaking meant by reaching the specified goals [2, 3, 13]. A project takes an opportunity to achieve success and create new value for the client, so it is
automatically exposed to the risk of failure. No project is free of risk. A project without risk management recognises that there was a risk after the risk
materialises as a real problem (e.g. it becomes obvious that the project overruns the budget or misses the deadline). Then the project team usually reacts and
strives to minimise the negative consequences of the problem. As the rule, it is expensive and time-consuming. This price could have been much less if the risk
was coped with before it converted to the problem. The lack of open communication, forward-looking attitude, team involvement in the management and the
knowledge of typical problems, expose the project to a great risk of failure [4].

The essential factors of the project success are the quality, the time and the budget [13]. In the essential project aspects, the lack of risk management results in:
—schedule slippage,

— budget overrun,

— unsatisfactory quality of the product,

— failure to accomplish business goals of the project,

— disappointment of the employees and breakdown of their careers.

All of these failures refer to the primary project objectives, so they are unacceptable under ordinary circumstances. In some conditions, they may even be
critical. The only way to avoid serious consequences of a risk when it materializes is to catch the risk as early as possible and minimise its impact on the project.
Though this advice sounds simple; it may be only realised through a defined set of activities focused on risk resolution. Altogether, it calls for a definition and
elaboration of a systematic and explicit approach to risk management [9].

The process starts with the identification of existing risks. Once the risks are identified, they are evaluated and prioritised and then appropriate corrective
actions are planned and executed. To reach the acceptable level of success guarantee, the introduced actions must be controlled and the risks in mitigation must
be continuously tracked for their status. This process continues all through the whole project schedule and across all the phases of development. Although the
process is recurring, it may implement pipeline processing, when different phases of the risk management are executed in particular project areas.

Effective Risk Management Involves:

1) Identifying the risk

2)  Analyzing each risk to determine its severity

3)  Prioritizing the identified risks based on their severity

4)  Creating action plans to deal with the high-priority risks

5)  Continuous monitoring and followup to ensure that your action plans are mitigating the risk.
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RISK IN SOFTWARE PROJECTS

Risk relates to the possibility to degrade the success of an undertaking. The success is defined by a set of criteria that the outcome or the solution must meet to
be considered “successful”.

The overall success criteria for most of projects include:

¢ reaching the adequate functionality and quality that provides for achieving the business objectives of the system,

o finishing the project on time,

* keeping the expenses within the budget,

¢ achieving sustained customer satisfaction.

In terms of a business outcome, the success criteria can for example mean one or a combination of:

e increasing the market share,

e outrunning the competitors,

¢ improving the effectiveness or productivity,

e cost reduction,

e capturing a particular segment of the market.

Steering away from these goals results in a diminution of the overall project success. The success criteria are often formulated differently from a point of view of
each project stakeholder and it is important that they converge and do not knock the project out of its success space.

For a project as a whole, some of the most important risks and their exemplary consequences include:

o lack of user satisfaction — canceling a project, product rejection;

e poor product quality — high maintenance costs, product rejection, adversely affecting the developer reputation;

¢ missing the deadline — loss of business opportunity, troublesome social and political atmosphere;

e overrunning the budget — financial losses, project cancellation.

From the developer’s point of view there are some risks that reflect its particular concerns, like:

o lack of financial stability at the client, delays in payments,

e the client cannot be “convinced” that the product is satisfactory,

¢ inquisitive, nosy and demanding client.

On the other hand, there are also some risks that are related to the concerns that are specific for the customer, like:

o supplier is unreliable and does not fulfill its commitments,

» exaggerated financial demands of the supplier,

¢ the product is useless although meets most of the requirements,

e situation changes and there is no more money to finance (otherwise successful) project.

If we take a closer look on the above we can see that the risks perceived from the customer and developer perspectives can sometimes reflect particular
interests of the participating institutions that will not necessarily be willing to share them with the other side. This seems to be in conflict with the general
principle of information sharing and team approach to risk management. A right approach seems to be to apply a sort of “filter” that imposes some restrictions
on otherwise free information exchange during risk identification and assessment activities. Such a filter can be implemented by a dedicated security policy (see
Fig.1). The proposed risk assessment process and security policy are described in the subsequent sections.

A Software Project is always subjected to risk. Often the existence of risks in a Software Development system is identified late, and measures are taken to
mitigate the risks. Either the risks are covered and the Project is kept on track or in the worst case, the Project is dropped thus reducing too much of time and
money loss spent on the Project. There are always risks we know about and the risks which we are unaware of. For instance, if one of the team members is going
on a vacation for about 2-3 weeks and has informed prior, then the Project Manager can think of having an alternative, and ensures that the Project is in track. If
the risks are known, well ahead then ways and measures of overcoming the risk can be identified. But usually, the risks that arise in a typical Software Project
are unexpected. A few of the commonly occurring risks are discussed here:

CHANGING REQUIREMENTS

It’s obvious to expect a minor/major change in the Requirements obtained from the clients. While coming up with the initial plan, they may not be very clear on
how the system should be or it will look like with the requirements incorporated, but when they are shown a sample of the working model they might come up
with few suggestions which might look small from the “Change in Requirements” perspective, but, the same change might take few days to implement from the
developer point of view. The Project Manager has to make amendments to the requirement document, the design has to be done for it, the test cases for
testing this new change has to be written, the documentation team has to update their documents with the new changes and so on. Whenever a new change
comes in again the entire Life cycle is repeated again.

The best approach to adapt to changing requirements is to follow an iterative model where the working model is shown to the clients after every iteration. Each
iteration will be between 1-4 weeks. This helps to get immediate feedback or any changes the client wants in the screen can be easily communicated and the
developer can incorporate them in the next release. This way the changing requirements from the clients can be easily handled.

LACK OF SKILLS

The Project team may be new to the domain or may be experimenting a new technology. This might consume additional time for the Development process, thus
delaying not only the Development phase, but the subsequent phases that follow Development Phase. This can be avoided by either providing training to the
Development team before the commencement of the Development Phase or by having appropriate resources who have enough knowledge in the new stream.
FAULTY TECHNOLOGIES

Sometimes it so happens that the Development Team might have to work on a new technology that might have evolved very recently. In such cases it is not
advisable to prefer the technology without experimenting it. A part of the Development team can actually take one of the complex requirements and see if the
implementation is possible with the new technology. Rather than blindly taking up the new technology without knowing its pros and cons, its advisable to
develop a portion of the requirement in the new technology and check for its feasibility.

GOLD PLATING

Gold Plating is a term used to refer the requirements being made robust. For example, the client might have stated a simple requirement like designing a Logon
page. But the developer might think of providing some additional features in the page with the thought of providing a rich look to the very first page that every
end user is given access to. For designing and decorating the page the developer might consume some of his time which will ultimately result in a lag in the
Project Schedule.

UNREALISTIC PROJECT SCHEDULES

There are cases where the client might want to see the working model in a short span and thus might give the Project to a team which bids to give the System in
a time within which the Project cannot be completed. The Top Management will pressurize the Project Managers to give short deadlines, the Project Managers
in turn the Developers, thus ending up in a state where the Project cannot be delivered in the said deadlines. Hence one of the ways to mitigate risks is to
identify all the risks we are aware of and allocate some time to face any unexpected risks, The best approach is to identify all the risks, and check the probability
of the risk happening. Then this risk factor can be included in the Project Schedule by multiplying the loss by Probability. For example if one of the screens is
underestimated by the developer, and if the Project Manager feels that an additional 15 hours would be required to complete the task accurately, and if the
probability of the risk happening is 70%, then a delay of 10.5 hours (70 % probability * 15 hours) is introduced in the Project Schedule.
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RISK IDENTIFICATION

During the Risk Identification phase, one makes an inventory of potential risks that may have impact on the achievement of the predetermined objectives [36].
The phase starts with preparatory activities for the actual risk elicitation [30]. It continues with the actual risk elicitation using various techniques such as
brainstorming, interviews, scenario analysis, prototyping, and the like [12][30]. When doing it, one identifies risks, their consequences, effects, sources, root
causes, and categories [12]. Finally, one creates a risk list and circulates it around all the relevant stakeholders for possible complementary additions,
improvements, and confirmation.

The conditions of successful risk identification can be summarized as follows:

. providing a constantly open communication channel,

o involvement of all relevant viewpoints,

. application of diverse identification techniques,

. effective control of the scope,

. learning from the past (“memorizing” risk related information).

RISK ANALYSIS

During the Risk Analysis phase, one analyzes and prioritizes risks [3]. First, one analyzes each risk independently by studying the identified risk and assessing its
impact, probability, risk exposure and severity [36]. The analysis can be conducted using different techniques, e.g. matrices, decision trees and scenario analysis
[30]. One then groups and analyzes the related risks to facilitate their collective mitigation [30]. Afterwards, one consolidates the risk prioritization and creates a
top-priority risk list [3]. Based on the analysis results, one suggests a preliminary plan for managing each risk or risk group. Finally, the prioritized risk list is
circulated among the stakeholders for confirmation.

RISK MANAGEMENT PLANNING

In the Risk Management Planning phase, one creates concrete plans determining strategies, options, and actions relevant for managing the identified risks [12].
As depicted in Fig. 5, one starts the phase with studying the risk list, the analysis results, and the preliminary plan [30]. For each risk or risk group, one first
determines appropriate strategies [30], and then creates and documents the following three plans:

¢ Control and Monitoring Plan defining relevant measures or metrics for monitoring and controlling the risks [30],

 Risk Action Plan determining the actions to be used for treating a certain risk or risk group [36], and

e Contingency Plan specifying the actions to be taken in cases when severe risks turn into a serious problem [30].

One then combines all the three plans into one comprehensive Risk Management Plan [12]. To ensure that the identified risks get full attention, one prepares
contractual agreements, where each risk owner’s responsibilities are specified and agreed upon [30]. Finally, one circulates, updates and confirms the plan and
its related documentation.

RISK MONITORING AND CONTROL
In the Monitor and Control phase, one continuously monitors and controls the risks according to the risk management plan. One also continuously identifies new
risks. To make certain that risks are effectively monitored and controlled, one first ensures that there are risk monitoring procedures established. For each risk or
risk group, one then continuously monitors and records the status [30]. In cases when the status changes, one takes measures as specified in the plan. Finally,
one updates and records the risk status [12].

FIG.1: OVERVIEW OF RISK MANAGEMENT STEPS

Risk Identification

v
Risk Analysis

v
Risk Planning

v

Risk Monitoring and

Control

RISK MANAGEMENT CHECKLIST

This checklist is provided as to assist you in risk management.

1) Prepare the Detailed, Planned and documented approach to risk management.
2)  Select the experienced project manager for handling complex projects

3)  Get the top management approval for risk management

4)  Get the requirements well defined, understandable and stable.

5)  All the team members should aware of development disciplines.

6)  Prepare the resource planning from the beginning of the project

REASONS FOR PROJECT FAILURES

- Lack of user input

. Lack of resources

. Lack of user involvement

- Incomplete requirements and specifications

. Frequently changing requirements and specifications

REASONS FOR PROJECT SUCCESS

o Make everybody a winner in the project
. Identify and manage the risks
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. User Involvement

. Top Management support

o Clear Requirements

. Proper planning and estimating schedules

CONCLUSIONS

For developing successful software projects, we have to adapt the best minimization risk strategies. In this article we have listed the possible reasons for project
success and project failures. We prepared the risk management check list for completing the successful software projects. A risk for a project is a condition
whose occurrence is not certain but that can adversely affect the project. Risk management requires that risks be identified and prioritized and, that actions be
taken to minimize their impact. In this paper, we have seen how to identify and manage the risks that might affect the success of a project. Risk management is
concerned with assessing and prioritizing risks and drawing up plans for addressing those risks before they become problems. Many of the risks affecting
software projects can be reduced by allocating more experienced staff to those activities that are affected. Risk management is an excellent way to prepare for
daily challenges.

REFERENCES

[1] Ahern D., Clouse A., Turner R., CMMI Distilled. 2nd Ed.Addison-Wesley, Boston, MA, 2005.

[2] Beck K., Extreme Programming Explained: Embrace Change. 2nd Ed. Upper Sadle River, NJ, Addison-Wesley, 2004

[3] Boehm B., “Software Risk Management: Principles and Practices”. IEEE Software, Vol. 8 (1), 1991, pp. 32-41.

[4] Brown N., “Industrial-Strength Management Strategies”, IEEE Software, Vol. 13(4) , 1996, pp. 94-103.

[5] Carr M.J. et al., “Taxonomy-Based Risk Identification”. SEI Technical Report CMU/SEI-93-TR-006 ESC-TR-93-183, SEI/CMU, Pittsburg, PA, 1993.

[6] Charette R., “Software Engineering Risk Analysis and Management”, McGraw Hill, New York, NY, 1989.

[7] DeMarco T., “Risk Management for Software Projects”. The Atlantic Systems Guild, Camden, ME, 2004.

[8] Eclipse Process Framework (EPF), OpenUP Process. URL: http://www.eclipse.org/epf/. Accessed November 2007.

[9] European Cooperation for Space Standardization (ECSS), Space Project Management. URL: http://www.ecss.nl/. Accessed November 2007.

[10] Fairley, R., “Risk Management for Software Projects”. IEEE Software, Vol. 11 (3), 1994, pp. 57-67.

[11] Hulett D.T., “Key Characteristics of a Mature Risk Management Process”. Proc. of the European Project Management Conf./PMI Europe, 2001.

[12] IEEE 1540, IEEE 1540 Standard for Lifecycle Processes-Risk Management. |IEEE, New York, NY, 2001.

[13] IEEE Software, “Managing Risk” (special issue). IEEE Software, Vol.14 (3), 1997.

[14] Institute of Risk Management, Association of Insurance and Risk Managers, National Forum for Risk Management in the Public Sector, A Risk Management
Standard. IRM, UK, 2002.

[15] International Aerospace Quality Group (IAQG), UNE: EN 9100:2003 Quality Management Systems-Aerospace-Requirements (2003). URL:
http://www.iaqg.sae.org/iaqg/publications/standards.htm. Accessed December 2007.

[16] International Electrotechnical Commission (IEC), IEC 61508 Functional Safety of Electrical/Electronic/Programmable Electronic Safety-related Systems. IEC,
Switzerland, 1998.

[17] International Standardisation Organzation (ISO), ISO/IEC Guide 73Risk management-Vocabulary-Guidelines for use in standards. ISO, Switzerland, 2002.

[18] International Standardisation Organzation (ISO), ISO 9000:2005 Quality management systems-Fundamentals and vocabulary. 1SO, Switzerland, 2005.

[19] International Standardisation Organzation (ISO), ISO 9001:2000 for Quality management. 1SO, Switzerland, 2000.

[20] Jones C., Patterns of Software Systems Failure and Success. Boston, MA, International Thomson Computer Press, 1995.

[21] Microsoft, “Microsoft Solutions Framework-MSF Risk Management Discipline”. URL: http://www.microsoft.com/technet//solutionaccelerators/msf/default.
m spx. Accessed November 2007.

[22] Jones C., Patterns of Software Systems Failure and Success. Boston, MA, International Thomson Computer Press, 1995.

[23] Na K. et al., “Software Development Risk and Project Performance Measurement: Evidence in Korea.” The Journal of Systems and Software, Vol. 80, 2007,
pp. 596-605.

[24] Nidumolu, S., “The Effect of Coordination and Uncertainty on Software Project Performance: Residual Risk as an International variable”. Information System
Research Vol. 6(3), 1995, pp. 191-219.

[25] Nyfjord J. and Kajko-Mattsson M., “Commonalities in Risk Management and Agile Process Models”. Proc. of 2nd Int. Conf. on Software Engineering
Advances, France, 2007.

[26] Nyfjord J. and Kajko-Mattsson M., “Communicating Risk Information in Agile and Traditional Environments”. Procedings of 33rd Euromicro Conference on
Software Engineering and Advanced Applications, 2007.

[27] Nyfjord and Kajko-Mattsson, “Degree of Agility in Pre-Implementation Process Phases”. Accepted at the 19th Australian Software Engineering Conference,
Australia, March 2008.

[28] Nyfjord J. and Kajko-Mattsson M., “Software Risk Management: Practice Contra Standard Models”. Technical Report, Department of Computer and Systems
Sciences, Stockholm University/KTH, Sweden, 2008.

[29] Pearson N., “How Governance and Risk Management Enables Greater Innovation and Business Value from Information Technologies”. URL: ftp://ftp
.software.ibm.com/software/tivoli/presentation/GRM_UN_Presentation.pdf. Accessed November 2007.

[30] Project Management Institute, A Guide to the Project Management Body of Knowledge (PMBoK), 3rd Ed. ANSI/PMI 99-001-2004, PMI, Newton Square, PA,
2004.

[31] Quest Forum, TL900O Telecom Total Quality System. Quest Forum. URL: http://www.tI9000.org/tl_all-docs.htm. Accessed November 2007.

[32] Robson C., Real World Research. Blackwell Publishing, 2002.

[33] Ropponen J. and Lyytinen K., “Components of Software Development Risk: How to Address Them? A Project Manager Survey”. |IEEE Transactions on
Software Engineering, Vol. 26 (2), 2000, pp. 98-112.

[34] SAP, “SAP Solutions for Governance, Risk, and Compliance: SAP GRC Risk Management”. URL: http://www.sap.com/solutions/grc/riskmanagement/
index.epx. Accessed December 2007.

[35] Spanish Ministry of Defence (DGAM), “PECAL/AQAP-160 Airborne systems embedded SW developed by engineering organizations of EADS-CASA”.
URL:http://www.calidaddelsoftware.com/documentos/11%20Semana %20CMMI/03-%20EADS-CASA.pdf. Accessed November 2007.

[36] Standards Australia and New Zealand, Australian/New Zealand Standard Risk Management AS/NZS 4360:2004. 3rd Ed., Standards Australia/New Zealand,
2004.

[37] Software Engineering Institute/Carnegie Mellon University (CMU/SEI), “Risk Management”. URL: http://www.sei.cmu.edu/risk/main.html. Accessed Nov
2007.

[38] Standards Australia and New Zealand, Australian/New Zealand Standard Risk Management AS/NZS 4360:2004. 3rd Ed., Stds Australia/New Zealand, 2004.
[39] Wallace L. and Keil M., “Software Project Risks and Their Effect on Outcomes. Communications of the ACM Vol. 47(4), 2004, pp. 68-73.

[40] Walker R., Applied Qualitative Research, Gower Publishing Company Ltd, 1985.

[41] Williams R. et al., “Software Risk Evaluation (SRE) Method Description (Version 2.0)”. Technical Report CMU/SEI-99-TR-029, SEI/CMU, Pittsburg, PA, 1999.
[42] Zdravkovic J., Process Integration for the Extended Enterprise, Doctoral Thesis in Computer and Systems Sciences. Royal Institute of Technology, Sweden,
2007

INTERNATIONAL JOURNAL OF RESEARCH IN COMPUTER APPLICATION & MANAGEMENT

A Monthly Double-Blind Peer Reviewed Refereed Open Access International e-Journal - Included in the International Serial Directories
WWWw.ijrcm.org.in

22



VoLUME No. 2 (2012), I ssue No. 3 (MARCH) I SSN 2231-1009

REQUEST FOR FEEDBACK

Dear Readers

At the very outset, International Journal of Research in Computer Application and Management (IJRCM)

acknowledges & appreciates your efforts in showing interest in our present issue under your kind perusal.

| would like to request you to supply your critical comments and suggestions about the material published
in this issue as well as on the journal as a whole, on our E-mails i.e. infoijrcm@gmail.com or

info@ijrcm.org.in for further improvements in the interest of research.

If you have any queries please feel free to contact us on our E-mail infoijrcm@gmail.com.

| am sure that your feedback and deliberations would make future issues better — a result of our joint

effort.

Looking forward an appropriate consideration.

With sincere regards

Thanking you profoundly

Academically yours

Sd/-

Co-ordinator

INTERNATIONAL JOURNAL OF RESEARCH IN COMPUTER APPLICATION & MANAGEMENT 23

A Monthly Double-Blind Peer Reviewed Refereed Open Access International e-Journal - Included in the International Serial Directories
WWWw.ijrcm.org.in



VoLUME No. 2 (2012), I ssue No. 3 (MARCH) I SSN 2231-1009

ABOUT THE JOURNAL

In this age of Commerce, Economics, Computer, |.T. & Management and cut throat
competition, a group of intellectuals felt the need to have some platform, where young
and budding managers and academicians could express their views and discuss the
problems among their peers. This journal was conceived with this noble intention in view.
This journal has been introduced to give an opportunity for expressing refined and
innovative ideas in this field. It is our humble endeavour to provide a springboard to the
upcoming specialists and give a chance to know about the latest in the sphere of research
and knowledge. We have taken a small step and we hope that with the active co-
operation of like-minded scholars, we shall be able to serve the society with our humble

efforts.

[T

INTERNATIONAL JOURMAL OF RESEARCH IN
COMMERCE, IT & MANAGEMENT

3

VRCAy

INTERNATIONAL JOURNAL OF RESEARCH IN COMPUTER APPLICATION & MANAGEMENT I

A Monthly Double-Blind Peer Reviewed Refereed Open Access International e-Journal - Included in the International Serial Directories
WWWw.ijrcm.org.in



