VoLUME No. 2 (2012), I ssue No. 4 (APRIL) I SSN 2231-1009

INTERNATIONAL JOURNAL OF RESEARCH IN
COMPUTER APPLICATION & MANAGEMENT

A Monthly Double-Blind Peer Reviewed Refereed Open Access International e-Journal - Included in the International Serial Directories
Indexed & Listed at:
Ulrich's Periodicals Directory ©, ProQuest, U.S.A., EBSCO Publishing, U.S.A., Cabell’s Directories of Publishing Opportunities, U.S.A.
as well as in
Registered & Listed at: Index Copernicus Publishers Panel, Poland
Circulated all over the world & Google has verified that scholars of more than Hundred & Thirty Two countries/territories are visiting our journal on regular basis.
Ground Floor, Building No. 1041-C-1, Devi Bhawan Bazar, JAGADHRI — 135 003, Yamunanagar, Haryana, INDIA

WWW.ijrcm.org.in



VoLUME No. 2 (2012), I ssue No. 4 (APRIL) I SSN 2231-1009

CONTENTS

TITLE & NAME OF THE AUTHOR (S) Page N.

1. |INTERNATIONAL STUDENT COLLABORATION AND EXPERIENTIAL EXERCISE PROJECTS AS A PROFESSIONAL, INTER-PERSONAL AND 1
INTER-INSTITUTIONAL NETWORKING PLATFORM
JOSE G. VARGAS-HERNANDEZ, DR. ADRIAN DE LEON-ARIAS, DR. ANDRES VALDES-ZEPEDA & DR. VICTOR MANUEL CASTILLO-GIRON

2. | AN EMPIRICAL STUDY ON MARKETING OF GADWAL SARIS IN INDIA 10
DR. K.V. ACHALAPATHI, PREETI SHRIVASTAVA & SHAILAJA BANGARI

3. | IDENTIFYING THE FACTORS EFFECTIVE ON ORGANIZATIONAL INNOVATION IN SERVICES 17
MOSTAFA ALIMIRI, MOHAMMAD HASSAN MOBARAKI & FATEMEH MOHEBBI FAR

4. | THE EFFECT OF INDIVIDUALITY AND POWER DISTANCE ON INCOME SMOOTHING 22
SEYED HOSSEIN HOSSEINI & MOHAMADREZA ABDOLI

5. | MANAGEMENT OF ELECTRICITY POWER SUPPLY IN DELTA AND EDO STATES OF NIGERIA: PROBLEMS AND PROSPECTS 26
ANTHONY A. JEWERE

6. |EMOTIONAL INTELLIGENCE AND ITS IMPACT ON TASK PERFORMANCE AND CONTEXTUAL PERFORMANCE 32
U.W.M.R. SAMPATH KAPPAGODA

7. | THE RELATIONS BETWEEN CASH MANAGEMENT POLICIES AND PROFITABILITY OF SMEs IN KANO 37

DR. MUHAMMAD AMINU ISA

8. | ACCELERATED LEARNING SOLUTIONS (ALS) — A MODEL FOR LEARNING ON THE JOB & PRODUCTIVITY ENHANCEMENT OF FRESH 40
ENGINEERING GRADUATES THROUGH TITP (TELECOM INDUSTRY TRAINING AND PLACEMENT)
SREENIVASAN RAM, SUDHIR WARIER & LRK KRISHNAN

9. | RURAL E-BANKING: A TECHNICAL FRAMEWORK USING MOBILE TERMINALS 47
DR. V. B. AGGARWAL, DEEPTI SHARMA & ARCHANA B. SAXENA

10. | BIOMETRIC SECURITY IN MOBILE BANKING 52
S. T. BHOSALE & DR. B. S. SAWANT

11. |SPIRITUAL INTELLIGENCE — A CHANGE MANAGEMENT STUDY 56
MADHUSUDAN.V & DR. NAGALINGAPPA.G

12. |INTEGRATED RELIABILITY MODEL AND FAILURE MODES EFFECTS & CRITICALITY ANALYSIS FOR OPTIMUM RELIABILITY 59
K. S. LAKSHMINARAYANA & Y. VIJAYA KUMAR

13. | FACTOR ANALYSIS OF DEFECTS IN SOFTWARE ENGINEERING 65
DR. SEETHARAM.K, LAXMI B RANANAVARE & CHANDRAKANTH G PUJARI

14. | CONCERNS FOR SECURITY IN MIGRATING TO CLOUD COMPUTING 67
NITASHA HASTEER, DR. ABHAY BANSAL & TANYA SHARMA

15. | PREDOMINANCE OF TRADITIONAL SECTOR IN UNORGANISED MANUFACTURING OF INDIA 70

DR. NEERU GARG

16. | THE INSIGHT VIEW OF QUALITY OF WORK LIFE: A STUDY ON THE EMPLOYEES OF PUBLIC SECTOR AND PRIVATE SECTOR BANKS IN 73
TIRUNELVELI DISTRICT
A. MADHU, T. RITA REBEKAH & DR. R. MOHAN KUMAR

17. | DATA MINING FOR MOVING OBJECT DATA 78
VOORE SUBBA RAO & DR. VINAY CHAVAN

18. |ECONOMIC TOURISM MANAGEMENT: AN APPLIED S.H.G. MODELING THROUGH CASE ANALYSIS OF ELLORA CAVES & 81
DAULATABAD FORT — AN INDIAN APPROACH
DR. S. P. RATH, DR. BISWAJIT DAS, SATISH JAYARAM & MEENA SINHA

19. | IMAGE RETRIEVAL USING CONTENT OF IMAGE 87
PREETI MISHRA & AVINASH DHOLE

20. |FACTORS INFLUENCING COMPANY VALUATION: AN EMPIRICAL ASSESSMENT OF THE INDIAN CORPORATE SECTOR 90
DR. KAUSHIK CHAKRABORTY & NILANJAN RAY

21. | CHRONOLOGICAL STUDY ON POSITIONING WITH EMPHASIS ON MALLS 94
SURESH SANNAPU & NRIPENDRA SINGH

22. |CYBER ATTACK MODELING AND REPLICATION FOR NETWORK SECURITY 98
B.VENKATACHALAM & S. CHRISTY

23. | WORKING CAPITAL MANAGEMENT OF HUL — A CASE STUDY 102
SOMNATH DAS

24. | A STRATEGIC FRAMEWORK TOWARDS INDIAN RURAL RETAIL INDUSTRY IN THIS COMPETITIVE ERA 107
URVASHI GUPTA

25. | EVALUATION OF THE PERFORMANCE OF TRAINING PROGRAM AT CARBORUNDUM UNIVESAL LIMITED, RANIPET 112
R. GEETHA & DR. A. DUNSTAN RAJKUMAR

26. | QUALITY DATA REPRESENTATION IN WEB PORTAL — A CASE STUDY 117
S. CHRISTY, S. BRINTHA RAJAKUMARI & DR. M. SURYAKALA

27. | PERFORMANCE ANALYSIS OF FIRE ALARM SYSTEM BASED ON WIRELESS SENSOR NETWORKS USING NS-2 120
B. RAJESH, D. UPENDER & K. SRINIVAS

28. | COMPARISON AND ANALYSIS OF WIRELESS NETWORKS FOR HEALTH CARE TELEMONITORING SYSTEM 125
KANTA JANGRA & KAVITA DUA

29. |ECO-FRIENDLY MARKETING AND CONSUMER BUYING BEHAVIOR: AN EMPIRICAL STUDY 131
ADIL ZIA

30. |APROPOSED FRAMEWORK FOR AUTO REGULATED MIGRATING PARALLEL CRAWLER 136
VISHAL, SUBHASH CHANDER & NEELAM
REQUEST FOR FEEDBACK 140

INTERNATIONAL JOURNAL OF RESEARCH IN COMPUTER APPLICATION & MANAGEMENT

A Monthly Double-Blind Peer Reviewed Refereed Open Access International e-Journal - Included in the International Serial Directories
WWWw.ijrcm.org.in




VoLUME No. 2 (2012), I ssue No. 4 (APRIL) I SSN 2231-1009

CHIEF PATRON

PROF. K. K. AGGARWAL
Chancellor, Lingaya’s University, Delhi
Founder Vice-Chancellor, Guru Gobind Singh Indraprastha University, Delhi
Ex. Pro Vice-Chancellor, Guru Jambheshwar University, Hisar

PATRON
SH. RAM BHAJAN AGGARWAL
Ex. State Minister for Home & Tourism, Government of Haryana
Vice-President, Dadri Education Society, Charkhi Dadri
President, Chinar Syntex Ltd. (Textile Mills), Bhiwani

CO-ORDINATOR,
MOHITA
Faculty, Yamuna Institute of Engineering & Technology, Village Gadholi, P. O. Gadhola, Yamunanagar

ADVISORS
DR. PRIYA RANJAN TRIVEDI
Chancellor, The Global Open University, Nagaland
PROF. M. S. SENAM RAJU
Director A. C. D., School of Management Studies, 1.G.N.O.U., New Delhi
PROF. S. L. MAHANDRU
Principal (Retd.), Maharaja Agrasen College, Jagadhri

EDITOR.

PROF. R. K. SHARMA
Professor, Bharti Vidyapeeth University Institute of Management & Research, New Delhi

CO-EDITOR.

MOHITA
Faculty, Yamuna Institute of Engineering & Technology, Village Gadholi, P. O. Gadhola, Yamunanagar

EDITORIAL ADVISORY BOARD
DR. RAJESH MODI
Faculty, Yanbu Industrial College, Kingdom of Saudi Arabia
PROF. PARVEEN KUMAR
Director, M.C.A., Meerut Institute of Engineering & Technology, Meerut, U. P.
PROF. H. R. SHARMA
Director, Chhatarpati Shivaji Institute of Technology, Durg, C.G.
PROF. MANOHAR LAL
Director & Chairman, School of Information & Computer Sciences, I.G.N.O.U., New Delhi
PROF. ANIL K. SAINI
Chairperson (CRC), Guru Gobind Singh I. P. University, Delhi
PROF. R. K. CHOUDHARY
Director, Asia Pacific Institute of Information Technology, Panipat
DR. ASHWANI KUSH
Head, Computer Science, University College, Kurukshetra University, Kurukshetra

INTERNATIONAL JOURNAL OF RESEARCH IN COMPUTER APPLICATION & MANAGEMENT

A Monthly Double-Blind Peer Reviewed Refereed Open Access International e-Journal - Included in the International Serial Directories
WWWw.ijrcm.org.in



VoLUME No. 2 (2012), I ssue No. 4 (APRIL) I SSN 2231-1009

DR. BHARAT BHUSHAN
Head, Department of Computer Science & Applications, Guru Nanak Khalsa College, Yamunanagar
DR. VIJAYPAL SINGH DHAKA
Dean (Academics), Rajasthan Institute of Engineering & Technology, Jaipur
DR. SAMBHAVNA
Faculty, L.L.T.M., Delhi
DR. MOHINDER CHAND
Associate Professor, Kurukshetra University, Kurukshetra
DR. MOHENDER KUMAR GUPTA
Associate Professor, P. J. L. N. Government College, Faridabad
DR. SAMBHAYV GARG
Faculty, M. M. Institute of Management, Maharishi Markandeshwar University, Mullana
DR. SHIVAKUMAR DEENE
Asst. Professor, Dept. of Commerce, School of Business Studies, Central University of Karnataka, Gulbarga
DR. BHAVET
Faculty, M. M. Institute of Management, Maharishi Markandeshwar University, Mullana

ASSOCIATE EDITORS

PROF. ABHAY BANSAL
Head, Department of Information Technology, Amity School of Engineering & Technology, Amity University, Noida
PROF. NAWAB ALI KHAN
Department of Commerce, Aligarh Muslim University, Aligarh, U.P.

DR. ASHOK KUMAR

Head, Department of Electronics, D. A. V. College (Lahore), Ambala City

ASHISH CHOPRA

Sr. Lecturer, Doon Valley Institute of Engineering & Technology, Karnal

SAKET BHARDWAJ
Lecturer, Haryana Engineering College, Jagadhri

TECHNICAL ADVISORS
AMITA
Faculty, Government M. S., Mohali
MOHITA
Faculty, Yamuna Institute of Engineering & Technology, Village Gadholi, P. O. Gadhola, Yamunanagar

FINANCIAL ADVISORS
DICKIN GOYAL
Advocate & Tax Adviser, Panchkula
NEENA
Investment Consultant, Chambaghat, Solan, Himachal Pradesh

LEGAL ADVISORS
JITENDER S. CHAHAL
Advocate, Punjab & Haryana High Court, Chandigarh U.T.
CHANDER BHUSHAN SHARMA
Advocate & Consultant, District Courts, Yamunanagar at Jagadhri

SUPERINTENDENT

SURENDER KUMAR POONIA

INTERNATIONAL JOURNAL OF RESEARCH IN COMPUTER APPLICATION & MANAGEMENT

A Monthly Double-Blind Peer Reviewed Refereed Open Access International e-Journal - Included in the International Serial Directories
WWWw.ijrcm.org.in

iv



VoLUME No. 2 (2012), I ssue No. 4 (APRIL) I SSN 2231-1009

CALL FOR MANUSCRIPTS

We invite unpublished novel, original, empirical and high quality research work pertaining to recent developments & practices in the area of
Computer, Business, Finance, Marketing, Human Resource Management, General Management, Banking, Insurance, Corporate Governance
and emerging paradigms in allied subjects like Accounting Education; Accounting Information Systems; Accounting Theory & Practice; Auditing;
Behavioral Accounting; Behavioral Economics; Corporate Finance; Cost Accounting; Econometrics; Economic Development; Economic History;
Financial Institutions & Markets; Financial Services; Fiscal Policy; Government & Non Profit Accounting; Industrial Organization; International
Economics & Trade; International Finance; Macro Economics; Micro Economics; Monetary Policy; Portfolio & Security Analysis; Public Policy
Economics; Real Estate; Regional Economics; Tax Accounting; Advertising & Promotion Management; Business Education; Management
Information Systems (MIS); Business Law, Public Responsibility & Ethics; Communication; Direct Marketing; E-Commerce; Global Business;
Health Care Administration; Labor Relations & Human Resource Management; Marketing Research; Marketing Theory & Applications; Non-
Profit Organizations; Office Administration/Management; Operations Research/Statistics; Organizational Behavior & Theory; Organizational
Development; Production/Operations; Public Administration; Purchasing/Materials Management; Retailing; Sales/Selling; Services; Small
Business Entrepreneurship; Strategic Management Policy; Technology/Innovation; Tourism, Hospitality & Leisure; Transportation/Physical
Distribution; Algorithms; Artificial Intelligence; Compilers & Translation; Computer Aided Design (CAD); Computer Aided Manufacturing;
Computer Graphics; Computer Organization & Architecture; Database Structures & Systems; Digital Logic; Discrete Structures; Internet;
Management Information Systems; Modeling & Simulation; Multimedia; Neural Systems/Neural Networks; Numerical Analysis/Scientific
Computing; Object Oriented Programming; Operating Systems; Programming Languages; Robotics; Symbolic & Formal Logic and Web Design.
The above mentioned tracks are only indicative, and not exhaustive.

Anybody can submit the soft copy of his/her manuscript anytime in M.S. Word format after preparing the same as per our submission
guidelines duly available on our website under the heading guidelines for submission, at the email addresses: infoijrcm@gmail.com or

info@ijrcm.org.in.

GUIDELINES FOR SUBMISSION OF MANUSCRIPT

1 COVERING LETTER FOR SUBMISSION:

DATED:
THE EDITOR
IJRCM

Subject: ~ SUBMISSION OF MANUSCRIPT IN THE AREA OF

(e.g. Finance/Marketing/HRM/General Management/Economics/Psychology/Law/Computer/IT/Engineering/Mathematics/other, please specify)

DEAR SIR/MADAM

Please find my submission of manuscript entitled ‘ ' for possible publication in your journals.

| hereby affirm that the contents of this manuscript are original. Furthermore, it has neither been published elsewhere in any language fully or partly, nor is it
under review for publication elsewhere.

| affirm that all the author (s) have seen and agreed to the submitted version of the manuscript and their inclusion of name (s) as co-author (s).

Also, if my/our manuscript is accepted, I/We agree to comply with the formalities as given on the website of the journal & you are free to publish our
contribution in any of your journals.

NAME OF CORRESPONDING AUTHOR:

Designation:

Affiliation with full address, contact numbers & Pin Code:
Residential address with Pin Code:

Mobile Number (s):

Landline Number (s):

E-mail Address:

Alternate E-mail Address:

NOTES:

a)  The whole manuscript is required to be in ONE MS WORD FILE only (pdf. version is liable to be rejected without any consideration), which will start from
the covering letter, inside the manuscript.

b)  The sender is required to mention the following in the SUBJECT COLUMN of the mail:
New Manuscript for Review in the area of (Finance/Marketing/HRM/General Management/Economics/Psychology/Law/Computer/IT/
Engineering/Mathematics/other, please specify)

c)  Thereis noneed to give any text in the body of mail, except the cases where the author wishes to give any specific message w.r.t. to the manuscript.

d)  The total size of the file containing the manuscript is required to be below 500 KB.

e)  Abstract alone will not be considered for review, and the author is required to submit the complete manuscript in the first instance.

f) The journal gives acknowledgement w.r.t. the receipt of every email and in case of non-receipt of acknowledgment from the journal, w.r.t. the submission
of manuscript, within two days of submission, the corresponding author is required to demand for the same by sending separate mail to the journal.

2. MANUSCRIPT TITLE: The title of the paper should be in a 12 point Calibri Font. It should be bold typed, centered and fully capitalised.

3. AUTHOR NAME (S) & AFFILIATIONS: The author (s) full name, designation, affiliation (s), address, mobile/landline numbers, and email/alternate email
address should be in italic & 11-point Calibri Font. It must be centered underneath the title.

4, ABSTRACT: Abstract should be in fully italicized text, not exceeding 250 words. The abstract must be informative and explain the background, aims, methods,
results & conclusion in a single para. Abbreviations must be mentioned in full.

INTERNATIONAL JOURNAL OF RESEARCH IN COMPUTER APPLICATION & MANAGEMENT

A Monthly Double-Blind Peer Reviewed Refereed Open Access International e-Journal - Included in the International Serial Directories
WWWw.ijrcm.org.in

v



VoLUME No. 2 (2012), I ssue No. 4 (APRIL) I SSN 2231-1009

5. _: Abstract must be followed by a list of keywords, subject to the maximum of five. These should be arranged in alphabetic order separated by
commas and full stops at the end.

6. _: Manuscript must be in BRITISH ENGLISH prepared on a standard A4 size PORTRAIT SETTING PAPER. It must be prepared on a single space and
single column with 1” margin set for top, bottom, left and right. It should be typed in 8 point Calibri Font with page numbers at the bottom and centre of every
page. It should be free from grammatical, spelling and punctuation errors and must be thoroughly edited.

7. _: All the headings should be in a 10 point Calibri Font. These must be bold-faced, aligned left and fully capitalised. Leave a blank line before each
heading.

8. _: All the sub-headings should be in a 8 point Calibri Font. These must be bold-faced, aligned left and fully capitalised.

9. _: The main text should follow the following sequence:
INTRODUCTION

REVIEW OF LITERATURE
NEED/IMPORTANCE OF THE STUDY
STATEMENT OF THE PROBLEM
OBJECTIVES

HYPOTHESES

RESEARCH METHODOLOGY
RESULTS & DISCUSSION

FINDINGS
RECOMMENDATIONS/SUGGESTIONS
CONCLUSIONS

SCOPE FOR FURTHER RESEARCH
ACKNOWLEDGMENTS

REFERENCES
APPENDIX/ANNEXURE

It should be in a 8 point Calibri Font, single spaced and justified. The manuscript should preferably not exceed 5000 WORDS.

10. _: These should be simple, crystal clear, centered, separately numbered & self explained, and titles must be above the table/figure. Sources
of data should be mentioned below the table/figure. It should be ensured that the tables/figures are referred to from the main text.

11. _: These should be consecutively numbered in parentheses, horizontally centered with equation number placed at the right.

12. _: The list of all references should be alphabetically arranged. The author (s) should mention only the actually utilised references in the preparation

of manuscript and they are supposed to follow Harvard Style of Referencing. The author (s) are supposed to follow the references as per the following:

. All works cited in the text (including sources for tables and figures) should be listed alphabetically.
4 Use (ed.) for one editor, and (ed.s) for multiple editors.
4 When listing two or more works by one author, use --- (20xx), such as after Kohl (1997), use --- (2001), etc, in chronologically ascending order.
4 Indicate (opening and closing) page numbers for articles in journals and for chapters in books.
o The title of books and journals should be in italics. Double quotation marks are used for titles of journal articles, book chapters, dissertations, reports, working
papers, unpublished material, etc.
4 For titles in a language other than English, provide an English translation in parentheses.
4 The location of endnotes within the text should be indicated by superscript numbers.
PLEASE USE THE FOLLOWING FOR STYLE AND PUNCTUATION IN REFERENCES:
BOOKS
4 Bowersox, Donald J., Closs, David J., (1996), "Logistical Management." Tata McGraw, Hill, New Delhi.
i Hunker, H.L. and A.J. Wright (1963), "Factors of Industrial Location in Ohio" Ohio State University, Nigeria.
CONTRIBUTIONS TO BOOKS
. Sharma T., Kwatra, G. (2008) Effectiveness of Social Advertising: A Study of Selected Campaigns, Corporate Social Responsibility, Edited by David Crowther &

Nicholas Capaldi, Ashgate Research Companion to Corporate Social Responsibility, Chapter 15, pp 287-303.
JOURNAL AND OTHER ARTICLES

4 Schemenner, R.W., Huber, J.C. and Cook, R.L. (1987), "Geographic Differences and the Location of New Manufacturing Facilities," Journal of Urban Economics,
Vol. 21, No. 1, pp. 83-104.

CONFERENCE PAPERS

4 Garg, Sambhav (2011): "Business Ethics" Paper presented at the Annual International Conference for the All India Management Association, New Delhi, India,
19-22 June.

UNPUBLISHED DISSERTATIONS AND THESES

4 Kumar S. (2011): "Customer Value: A Comparative Study of Rural and Urban Customers," Thesis, Kurukshetra University, Kurukshetra.

ONLINE RESOURCES

i Always indicate the date that the source was accessed, as online resources are frequently updated or removed.

WEBSITE

o Garg, Bhavet (2011): Towards a New Natural Gas Policy, Political Weekly, Viewed on January 01, 2012 http://epw.in/user/viewabstract.jsp

INTERNATIONAL JOURNAL OF RESEARCH IN COMPUTER APPLICATION & MANAGEMENT

A Monthly Double-Blind Peer Reviewed Refereed Open Access International e-Journal - Included in the International Serial Directories
WWWw.ijrcm.org.in

Vi



VoLUME No. 2 (2012), I ssue No. 4 (APRIL) I SSN 2231-1009
CONCERNS FOR SECURITY IN MIGRATING TO CLOUD COMPUTING

NITASHA HASTEER
ASST. PROFESSOR
DEPARTMENT OF I.T.
AMITY SCHOOL OF ENGINEERING & TECHNOLOGY
AMITY UNIVERSITY
NOIDA

DR. ABHAY BANSAL
PROFESSOR & HEAD
DEPARTMENT OF I.T.
AMITY SCHOOL OF ENGINEERING & TECHNOLOGY
AMITY UNIVERSITY
NOIDA

TANYA SHARMA
B. TECH (IT) STUDENT
DEPARTMENT OF I.T.
AMITY SCHOOL OF ENGINEERING & TECHNOLOGY
AMITY UNIVERSITY
NOIDA

ABSTRACT

Cloud Computing is slowly and steadily becoming the foundation of many corporate dealings. Organisations are trending towards migrating its data and
applications onto cloud technology because of the perks being offered by using this remotely-hosted service. Though, cloud computing has been around since
mid-2000, it has only become popular now with two internet giants establishing themselves in the field of remote-computing — Google and Amazon. “With great
power, comes great responsibility” fits appropriately to this situation, as cloud computing along with being a popular service is also a major concern for the
security of the enterprise’s data. Thus, it is necessary to delve deep into the various security issues put up regarding the cloud platform and find a way to tackle
them. This paper focuses on the security breaches to sensitive data in the Cloud Computing Environment. It highlights the concerns of the major giants rapidly
reaping the benefits of this technology.

KEYWORDS

Analysis of Platforms; Cloud Computing; Security Concerns.

INTRODUCTION

loud Computing is the emerging technology which maintains its focus on providing and sharing virtualized and highly available computing resources ,i.e,
networks , servers , applications and data, among a group of cloud users . The two main entities of the cloud architecture [1] are —

. Cloud Provider — who works on distributing cloud services, as on demand, and collecting as well as maintaining data from various users in data centres.

. Cloud User — who sends data to Cloud Provider and also requests for either of the cloud services.

Many people are still not aware of the services provided by the cloud platform. If you are an enterprise and are currently hosting a large number of applications
via internet, then your monetary resources required for server storage [2], computers processing for the requests coming from the users, electricity needed to
run those computers, physical storage space such as an office is required for the purpose of hosting these applications on web. Also, employee would be
required to handle the computer equipment and for proper functioning of the service. Problem also arises when a customer requests for a certain application
which requires a different operating system than installed in the computer. In that case, you would be required to have more computers than required with a
different OS on each system. But with the use of cloud computing and virtualization technology, the user can access the only server of the enterprise by the use
of virtual machines, where several users are under the impression that they are working on a remote server. These users take the services provided by the cloud
on a pay per use basis [3] instead of splashing lots of money on resources alone. Since, the location of the remote server is unknown to the cloud users, they
have collectively termed it as “cloud’.

Cloud computing service framework [4] is categorized in following:

. Infrastructure as a Service (laaS) — For providing hardware infrastructure services like disk storage, virtual servers, etc.

. Platform as a Service (PaaS) — Provides development platforms on cloud for user’s application.

. Software as a Service (SaaS) — Offers software services on cloud, on a pay per use basis.

Various virtual machines are deployed on a single server, from where cloud users can use and pay for the services they may take and need not worry about the
budget overheads such as data storage and infrastructure. It is possible for the security concerns and threats to arise because of various parameters, some being
- use of virtual machines[5] instead of physical systems , organisation losing its control over Information Technology(IT) infrastructure and letting a third party
have complete access to it , and most importantly , all processing and computing being done on a single physical remote server.

SECURITY CONCERNS

Some security concerns which will require attention are as follows —

1. A huge amount of data is being transferred from virtual machines to the remote server and vice-versa. In this case, it is important to keep a check on
various malicious users who may breach the security and pose a threat to the authenticity of data, raising questions about security isolation in cloud
environment.

2.  Storing data collected from every cloud user onto a single physical remote server gives way to a huge responsibility to the cloud provider, as he is entitled
to ensure the integrity and availability of their data and thus, prevent it from any loss. Therefore, it is up to the cloud provider to safeguard his system
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against any data lock-in [6] and if in case it suffers from data loss, it may be well equipped with data recovery mechanisms. Relying on data which may be
lost may lead to loss of trust on user’s end and heavy financial losses to the organisation. The legalities [7] of data are also challenged. Thus, it is necessary
to keep it safe from data leakage and data loss [7] [3].

3. One major concern that constantly bugs the cloud management is ensuring privacy against unauthorised users to access the information and modify it
without the knowledge of owners. For this, many security mechanisms like firewalls, intrusion detection and prevention systems are used and rational use
of filters [8] is made. But what if the malicious user is on the same side of firewall instead of being outside it???? Such an action would wreak havoc on
company’s market image, increase monetary losses and losses incurred due to low or no productivity [9]. Also it is recommended [9] that strict verification
of cloud employees is done and their work is kept transparent.

4.  Any person with a valid payment option such as [10] credit or debit cards is eligible to use the services of cloud. Therefore, no authentication is checked at
the user level which provides various hackers and cyber criminals a chance to attack cloud users and vendors. Cloud Security Alliance[10] have proposed
the key areas of security issues as hosting unauthenticated & modified data, denial of service(DOS) attack, and password and key cracking and so on. Some
of the major causes due to which these attacks are possible are poor validation of users during registration and lack of mechanisms to monitor and prevent
fraud from provider’s end.

5. Anaccount is provided to the employee for the sole purpose of efficient management of data and services by the employee for the organisation. Account
protection should be the foremost requirement, so as to protect important credentials and information of the employee. But, the cloud computing
environment is prone to various Account Hijacking [11] techniques. Attackers, by the means of gaining account credentials, can malign the industry image
of that employee as well as use his account to access critical areas [11] of the deployed cloud. This concern calls for an urgent implementation of various
risk analysis, assessment and management [12] techniques and deploy systems that provide quick response to any unauthorised activity that is identified
within the organisation’s system.

6. The basic need for a cloud arises in order to maintain and share your data in the form of application interfaces with other cloud users. These applications
are developed and monitored by various organisations in order to serve the user’s needs with multiple services. Thus, the responsibility to secure these
interfaces [7] rests with these organisations and third-party agencies [7]. Developing the APIs on a simple security structure poses threat and arise
information related risks in organisations, therefore questioning the integrity, security, reliability of the applications. The basic cloud security framework
[13] of these applications must be modelled keeping in mind the protection mechanisms against accidental and malicious [7] authorization risks.

7.  Cloud environment enables multiple users to be logged on at the same time and access various value-added services given by the provider. This feature
calls for a much more efficient infrastructure and better compatibility among various components. There is also a need for stronger compartmentalization
[7] so as to provide required isolation among all cloud users. Poor isolation and lack of defence techniques gives unauthorised users the much needed
chance to affect operations of other users. Shared components [7] such as disk partitions, CPU caches and GPUs provide a gap through which the attackers
fulfil their malicious attempts. These concerns can be tackled with the help of appropriate SLAs and by removing compatibility issues between the shared
components. Thus, efforts need to be made in order to protect and secure the vulnerable systems and services handled by cloud.

8. These were some of the concerns which are known and are expected to occur during the lifecycle of the cloud. But we also need to keep a check on those
concerns and risks, which may occur unexpectedly and are unknown [10]. It is recommended to focus on such risks, because if overlooked, they may pose
serious threats to system as well as data and all the stakeholders of the cloud. The famous Heartland Payment data breach [14] is one of the examples,
where ignorance to security warnings resulted in a major information breach, for which the company incurred huge losses. Vulnerable systems of
Heartland Payment Systems were hacked and credit card information of several million users was stolen in order to duplicate cards and use them in
various transactions. The organisation along with bearing losses of about half a billion dollars, also lost the market image that it had made over the years.
Had they been more careful and attentive to the security breach and their warnings, this event could have been avoided. Thus, it makes necessary for all
the organisations to learn from the mistakes that Heartland made, and make their security infrastructure strong enough to prevent any breaches. It can be
done by constant monitoring of data access, checking the details related to various security components such as firewalls, intrusion detection systems,
honeypots, patch levels [10], etc.

These security concerns can play havoc if attacker’s intentions are not well. This calls for a need to implement stronger security techniques of the likes of Single

Sign-On [15] which prevents you from signing on to various sites at the same time. Instead, the users need to authenticate to a single account through which it

can access the very same sites without paying heed to security issues related to privacy. Also, organisations and individuals may choose to use Virtual Private

Networks for the purpose of communicating with each other in a cloud. These are some of the reasons as to why organisations are still hesitant on accepting this

technology and migrating their data to cloud.

Some researchers have also proposed various security models [16] to defend the cloud environment. They suggest that data processing and data storage should

be done by two different independent service providers, which would ensure a required control over frauds and failures and keep a check on misuse of excessive

control on the part of one service provider. Based on similar models are Tunnel Model, Migration Model, and Cryptography Model. Also, it is required to use
advanced cryptographic and encryption algorithms like digital signatures, hash algorithms, message authentication codes, encryption techniques like DES and

AES, and a well based PKI architecture to defend the cloud against all attacks.

ANALYSIS OF PLATFORMS

A brief comparison between three main existing public clouds based on different service models would help us know more about the main domains that need to
researched and looked upon. After a detailed comparison, it was found that each of the cloud platforms has its own set of pros & cons.

Google cloud (based on SaaS model), though having a higher reliability and scalability rate scores low on data security and copyright protection [17]. Whereas,
IBM Blue Cloud (based on PaaS model) provides highly reliable services and is less vulnerable as compared to the rest of the two cloud platforms. But, less
scalability in terms of its architecture prevents it from surpassing others [17]. Amazon Elastic cloud (based on laaS model), on the other hand, is true to its name.
Providing flexible architecture and highly virtualised environment based on XEN technology, its elastic nature has been a boon for the e-commerce users. Even
though it takes various measures such as taking help from Virtual Private Networks and using Public Key Infrastructure (PKI) management, still it falls behind in
preventing security breaches aimed at its system [17].

CONCLUSION

This paper identifies the major security concerns over the vulnerabilities of data in the Cloud Computing Environment, and stresses on the need and mechanisms
that are required to tackle them effectively. It also highlights a brief comparison and security risks related to some of the well known existing cloud
infrastructures.

Though this domain is well under research and experts have managed to partially clear the doubts that are continuously bugging our minds, but there still
remains a need to form a strong Cloud Security Model which can challenge previous security frameworks and prevent the cloud data and applications from any
security breach.
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