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ANALYTICAL STUDY ON BIOMETRIC SECURITY APPLICATION IN INDUSTRIAL AND MOBILE BANKING
SECTOR
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DELHI
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ABSTRACT

The aim is to enable users to exchange information that can not be disputed afterward. That could be a voice recording that is authenticated to eliminate any
doubt that the speaker is what they actually said and prove that it has not been manipulated. To achieve this it is necessary to digitally sign the data and to
ensure only the legitimate user can perform the signing. At present, security for mobile banking transactions rests on several parallel approaches: device-based
security, such as the unique SIM card within each mobile handset that identifies the customer who owns the phone; know-your-customer requirements and
establish their identity to the bank in order to open the account. The weakest link is device-base security. In order to do so, countries need to pursue both broader
coverage of cellular networks, and better connectivity in the form of affordable mobile phones and easier access to financial and other types of services. For the
banking sector to provide financial services in rural areas, the issues they face include not just coverage and connectivity, but also basic familiarity with banking
systems, from training and education in the use of bank accounts to the provision of adequate security measures for users unfamiliar with Pins and passwords
and who often have few formal identification documents. It is the security issue that is of particular importance to financial institutions, not just in developing
countries but worldwide, led by growing concerns about money laundering and terrorist financing, fraud and consumer protection. An area of rapid development
in security systems is the use of biometrics. While fingerprints have long been used in law enforcement, other types of biometrics have largely been the stuff of
research and science fiction. As technology improves, the ability to use biometrics for individual applications, particularly in mobile banking, is of great interest to
financial institutions seeking secure means of signing up rural customers.

KEYWORDS

Biometric security, mobile banking.

1.1 INTRODUCTION

any different aspects of human physiology, chemistry or behavior can be used for biometric authentication. The selection of a particular biometric for

use in a specific application involves a weighting of several factors. Jain et al. (1999) [1]. identified seven such factors to be used when assessing the

suitability of any trait for use in biometric authentication Universality means that every person using a system should possess the trait. Uniqueness
means the trait should be sufficiently different for individuals in the relevant population such that they can be distinguished from one another. Permanence
relates to the manner in which a trait varies over time. More specifically, a trait with 'good' permanence will be reasonably invariant over time with respect to
the specific matching algorithm. Measurability (collectability) relates to the ease of acquisition or measurement of the trait. In addition, acquired data should be
in a form that permits subsequent processing and extraction of the relevant feature sets. Performance relates to the accuracy, speed, and robustness of
technology used. Acceptability relates to how well individuals in the relevant population accept the technology such that they are willing to have their biometric
trait captured and assessed. Circumvention relates to the ease with which a trait might be imitated using an artifact or substitute.
A biometric system can operate in the following two modes. In verification mode the system performs a one-to-one comparison of a captured biometric with a
specific template stored in a biometric database in order to verify the individual is the person they claim to be. This process may use a smart card, username or
ID number (e.g. PIN) to indicate which template should be used for comparison. 'Positive recognition' is a common use of verification mode, "where the aim is to
prevent multiple people from using same identity".
In Identification mode the system performs a one-to-many comparison against a biometric database in attempt to establish the identity of an unknown
individual. The system will succeed in identifying the individual if the comparison of the biometric sample to a template in the database falls within a previously
set threshold. Identification mode can be used either for 'positive recognition' (so that the user does not have to provide any information about the template to
be used) or for 'negative recognition' of the person "where the system establishes whether the person is who she (implicitly or explicitly) denies to be" The latter
function can only be achieved through biometrics since other methods of personal recognition such as passwords, PINs or keys are ineffective EITO [2].
The first time an individual uses a biometric system is called enrollment. During the enroliment, biometric information from an individual is captured and stored.
In subsequent uses, biometric information is detected and compared with the information stored at the time of enrollment. Note that it is crucial that storage
and retrieval of such systems themselves be secure if the biometric system is to be robust. The first block (sensor) is the interface between the real world and
the system; it has to acquire all the necessary data. Most of the times it is an image acquisition system, but it can change according to the characteristics desired.
The second block performs all the necessary pre-processing: it has to remove artifacts from the sensor, to enhance the input (e.g. removing background noise),
to use some kind of normalization, etc. In the third block necessary features are extracted. This step is an important step as the correct features need to be
extracted in the optimal way. A vector of numbers or an image with particular properties is used to create a template. A template is a synthesis of the relevant
characteristics extracted from the source. Elements of the biometric measurement that are not used in the comparison algorithm are discarded in the template
to reduce the file size and to protect the identity of the enrollee.
If enrollment is being performed, the template is simply stored somewhere (on a card or within a database or both). If a matching phase is being performed, the
obtained template is passed to a matcher that compares it with other existing templates, estimating the distance between them using any algorithm (e.g.
Hamming distance). The matching program will analyze the template with the input. This will then be output for any specified use or purpose (e.g. entrance in a
restricted area)

2.0 OBJECTIVES

PRIMARY OBJECTIVE

The aim is to enable users to exchange information that can not be disputed afterward. That could be a voice recording that is authenticated to eliminate any
doubt that the speaker is what they actually said and prove that it has not been manipulated. To achieve this it is necessary to digitally sign the data and to
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ensure only the legitimate user can perform the signing. At present, security for mobile banking transactions rests on several parallel approaches: device-based
security, such as the unique SIM card within each mobile handset that identifies the customer who owns the phone; know-your-customer requirements,
especially for the retail cash-in/cash-out points that are usually required to have a traditional bank account and establish their identity to the bank in order to
open the account. The weakest link is device-base security. In order to do so, countries need to pursue both broader coverage of cellular networks, and better
connectivity in the form of affordable mobile phones and easier access to financial and other types of services. The economics of extending high-cost cellular
networks into rural areas cannot usually be justified without high voice and data traffic forecasts beyond basic coverage, however, is the need to link users to
useful financial services via easy-to-use handsets and simple applications N.K.Ratha[3]. For the banking sector to provide financial services in rural areas, the
issues they face include not just coverage and connectivity, but also basic familiarity with banking systems, from training and education in the use of bank
accounts to the provision of adequate security measures for users unfamiliar with Pins and passwords and who often have few formal identification documents.
It is the security issue that is of particular importance to financial institutions, not just in developing countries but worldwide, led by growing concerns about
money laundering and terrorist financing, fraud and consumer protection. An area of rapid development in security systems is the use of biometrics. While
fingerprints have long been used in law enforcement, other types of biometrics have largely been the stuff of research and science fiction. However, rapid
advances in biometric technology, largely driven by national security concerns, have brought several biometric solutions to the market, especially for border
control, physical access and fraud prevention. To date these biometric systems have largely been complex and expensive to build and operate, and have thus
been limited in their implementation. As technology improves, the ability to use biometrics for individual applications, particularly in mobile banking, is of great
interest to financial institutions seeking secure means of signing up rural customers.

MAIN OBJECTIVES OF THIS STUDY

As today scenario many changes and crimes happened in every sector, we see many frauds in every sector just like misuse of credit and debit cards, wrong
identity and most wrong customer description so all these frauds created by only one reason that is no sound details about the consumer. In said research we
find out those ways and methods which create more effective data record for bank and describe how biometric instrument help in this process. Some specified
objectives are-

. To identify the need and reasons behind of using biometric security system.

. Giving details about security equipment which useful in banking and industrial sector.

. Identify the importance of these security and how much these useful in organization.

. Identify all perquisites about the security system in organization and what’s technique using prefer in the organization.

3.0 SCOPE OF RESEARCH

With the growth of Modern Era, People started showing more interest in ATM Banking, etc. Biometric is a speedy and efficient mode of identifying the valid
user. Not limited to general application, Biometric is also used for security measures such as identifying terrorist who never believes in holding password and
always carry fake Smart cards etc. To prevent identity theft, biometric data is usually encrypted when it's gathered. Here's how biometric verification works on
the back end: To convert the biometric input, a software application is used to identify specific points of data as match points. The match points in the database
are processed using an algorithm that translates that information into a numeric value. The database value is compared with the biometric input the end user
has entered into the scanner and authentication is either approved or denied.

It is certain that fingerprint sensors will be central in new phone offerings. Consumers will need this new approach to security to handle the high-speed access
that cell phones will provide. Cell phones will act as debit and credit devices. The practice of swiping an ATM card or a credit card at the supermarket is already
established. Putting that same technology into a cell phone's SIM card is the next logical step. There is evidence of that trend already developing in foreign
markets. In Japan, workers use cell phones for keyless entry. Train stations have devices that read the cell phone data chip to make a ticket purchase, rather
than using a debit card. In South Korea, consumers are able to conduct online banking transactions from their mobile phones much the way they do from their
desktop computers. M-Commerce from cell phones will be one of the next big advancements in consumer convenience luarn[10]. Consumers will not only be
able to order tickets and make seat selections with their cell phones; they will download the ticket into their cell phone's memory and use that data to enter the
theater.

4.0 LITERATURE REVIEW

COUNTRIES APPLYING BIOMETRICS

AUSTRALIA

Visitors intending to visit Australia may soon have to submit to biometric authentication as part of the Smart gate system, linking individuals to their visas and
passports. Biometric data are already collected from some visa applicants by Immigration. Australia is the first country to introduce a Biometrics Privacy Code,
which is established and administered by the Biometrics Institute. The Biometrics Institute Privacy Code Biometrics Institute forms part of Australian privacy
legislation Gefen [8]. The Code includes privacy standards that are at least equivalent to the Australian National Privacy Principles (NPPs) in the Privacy Act and
also incorporates higher standards of privacy protection in relation to certain acts and practices. Only members of the Biometrics Institute are eligible to
subscribe to this Code. Biometrics Institute membership, and thus subscription to this Code, is voluntary.

BRAZIL

Since the beginning of the 20th century, Brazilian citizens have had user ID cards. Each state in Brazil is allowed to print its own ID card, but the layout and data
are the same for all of them. The ID cards printed in Rio de Janeiro are fully digitized using a 2D bar code with information which can be matched against its
owner off-line. The 2D bar code encodes a color photo, a signature, two fingerprints, and other citizen data. This technology was developed in 2000 in order to
enhance the safety of the Brazilian ID cards Wang[9].

CANADA

Canada has begun research into the use of biometric technology in the area of border security and immigration (Center for Security Sciences, Public Security
Technical Program, and Biometrics Community of Practice). At least one program, the NEXUS program operated jointly by the Canada Border Services Agency
and U.S. Customs and Border Protection, is already operational. Friedman[7] It is a functioning example of biometric technology, specifically "iris recognition
biometric technology"“sl used for border control and security for air travelers.

GERMANY

The biometrics market in Germany will experience enormous growth until the year 2009. "The market size will increase from approximately 120 million € (2004)
to 377 million €" (2009). "The federal government will be a major contributor to this development". In particular, the biometric procedures of fingerprint and
facial recognition can profit from the government project. The ePass has been in circulation since November 2005, and contains a chip that holds a digital
photograph and one fingerprint from each hand, usually of the index fingers, though others may be used if these fingers are missing or have extremely distorted
prints. "A third biometric identifier — iris scans — could be added at a later stage". An increase in the prevalence of biometric technology in Germany is an effort
to not only keep citizens safe within German borders but also to comply with the current US deadline for visa-waiver countries to introduce biometric passports.
Germany is also one of the first countries to implement biometric technology at the Olympic Games to protect German athletes Ggorgi[4]. "The Olympic Games
is always a diplomatically tense affair and previous events have been rocked by terrorist attacks—most notably when Germany last held the Games in Munich in
1972 and 11 Israeli athletes were killed".

Biometric technology was first used at the Olympic Summer Games in Athens, Greece in 2004. "On registering with the scheme, accredited visitors will receive
an ID card containing their fingerprint biometrics data that will enable them to access the 'German House'. Accredited visitors will include athletes, coaching
staff, team management and members of the media".
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As a protest against the increasing use of biometric data, the influential hacker group Chaos Computer Club published a fingerprint of German Minister of the
Interior Wolfgang Schedule in the March 2008 edition of its magazine Datenschleuder .Wang [9]. The magazine also included the fingerprint on a film that
readers could use to fool fingerprint readers.

INDIA

India is undertaking an ambitious mega project to provide a unique identification number to each of its 1.25 billion people Sathye [5]. The Identification number
will be stored in central databases, consisting the biometric information of the individual. If implemented, this would be the biggest implementation of the
Biometrics in the world. India's Home Minister, P Chidambaram, described the process as "the biggest exercise... since humankind came into existence". The
government will then use the information to issue identity cards. Officials in India will spend one year classifying India's population according to demographics
indicators. The physical count will begin on February 2011.

UNITED KINGDOM

Fingerprint scanners used in some schools to facilitate the subtraction of funds from an account financed by parents for the payment of school dinners. By using
such a system nutritional reports can be produced for parents to surveil a child's intake Thornton [6]. This has raised questions from liberty groups as taking
away the liberty of choice from the youth of society. Other concerns arise from the possibility of data leaking from the providers of school meals to interest
groups that provide health services such as the NHS and insurance groups that may end up having a detrimental effect on the ability of individuals to enjoy
equality of access to services.

5.0 RESEARCH PROBLEM

The intention is to understand and evaluate how biometrics might be used for mobile banking and payment systems, and to identify the best approach to take
given the current state of the technology and the nature of most rural markets in the developing world. It assesses the potential of biometric security systems-
user-based, not device-based-for mobile phones. As far as we know there is no other biometrically-enabled digital signature application available for mobile
devices that can guarantee security by storing and processing all sensitive information on the device’s SIM card. Biometric data never leaves the device’s SIM
card and can not be accessed except by the verification module which also runs on the SIM card; the user’s biometric profile is completely safe. This is important
to meet the highest privacy requirements.s we know there is no accessed, except by requirements

6.0 LIMITATION OF STUDY-

Research facility and money problem mostly common in research.

Purity of report depends on the respondents how willingly they have given the answer.

Also it is very important to study deeply about different states separately.

Research depends on the mutual relations but peoples don’t understand the importance of study.
Importance of policies is very difficult to understand by common person.

Research depends on the correct response of customers and market both are variables in this research.

ok wNE

7.0 RESEARCH DESIGN AND RESEARCH METHODOLOGY

RESEARCH METHODOLOGY

Research methodology is a way to systematically solve the research problem. It may be understood as a science of studying how research done scientifically. In
study the various steps that are generally adopted by a researcher in studying his research problem along with logic behind them. Descriptive research studies
are those studies which are concerned with describing the characteristics of a particular individual or of a group. So in that said research we use descriptive and
analytical method to define importance and need of biometric system in mobile banking and security in organization. In this said research also describe the how
much this are use in these sector and how much biometric system in the banking and organization. It’s also important in said research to define how they create
efficiency and smoothness in the work of organization and banking system. In this methodology we use secondary and primary data both to analyze the thinking
and scope in the organization and banking areas. To find out the secondary data we use survey and observation method to identify the effect on consumer and
other industries?

HYPOTHESIS

A hypothesis is a specific statement of prediction. It describes in concrete (rather than theoretical) terms what you expect will happen in your study. Not all
studies have hypotheses. Sometimes a study is designed to be exploratory. There is no formal hypothesis, and perhaps the purpose of the study is to explore
some area more thoroughly in order to develop some specific hypothesis or prediction that can be tested in future research. A single study may have one or
many hypotheses.In said research we use null hypothesis in this thinking the security system always beneficial for organization and if it implement in the
organization and banking areas it increase efficiency and control.

The null hypothesis typically corresponds to a general or default position. For example, the null hypothesis might be that there is no relationship between two
measured phenomena, or that a potential treatment has no effect. In most legal systems, the presumption that a defendant is innocent ("until proven guilty")
can be interpreted as saying that the null hypothesis is that the defendant is innocent.

RESEARCH DESIGN

This will discuss the various stages of the development of the proposed research model. First, the importance of context within the realm of biometrics is
discussed as an introduction to the qualitative research that was conducted with Indian banks (SBI, ICICI, PNB, HDFC, AXIS BANK) to help determine what they
felt might influence consumer perceptions about the acceptability of using biometric authentication. Next, further qualitative research was carried out to elicit
any privacy and security concerns that may have been overlooked during the literature review. Finally, a proposed research model is presented and hypotheses
developed.

7.1 PRELIMINARY QUALITATIVE RESEARCH — BANKS

In their attempt to thwart fraud, Indians banks are exploring a variety of avenues. Part of the impetus behind this initiative is the fact that Indians banks typically
reimburse customers for any direct financial loses associated with fraud, again be it skimming a debit card or stealing a credit card, etc. To this end, four of the
five major banks joined together to assist in reviewing the problem and investigate various ways of at least reducing the problem as they realize that it is unlikely
that it will ever be completely eradicated.

In addition to the banks, the consortium consisted of representatives from various governmental and police organizations, as well as researchers from various
Indian universities. Bank representation typically came from those areas responsible for privacy and/or security. Several meetings were held to assess the
prevalence of identity fraud and discuss various alternatives to mitigate its occurrence. One of the areas of interest that came out of these discussions was the
use of biometrics for customer identity authentication. Therefore, individual meetings, with personnel responsibility for privacy and/or security at the four
banks, were suggested as a method to supplement the information gathered from the literature review.

Semi-structured exploratory interviews were conducted to establish which variables are most salient for consumer acceptance of biometric technology in the
financial industry. When selecting interviewees, purposive sampling was used as outlined to insure reasonable representation from subject matter experts. This
resulted in the identification of one individual from each of the four banks to be interviewed. As recommended by Miles and Huberman (1994), interviews
continued as long as unique contributors were being identified. In this case conceptual saturation occurred quickly, after only 3 interviews. This was not
surprising due to the high levels of industry communication, shared policies, and relative homogeneity within the Indian banking industry. All interviews were
done in personally and via Phone. The phone interview lasted approximately 45 minutes while the in-person interviews went longer and took approximately 75
minutes.
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Cognitive interviewing techniques were used to minimize interviewer bias as recommended by Willis (1999). This included the "think aloud" technique outlined
in Willis (1999), which encourages respondents to verbalize their thought processes as they respond to the questions. This technique allows a more
sophisticated understanding of complex issues to emerge as the interviewer is exposed to the interviewee's reasoning, not simply their responses. The
interviewer also paraphrased the responses throughout the interviews to ensure correct interpretations of respondent's statements were made.

Initial Banks interview questions included the following:

1. Does your bank have a vision and/or plan regarding biometrics?

2. Do you believe that vision is shared by other banks and financial institutions?

3. Do you think customers are satisfied with the existing level of security offered by financial institutions?

4. What would your bank like to know with respect to people's perceptions of biometrics?

5. Do you see any issues that might impede biometric adoption within the Indian banking industry?

6. In what contexts, scenarios, or applications would you like to examine consumer acceptability of biometric authentication technology?

Initial customer interviews questions include the following:

1.  What you think how much biometric system safe for mobile baking and other facilities?

In what context you feel that mobile banking profitable and safely way for doing Purchasing or transaction?

Are you feeling that’s more comfortable than other banking facilities?

How much you know about Biometric system and how you hope Indians accept this change in banking sector?

Are you fulfilling basic requirement which needed for Biometric access? (That’s instrument base question)

Data analysis was conducted after each interview, allowing questions to change over time in response to emerging categories. Data categorization and
descriptive and pattern-based coding were used.

The results of the interviews with the bank employees are laid out as follows.

Table 3-1 lists the results of the initial discussion with the three bank representatives in order of the points raised. Table 3-2 lists possible contexts that the bank
employees felt it would be worthwhile examining as context was envisioned as being an influencing factor in consumer perceptions about biometric identity
authentication technology. For those contexts that they felt were worthy of exploring, they were also asked to rank them in order of importance; this ranking is
provided in the table.

ukhwnN

TABLE 3-1: KEY INSIGHTS PROVIDED BY BANK PERSONNEL

Bank#l (ICICI)

Unlikely to be pursued unilaterally by their bank, or any other Indian bank.

Banks need to collectively assess the tradeoffs between consumer perceptions, cost, and the level of security biometrics provide their customers.
In terms of customer perceptions, where do their responsibility for security end and the banks' begin?

What do customers see as the key benefits and drawbacks of using biometrics?

Do people understand biometrics?

Finger recognition biometrics is already being used for telephone banking, but this is not considered a "high" security application.

Bank #2 (SBI)

1 | Unlikely to be pursued unilaterally by their bank, or any other Indian bank.

2 | Interms of customer perceptions, where do their responsibility for security end and the banks' begin?

3 | Do people understand biometrics?

4 | What do customers see as the key benefits and drawbacks of using biometrics?

Bank #3 (HDFC)

Wonders if biometrics is a solution in search of a problem.

Unlikely to be pursued unilaterally by their bank, or any other Indian bank.

In terms of customer perceptions, where do their responsibility for security end and the banks' begin?

Interoperability concerns.

Do people understand biometrics?

What do customers see as the key benefits and drawbacks of using biometrics?

Will the introduction of chip technology on credit cards confuse consumers and, as such, confound the results of the survey?

Table 3-1 shows considerable consistency in terms of how Indian banks view biometrics in general. Given the nature of the Indian banking industry, it was
unanimous that biometrics was viewed as something that would be pursued by all the banks or none of the banks. This was due to two considerations.

First, there are five major Indian banks that collectively have a significant share of the consumer banking market but that individually do not have enough clout
to be market leaders. Therefore, if any one of them unilaterally decided to pursue customer identity authentication via biometrics and it was not well received, it
could cost them market share and the associated profits; and this would be in addition to the substantial upfront costs of installing the technology. Even if it was
embraced by customers such that it created initial competitive advantage, this would not be sustainable simply because the technology is widely available and,
hence, could be easily replicated relatively quickly by the other four banks. However, if the five Indian banks deemed that it was in their best interests, most
likely from a cost-benefit perspective, to introduce biometrics and collectively agreed to do so at approximately the same time, this would mitigate the
possibility of any major redistribution of market share should there be consumer backlash simply because of the limited options available to the Indian
consumer.

The other consideration as to why Indian banks would pursue it collectively is due to the existing technological infrastructure with respect to debit cards. While
the initial rollout of identity authentication using biometrics would be at bank ATMs, the feeling is that it would inevitably become more widespread such that it
would be used essentially wherever you use a debit card. Given this envisioned pervasiveness, banks would have to involve those companies (e.g. Interac) that
control the debit card industry and the associated protocols. Again, from both a cost-benefit and competitive standpoint, this is yet another impediment making
it unlikely that any Indian bank would initiate biometric identity authentication individually [11].

Examining other general discussion paints, all three interviewees wondered what people thought with respect to where a customer's responsibility for security
ended and the bank's responsibility began. As the focus of this research was acceptability of biometrics for identity authentication, this issue was not addressed
given the difficulty of operational sing this concept.

The other common concern was whether or not people would understand what was meant by the term "biometrics". In order to address this concern, there
would be appropriate wording in the questionnaire defining the term.

Looking at the potential contexts in Table 3-2, there was a good degree of consistency in terms of what were perceived to be the most relevant contexts to
examine, and unanimous agreement on the ranking of the top two contexts: voluntariness and control. The importance of whether using biometrics should be
voluntary or not is relatively self-explanatory. As mentioned previously, all bank personnel were of the opinion that either the five biggest Indian banks would
adopt biometric identity authentication, or none of them would. Given this statement, combined with their collective market share and a lack of viable options
for the Indian consumer, one might wonder why they would consider voluntariness an issue. The answer is basic customer service. If consumers don't want, or
worse are opposed to, biometric identity authentication, than why pursue it, especially given the implementation costs involved.

Granted, with only five major banks, the Indian banking industry gives consumers limited options presently, but that doesn't mean other institutions (i.e. credit
unions and smaller banks) won't try to take advantage of any significant customer backlash. Whether or not customers would pursue alternatives (i.e. smaller
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banks or credit unions) simply due to being forced to use biometrics is debatable, but these smaller market players would inevitably try to leverage any
customer discontent to their advantage.

TABLE 3-2: RANKING OF POSSIBLE CONTEXTS TO CONSIDER IN EXAMINING CONSUMER PERCEPTIONS OF BIOMETRIC AUTHENTICATION TECHNOLOGY AS
IDENTIFIED BY BANK PERSONNEL

Possible Context Ranking
Bank#l | Bank#2 | Bank #3
Voluntary versus involuntary 1 1 1
Bank control versus shared control 2 2 2
Type of application (debit card, credit card, etc.) | 3
Online use versus ATM use versus POS use 3
Type of biometric 4 3
Safety deposit boxes 5 4
Applicable only to new customers 6 2 5

In terms of control, this was framed in terms of where the biometric information is stored. Bank control means it is centrally stored by the bank. Shared control
means that only a portion of the information is centrally stored by the bank, and the remainder is stored on a "smart card" retained by the customer. In the
latter case, the information stored at the bank is useless without being combined with the information from the card, and vice versa. What this means in terms
of a consumer's privacy calculus is that while the benefit of convenience is lessened (i.e. the consumer still doesn't need a password, but they now require the
card), the "cost" of privacy and security also drops (i.e. the information stored by the bank is incomplete and, therefore, useless regardless of whether it is
shared or stolen). While the bank personnel viewed this as key given people's reticence towards the amount of information being captured in general, and by
banks in particular, it also aligns well with the conception that the issue of control is central to consumers' privacy perceptions as previously discussed.

Beyond these two issues, type of biometric and application (i.e. debit cards versus credit cards) were deemed areas worthy of investigation by two respondents,
while one interviewee suggested that it would be interesting to examine whether there would be any difference based upon ATM use versus online use versus
POS (point-of-sale) use. Interestingly enough, no one saw the importance of testing the acceptance of multi-modal (i.e. two or more biometrics, biometric and a
password, etc.) authentication methods as they did not foresee that as being offered by the banks.

Two of the interviewees thought examining the acceptability of biometrics within the context of safety deposit boxes would be worthwhile as they envisioned
the initial use, or testing, of biometrics potentially being to access safety deposit boxes: This was based upon the premise that, on average, people tend to keep
highly valuable assets (be they financial or nonfinancial) in safety deposit boxes, combined with the fact that they are typically used infrequently. The latter point
often leads to lost keys and/or forgotten passwords; standalone biometrics (i.e. no shared control with a smart card) would address these problems quite well.
Despite the above positive aspects of looking at this application, it was dropped due to the fact that considerably more people tend to have debit cards and use
ATM s versus having safety deposit boxes. Ultimately, the aspects of voluntariness and control were the top two choices among the three interviewees and, as
such, were the ones chosen for investigation.

Looking at demographics, all three bank employees identified age, gender, income level, and education as being worthwhile to examine. The former two align
with previous research as age and gender have been shown to impact technology adoption. Income level was considered salient as it is presumed that people
with higher income would typically have more financial assets available via debit cards. As such, they may be more amenable to the use of what is a more secure
method of identity authentication, presuming, again, that their perceived benefits outweigh their perceived concerns/costs. Similarly, people that are more
educated may have a better understanding of what biometrics can and can't do which may influence their perceptions.

7.2 PRELIMINARY QUALITATIVE RESEARCH - UNDERSTANDING PERCEIVED

BENEFITS AND CONCERNS

The privacy and security concerns and usefulness were discussed as factors that influence the attitudes and/or adoption intentions of consumers with respect to
certain types of technology such as the internet, m-commerce, and u-commerce.

Furthermore, the discussions with bank personnel indicated that they would like to know what consumers see as the key benefits and drawbacks of using
biometrics. Therefore, given the lack of research with respect to factors influencing biometric adoption, it was deemed necessary to obtain a better
understanding of the key perceived benefits and concerns that are top-of-mind for consumers prior to the development of the proposed research model and
related hypotheses.

7.3 RESEARCH METHODOLOGY

Data was gathered via an online survey. A description of fingerprint biometric authentication for ATM transactions was provided and subjects were asked the
following three open-ended questions:

1. What do you feel are the benefits/advantages of using biometrics?

2. What concerns do you have using biometrics?

3. Please provide any other comments regarding the use of biometrics.

A total of 367 usable surveys were obtained from across Delhi Region. There was a roughly equal representation from the demographic perspectives of gender
and age, the latter ranging from 18 through to over 55. In terms of education, the majority of respondents had at least some college or university education.
Looking at income level, approximately half of the respondents made Rs. 50,000 or less, while roughly 10% preferred not to answer. All subjects were above 18,
used an ATM and mobile banking, and were not employed by financial institutions.

The data was analyzed using a three stage iterative process. In the first stage, respondents' answers to the questions were reviewed and open coding was used
to identify shared characteristics and generate initial descriptive categories. The second stage consisted of scrutinizing the initially identified categories and
integrating them into more centralized categories. In the final stage, the use of pattern coding allowed the clustering of these centralized categories into
overriding themes. While the first and second stages were conducted by one researcher, the final stage was done through meetings and discussion with two
other researchers during which the responses were reviewed for consistency and to build consensus.

Answers to the three open-ended questions were copied into a qualitative analysis program called NVivo. After the first and second stage analyses, the following
general Categories were identified as concerns of using biometric verification in the context of Mobile transactions:

1. How secure is my information from hackers/insiders?

My fingerprints can be copied.

The increased possibility of identity theft.

Inconvenience.

Inability to share banking responsibilities with others.

Reliability of the technology in terms of startup glitches, ongoing maintenance issues, and accuracy of the fingerprint reader due to dirt, grease, etc.

Slower access to accounts.

What happens if my fingers are damaged, or if they become damaged?

What happens when | go overseas and they aren't using biometrics at ATMs?

10. Its too much information for the banks to have.

11.1 don't like supplying biometric information to the bank.

12.1 am concerned about my privacy.

13. How well will my privacy be protected?
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14. Will my biometric information be used for reasons beyond those intended (i.e. shared with other corporations, law enforcement, governmental agencies,
etc.)?

15. Physical harm as thieves will now severe my fingers and/or hand to gain access to my account.

The third stage analysis resulted in the synthesis of the twelve concern categories into five recurring themes. They were:

1. Security Concerns (Items 1 through 3)

2. Inconvenience (Items 4 through 9)

3. Privacy Issues (Items 10 through 13)

4. Function Creep (Item 14)

5. Physical Harm (Item 15)

The NVivo analysis revealed the following 13 general benefit categories in the first and second stage analyses:

. Increased security

. Increased safety

. Difficulty in reproduction of fingerprints

. Deterrent to identity theft

. I am the only one with access to my accounts

. Less chance of theft from my accounts

. Less chance of theft of my PIN/password

. Less concern if | lose my card

. Easier to use

10. No chance of forgetting your card

11. No PIN/password to remember

12. Convenience

13. Faster access to accounts

The third stage analysis, again, conducted in conjunction with two other researchers through meetings and discussions, resulted in the synthesis of the thirteen
broad benefit categories into two overriding themes due to the sufficient commonality identified among the second stage categories. The two higher level
benefit constructs identified were:

1. Increased Security (Items 1 through 8)

2. Convenience (Items 9 through 13)
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8.0 RESULTS AND DISCUSSION

Looking at Table 3-3, the concerns, ranked by order of number of mentions, are security, inconvenience, function creep, privacy, and physical harm. Security was
the greatest concern for people and by a considerable margin as it was cited as an issue by 145 respondents, which represents almost 40% of the usable surveys.
Typically, respondents were worried about the ability of thieves to access their biometric data thereby giving them access to their financial information and
assets as is exemplified by the following comments: “Anyone could hack into the system and take information"’; "If identity theft occurred, it would be far worse
than now."; "I have concerns about fingerprints which | think can be copied."; "Somebody somehow getting my fingerprint to access my account"; "Fingerprints
left on ATMs may be lifted and used by those who know how"; "Overall security is a concern because there are ways to replicate fingerprints."

TABLE 3-3: CONCERNS OF USING BIOMETRIC AUTHENTICATION AT ATMs

Concern Number of Mentions | Percent of Respondents
Security 145 39.50%
Inconvenience 99 27.00%
Function Creep | 81 22.10%
Privacy 77 21.00%
Physical Harm 38 10.40%

Of particular interest was the finding that some people believe that it is the actual biometric that is stored when, in actuality, recall that the biometric is
converted into a mathematical expression which is then stored as the template for identity authentication.

Currently, it is not possible to reverse engineer a viable biometric from the encrypted mathematical expression. Inconvenience was the second most cited
concern as it was mentioned by 99 people, or 27% of the survey participants. The biggest issue around inconvenience seemed to be the inabilities to have
someone else do your banking for you. Despite bank direction to the contrary, it would appear that some people are in the habit of sharing banking duties with
their friends and significant others. Unfortunately, the implementation of biometric authentication would make it impossible for this practice to continue.
Presumably, shared accounts will be able to be accessed by either owner providing their fingerprint for authentication, but for those relationships where the
parties prefer to have separate bank accounts; this may be a significant hurdle with respect to acceptance. Beyond this aspect, the issues of being incapacitated,
startup glitches, and ongoing reliability were also mentioned. Some of the responses within the inconvenience context included:

"Sometimes | give my bank card to my significant other or close friends or relatives to withdraw money or deposit cheques for my business. They would not be
able to do this"; "Personally, | allow my fiancée to access my bank account. Whoever has the free time that day takes both cards and pay cheques or withdrawals
and runs to the bank for us both.""; "If I am sick and unable to go to the bank to get money, my partner would not be able to go for me. "; "The time it will take to
get the system running without any glitches (but it's standard with any new thing) ; "The technology is still young and imperfect”; "Early models flawed. Quality
of biometric reading component, not working"; "Could be more complicated, and | have my doubts concerning the reliability of the new system ".

Function creep was mentioned by 81 respondents, which represents just over 22% of the usable surveys. Recall from Section 2.2.1 that function creep refers to
the concern that the initial use of biometric-based systems will morph and expand, innocently and/or covertly, into other areas not previously envisioned or
agreed to by those enrolled in this type of authentication mechanism. Also as previously stated, CRISIL (2008) suggest that function creep may be one of the
biggest impediments to widespread biometric use due to current information sharing practices amongst for-profit and governmental organizations. In fact, some
law enforcement information systems have been sold based upon their ability to assimilate information from an array of various databases. Some of the
responses were:

"I would not accept this service unless there was legislation in place where NO one else could access this information, including the government”; "Banks
releasing my fingerprint to other companies/agencies.""; "I am concerned that the info could be made available to the government or any other agency as well";
"Who else will be able to get their hands on this biometrics and use if for other situations?".

Privacy was close behind function creep as 77 people, or 21% of the survey participants, mentioned it as an issue. Responses included:

"Privacy is important to all of us and by using this we are giving out way too much"; "l don't like the idea of someone having that much information about me"; "I
don't know that I like the idea of providing my bank with my fingerprint, although not for any definable reason, | just feel that it's very personal”; "Biometrics is
more secure but we have to make sure that our privacy and our rights remain protected at all cost."; "I am concerned about misuse of the technology and the
potential of loss of privacy."

Finally, while the concern that garnered the least number of mentions was the threat of physical harm, it was still mentioned by 38 people, or just over 10% of
those surveyed. While there are viability tests to help ensure that the biometric being authenticated is coming from living tissue, this may be of little comfort in
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the minds of consumers given that the present system just requires one to surrender their debit card and PIN to a would-be thief thus potentially avoiding
physical violence more so than when one is dealing with a piece of oneself. Comments with regard to this concern included:'

Fear the crime that might take place against the person. Now if a thief wants access to your account, they simply steal your card even if that means knocking you
out for it. In this new scenario, the thief would have to basically kill you to steal your finger.";"l would also be concerned about people attacking me, cutting off
my finger, and using it to access my account. Then I've lost money and a finger."; "People cutting off fingers to rob someone."; "Please be aware that criminals
will use whatever means they have to in order to steal, and therefore they may cut off fingers to gain access etc.";"Someone cutting your finger off to access your
account"; "The Hollywood scenario to cut the finger off to access bank accounts is more probable."

In addition to the above findings, another trend was noted that lends support to the Notion espoused by Narshima committee (2008) that perhaps there is not a
clear distinction between privacy and security in the minds of consumers, at least within the context of biometric authentication technology for accessing one's
bank accounts. When people discuss privacy and security concerns from this perspective, many of them tend to mention more than one dimension of either
privacy, security, or both. Of the 367 respondents, 92, or just over 25%, mentioned both privacy and a security concern. When multiple mentions of privacy
concerns or security concerns are added to this group, the number jumps to 142 participants, or almost 39%. Some of the comments that exemplify this
phenomenon are as follows:

"Privacy is important to all of us and by using this we are giving out way too much. In the past people have hacked cards, etc. and if they ever hacked into this it
would be a nightmare. "; "l would be concerned about the bank having personal material on me, such as my fingerprint, and how this could be used by hackers
and police. "; "Too much info and not enough safeguards. "; "My personal information could be sold, offered, stolen, etc. by, or to, other parties. "

Moving on to benefits, the findings are summarized in Table 3-4. Increased security was mentioned as a benefit by 203 respondents which equates to just over
55% of the total, while convenience was cited by 97 people or just over 26% of the survey participants. Some of the comments made regarding security were: "/
think in itself it should be more secure because no one has the same fingerprints"; "Less chance of someone else stealing my identity."; "/ wouldn't need to worry
about someone stealing my PIN number (whether by watching over my shoulder or on security cameras, etc). I'd feel more secure that my money couldn't be
accessed as easily"; "l feel that it will increase the security regarding personal banking"; "You feel more secure in knowing that only you can access your bank
account, because nobody else has the same fingerprint as you"; "Foolproof identification and protection of my banking transactions"; "It would be another layer
of security to protect my identity"; "l think maybe it would be more secure than a bank card because only one person has your fingerprint... YOU!"

TABLE 3-4: BENEFITS OF USING BIOMETRIC AUTHENTICATION AT ATMS AND MOBILE BANKING

Benefit Number of Mentions | Percent of Respondents
Increased Security | 203 55.30%
Convenience 97 26.40%

On first glance, it seems odd that security is identified as a benefit by over 55% of the respondents while being simultaneously cited as the primary concern by
almost 40% of the survey participants. However, upon further review of the answers, the respondents appear to be discussing two different points of view.
When security is mentioned as a benefit, it is typically within the context of access to financial data (i.e. only | can access my accounts, the bank is sure it is me,
etc.). When security is mentioned as a concern, it | s typically mentioned within the context of the bank not having appropriate safeguards to protect the
biometric data itself. In several cases, respondents mention both contexts in the same sentence saying that it will be a much more secure method of verification
for access to financial assets provided the security around the biometric data is sufficient.

This is exemplified by the following sample of comments: "If it could be guaranteed (the security) | would like it very much, because | think in itself it should be
more secure because no one has the same fingerprints"; "As long as the other [biometric] information is kept safely at the bank, | believe this is a great security
upgrade and will prevent identity theft"; "I know the day is coming, and this would seem to be more secure than a card access with a PIN number. As long as the
security of the biometric information can be guaranteed (as much as any security can be), then this would be a great move”

A similar phenomenon can be seen in terms inconvenience versus convenience in that 99 respondents, or 27%, mentioned the former as a concern while almost
the same number (97 respondents, or just over 26%) mentioned the latter as a benefit. However, unlike security in which it appears that the respondents seem
to be discussing two different points of view, in looking at inconvenience and convenience, it seems to be more of a paradox in that participants are looking at
opposite sides of the same issue. In other words, if they adopt biometric authentication they will have the convenience of no longer having to use debit cards
and PINs, but will have to give up the convenience of being able to get someone to do their banking for them.

Upon further analysis of the micro-level classifications, the convenience benefits are typically: (i) not having to remember a card and/or PIN; (ii) faster service;
and (iii) it being easier to use. Remarks made with regard to convenience include: 'you need to have a debit card or [to] remember a password"; "It would be a
faster way to access my money"; "You can't forget your fingerprint"; "No pin numbers to remember"; "Fast, convenient, don't have to search for debit card or risk
forgetting the PIN"; "No more carrying a card around, don't have to know a PIN, don't have to worry about losing your card"; "It's one less password to forget."

9 CONCLUSION AND FUTURE DIRECTIONS

The empirical results represent an important first step in understanding consumers' attitudes towards using biometrics as a means of identity authentication at
ATMs. However, as with most research, the findings suggest a variety of additional directions that should be considered.

While consumers appear to understand the value of using biometrics for identity authentication at their banks, what should be explored is whether or not the
positive effect of usefulness upon attitude outweighs the negative effect of privacy and security concerns. It would be interesting to determine at what point
these two conflicting concepts balance out in the minds of consumers, a "tipping point" if you will, such that the consumer is ambivalent towards the use of
biometrics. As it is unlikely that this balance would remain static across applications, the impact of various scenarios and contexts should be examined. However,
this would merely be a starting point. Examining the responses to the open-ended questions, it would appear that the consumer is simultaneously evaluating a
myriad array of conflicting factors when determining the value of biometric authentication. Looking at control for example, as consumer control increases, so
does their attitude towards using biometrics. In addition, their privacy and security concerns drop; but so does usefulness. In other words, increased control
would appear to make consumers feel better about the prospect of biometrics, presumably due in part to the reduced privacy and security concerns; but this is
being mitigated by the loss of convenience associated with now being required to carry a card as with the present debit card system, albeit the latter requires a
PIN, which can be forgotten. Furthermore, based upon the initial qualitative study and subsequently demonstrated in the answers to the open ended questions
in the final survey, consumers simultaneously see security as a concern and an advantage; and, in conditions of shared control, this advantage is seen as greater,
and the concern less, than in the context of bank control. The nature of some of the comments made in the open-ended questions suggests that Indians may not
have the background or knowledge with respect to how biometrics work and why they can be much more secure than other classical forms of security. As
mentioned previously, this underscores the need for public education; but the question remains as to what should be taught and what would be the impact.
Presuming that the banks wish to pursue using biometrics for identity authentication, it would be useful to measure people's initial understanding of biometrics
generally and under the proposed context, provide some education through various forums and media, and then measure people's subsequent understanding.
This would allow the banks to assess the impact of various educational alternatives which should consequently lead to a better allocation of scarce marketing
resources and, hopefully, to a more positive attitude with respect to the use of biometrics in the Canadian banking industry. Institutional trust was found to
influence attitude both directly and indirectly. While the direct impact of institutional trust on attitude was significant (p < 0.05), it appears to have a more
indirect influence through privacy and security concerns. This mediation effect should be examined further in future research, under varying scenarios and
contexts. This research reaffirmed the importance of control in the minds of consumers when considering initiatives that are perceived as having privacy
implications. Recall that it was demonstrated that control was significant when enrolment in the biometric identity authentication program was mandatory, but
was not significant when the program was voluntary. It was suggested that this may be due to the supposition by consumers that a voluntary program gives the
consumer de facto control in the sense that they don't have to enroll in the first place. Further investigation is needed to fully understand this phenomenon as
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examining the interaction of control and voluntariness could provide for some interesting future research that could offer practitioners valuable insights as to
what the most effective strategies might be when deploying biometric identity authentication technologies. The previous paragraphs suggest future research
along the lines of how to expand upon the concepts and constructs in the proposed model. However, a variety of other avenues for continuing research exist
beyond the model. First, as alluded to in the limitations section, only fingerprints were examined in this research. While this biometric does enjoy a significant
market share, face recognition and iris recognition are also quite popular. Also, as face recognition becomes more accurate it will probably attract more of the
market. Looking at iris recognition, this is considered to be the most reliable biometric available. However, the costs of the scanners make it prohibitively
expensive for widespread use at the present time; but as the costs come down, it may replace fingerprints as the market leader. Then there are the emerging
biometrics. This suggests that similar research is required to assess consumer perceptions of acceptability of alternative biometrics. This research examined
consumer acceptability within the financial sector. Given the interests of governments with respect to biometrically enabled documents and of businesses
regarding more accurate time and attendance, to name just two potential markets, further research could examine acceptability across a variety of potential
applications. Recall from the qualitative research done with bank personnel that a number of different contexts were identified as being worthwhile to
investigate, and this was strictly within the realm of the Canadian banking industry. There are probably a considerable number of contexts of interest to a variety
of organizations. These contexts could be examined individually, or in conjunction with other circumstances, to assess how they interact with one another.
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