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CRYPTOGRAPHY: THE ESSENTIAL PART OF MODERN ERA

CHARU JAIN
HEAD
DEPARTMENT OF COMPUTER SCIENCE
ECB POLYTECHNIC COLLEGE
BIKANER

In today’s era cryptography is an important part of preventing private data from being stolen. It can be used to authenticate that the sender of a message is the
actual sender and not a fraud. For sending the message many types of algorithms are used so that a message can send without any alteration. It ensures
confidentiality because only a reader with the correct deciphering algorithm or key can read the encrypted message. Finally, it can protect the integrity of
information by ensuring that messages have not been altered. Many types of cryptography algorithms are used but in this paper we introduce public key
cryptography for strong authentication.

KEYWORDS
cryptography, private data.

INTRODUCTION
ryptography comes from Greek words meaning “hidden writing”. It is the science of hiding information so that unauthorized users cannot read the
@message. It converts readable data or cleartext into encoded data called ciphertext. This process is called encryption. Decryption is the reverse, in other
words, moving from the unintelligible cipher text back to plaintext. A cipher (or cypher) is a pair of algorithms that create the encryption and the
reversing decryption. By encryption and decryption the original message can be send to the receiver. In this paper firstly we describe about cryptography. In
second part of paper three types of algorithms that are used for encrypt or decrypt the messages are discussed. Last part of the paper tells about public key
encryption.
This diagram gives the brief idea about cryptography.

DIAGRAM 1
afiinins ——
Hello World! | Hello World! |
I
L ,‘A'i
| ﬁ%gmvm'kmn of? | i :*

[hhasied St Koy

There is one more word that is frequently used in encryption and decryption is KEY. Some algorithm used public key and some used private key.
Public key:- This is the key that is known to everyone.

Private Key:- This is the key that is known only to receiver and sender.

Below the diagram shows how the plaintext is converted into ciphertext and then again decrypted using key.

DIAGRAM 2

] *ﬁ ->_
Dempher P =D, (C)
Plaintext ciphertext

wpher C E(K[)(Pj

Cryptography can be divided into several areas of study. Three types of algorithms used for encryption are:

d Hashing

i Symmetric, also called private or secret key
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d Asymmetric, also called public key

Hashing:-Cryptographic hash functions are the cryptographic algorithms that take a message of any length as input, and output a short, fixed length hash which
can be used in (for example) a digital signature. A hashing algorithm is used to create an irreversible code of a piece of information. This hashed code is called a
hash or digest and is unique to the information and can be used as a signature for the data. A hash is used for comparison purposes to make sure data has not
been changed; thus it ensures the integrity of a message.[3]For the good hash functions, the thing is sure that an attacker cannot find two messages that
produce the same hash. MD4 is a long-used hash function which is now broken by the hackers. MD5, a strengthened variant of MD4, is also widely used but
broken in practice.[2] The U.S. National Security Agency developed the Secure Hash Algorithm series of MD5-like hash functions. SHA-O was a flawed algorithm
that the agency withdrew. SHA-1 is widely deployed and more secure than MD5, but cryptanalysts have identified attacks against it. The SHA-2 family improves
on SHA-1, but it isn't yet widely deployed. Thus a hash function design competition is underway and meant to select a new U.S. national standard, to be called
SHA-3, by 2012.Message authentication codes (MACs) are much like cryptographic hash functions, except that a secret key can be used to authenticate the hash
value upon receipt. [2]

Symmetric Key Cryptography:-Symmetric key cryptography refers to those encryption methods in which both the sender and receiver share the same key (or,
less commonly, in which their keys are different, but related in an easily computable way). This was the only kind of encryption publicly known until June 1976.
Symmetric key ciphers are implemented as either block ciphers or stream ciphers. A block cipher enciphers input in blocks of plaintext and the stream cipher
uses individual characters as the input form.

Stream Cipher:-Stream cipher is more suitable for binary strings.

DIAGRAM 3

How does a stream cipher
work?

IV+Key IV+Key —

Keystream Keystream

Plaintext Ciphertext Plaintext

Encrypt Decrypt
Stream ciphers, in contrast to the 'block' type, create an arbitrarily long stream of key material, which is combined with the plaintext bit-by-bit or character-by-
character, somewhat like the one-time pad.[4] In a stream cipher, the output stream is created based on a hidden internal state which changes as the cipher
operates. That internal state is initially set up using the secret key material. RC4 is a widely used stream cipher.[4]
Block Cipher:- Block ciphers can also be used as stream ciphers. The Data Encryption Standard (DES) and the Advanced Encryption Standard (AES) are the two
main block cipher designs. These have been designated cryptography standards by the US government. After the adoption of AES design, DES's designation was
finally withdrawn. Despite its deprecation as an official standard, DES remains quite popular and it is used across a wide range of applications from ATM
encryption to e-mail privacy and secure remote access. After that many other block ciphers have been designed and released, with considerable variation in
quality. Many have been thoroughly broken, such as FEAL.
Public-Key Cryptography:- In Symmetric-key cryptosystems the system uses the same key for encryption and decryption of a message, though a message or
group of messages may have a different key than others. A major disadvantage of symmetric ciphers is the key management necessary to use them securely.
Each distinct pair of communicating parties must share a different key, and possibly each cipher text exchanged as well. The number of keys required increases
as the square of the number of network members, which very quickly requires complex key management schemes to keep them all strong and secret. So the
management of key is the main problem in symmetric key cryptography. In a groundbreaking 1976 paper, Whitfield Diffie and Martin Hellman proposed the
notion of public-key (also, more generally, called asymmetric key) cryptography in which two different but mathematically related keys are used—a public key
and a private key.[2] A public key system is so constructed that calculation of one key (the 'private key') is computationally infeasible from the other (the 'public
key'), even though they are necessarily related. Instead, both keys are generated secretly, as an interrelated pair.[2] In public-key cryptosystems, the public key
is freely distributed, while its paired private key must remain secret. In a public-key encryption system, the public key is used for encryption, while the private or
secret key is used for decryption. Diffie and Hellman did widespread academic efforts in finding a practical public-key encryption system. But this race was finally
won in 1978 by Ronald Rivest, Adi Shamir, and Len Adleman, whose solution has since become known as the RSA algorithm.[2]The Diffie-Hellman and RSA
algorithms, in addition to being the first publicly known examples of high quality public-key algorithms, have been among the most widely used.[2] Others
include the Cramer—Shoup cryptosystem, ElGamal encryption, and various elliptic curve techniques.[2]

DIAGRAM 4
Pick secret, random X Pick secret, random Y
g* mod p
gy mod p g

Alice Bob
Compute k=(g¥)*=g* mod p Compute k=(g*)Y=0"Y mod p
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Public-key cryptography can also be used for the implementation of digital signature schemes. A digital signature is significant of an ordinary signature. They
both have the characteristic of being easy for a user to produce, but difficult for anyone else to forge. Digital signatures can also be permanently tied to the
content of the message being signed. That’s the reason they cannot then be moved from one document to another, for any attempt will be detectable. In digital
signature schemes, there are two algorithms: one for signing, in which a secret key is used to process the message (or a hash of the message, or both), and one
for verification, in which the matching public key is used with the message to check the validity of the signature. RSA and DSA are two of the most popular digital
signature schemes.[2] Digital signatures are central to the operation of public key infrastructures and many network security schemes (e.g., SSL/TLS, many VPNs,
etc.). These algorithms are most often based on the computational complexity of "hard" problems, often from number theory. For example, the hardness of RSA
is related to the integer factorization problem, while Diffie—-Hellman and DSA are related to the discrete logarithm problem. More recently, elliptic curve
cryptography has developed in which security is based on number theoretic problems involving elliptic curves.[2] Because of the difficulty of the underlying
problems, most public-key algorithms involve operations such as modular multiplication and exponentiation, which are much more computationally expensive
than the techniques used in most block ciphers, especially with typical key sizes.[2] As a result, public-key cryptosystems are commonly hybrid cryptosystems, in
which a fast high-quality symmetric-key encryption algorithm is used for the message itself, while the relevant symmetric key is sent with the message, but
encrypted using a public-key algorithm. Similarly, hybrid signature schemes are often used, in which a cryptographic hash function is computed, and only the
resulting hash is digitally signed.[2]

CONCLUSION

Secrecy is at the heart of cryptography. Security is at times viewed as a standalone component of a system’s architecture, where a separate module provides
security. To achieve a secure system, security must be assimilated into every component, since components designed without security can become a weak point
for attacker to attack. In early cryptography, there was a confusion about what was to be kept secret. But in modern era Cryptography this problem is about to
finish. Public Key Cryptography (PKC) has been the enabling technology underlying many security services and protocol sin traditional networks such as the
Internet. After Diffie-Hellman PKC, in the context of wireless sensor networks, elliptic curve cryptography (ECC), one of the most efficient types of PKC, is being
investigated to provide PKC support in sensor network applications so that the existing PKC-based solutions can be exploited.
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