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BANKS

DR. DAFERIGHE, EMMANUEL EMEAKPONUZO
LECTURER, DEPARTMENT OF ACCOUNTING, FACULTY OF BUSINESS ADMINISTRATION, UNIVERSITY OF UYO, NIGERIA: &
DIRECTOR
CENTRE FOR SOCIAL AND ENVIRONMENTAL ACCOUNTING RESEARCH (CSEAR)
NIGERIA

DR. UDIH, MONEY
LECTURER
DEPARTMENT OF GENERAL STUDIES & ENTREPRENEURSHIP
COLLEGE OF SCIENCE
FEDERAL UNIVERSITY OF PETROLEUM RESOURCES
EFFURUN (FUPRE)

ABSTRACT

The advent and adopted of Information Technology (IT) have improved performance in business and accounting processes in the organizations. However, the
attendant risks associated with this cannot be denied. The main objective of this paper was to evaluate Computerized Accounting Information System (CAIS) and
system risk management in the Nigerian banking sector. It was an empirical survey of commercial banks in four states; namely Akwa Ibom, Cross River, Delta and
Rivers; in the south-south region of Nigeria using a questionnaire designed on a bipolar scale of five. It was revealed that the greatest risks associated with CAIS
of banks in Nigeria are salami fraud, acts of nature, logic bombs and data diddling; and that the mostly adopted techniques and tools for management of CAIS
risks are penetration testing, use of mitigation and recovery means, and malware scanners. It was also discovered that the greatest challenges faced by Nigerian
banks in this respect are difficulty in obtaining physical evidence and witness cooperation, and difficulty in understanding the offender’s method. The Chi-square
statistical tool was used to test the hypothesis which revealed that there was significant relationship between techniques and tools adopted for system risk
management and the challenges associated with CAIS. The strength of relationship between the variables was 89.6% as determined using Spearman’s rank
correlation coefficient .The paper therefore recommended that banks in Nigeria should install infrastructures such as Address Verification System (AVS),
Interactive Voice Response (IVR), Internet Protocol (IP) address tracking systems and Intrusion Detection Systems (IDS). These will go a long way to managing the
vulnerability associated with CAIS which will invariably enhance effectiveness and guarantee greater results.

KEYWORDS

Computerized accounting information system(CAIS), information technology, Nigerian banks, risks, system risks management.

INTRODUCTION

nformation Technology (IT) has undoubtedly played a remarkable role in the business sector in recent times. The rapid change in IT; the wide spread of
user-friendly systems and the great desire of organizations to acquire and implement up to date computerized systems and software have made
computers much easier to be used and have enabled accounting tasks to be accomplished much faster and more accurate than hitherto. According to
Wang, Ballou, Pazer and Tayi (1998), more and more organizations believe that quality information is critical to their success.
With rapid development of IT; Computerized Accounting Information Systems (CAIS) play an increasingly crucial role in the organizations regardless of their size.
The world is moving rapidly to the point where it is possible to assert that everything depends on computer software (Edwards & Anderson, 1995). The
exponential growth of technology; the increase in its capacity and accessibility and decrease in its cost; have brought about evolutionary changes in commerce,
communication, entertainment and education. With this greater capacity, however, comes greater vulnerability. Information technology has begun to provide
criminal opportunities of which olden day’s criminal never dreamt. This advanced technology has also created significant risks related to ensuring the security
and integrity of CAIS (Abu-Musa, 2005).
Apart from the advantages of the CAIS, several deadly deficiencies and threats in terms of the security and reliability of the accounting information system may
emerge; which may be detrimental to the interest of the organization and even worse; may lead to the collapse of a company. The fundamental precept of
information security is to support the organization against these threats and uncertainties posed by CAIS; hence, IT professionals must be able to help their
organizations understand and manage these uncertainties.
System risk management plays a vital role in the mitigating these risks; as it helps in the understanding and responding to factors that may lead to failure in the
confidentiality, integrity or reliability of CAIS. It is worthy of note that technology in many cases, has developed faster than the advancement in control practices
and has not been combined with similar development in employees knowledge, skill, awareness and compliance.
Often time reports can be found in accounting and financial publications about computer related data errors, incorrect financial information, violation of internal
control, theft, burglaries, spam, hacking, impersonation, sabotage and so on. Organizations should be aware of the potential security risks that might challenge
their CAIS. The risks associated with CAIS are numerous owing to its vulnerability; not only in integral part of organization such as asset theft, artificial revenue
information, expense manipulation, change of the CAIS illegally and so on; but also the external; such as hacking, spam, phishing and identity fraud.
Although considerable efforts have been made by practicing accountants and IT professionals to reduce the vulnerability of CAIS; it is argued that an increasing
effort is still required (Abu-Musa, 2005). Today, not only computer whiz kids hack into computers, IT professionals have joined the league (Olasanmi, 2010). A
new breed of white collar criminals has emerged and is infiltrating systems one way or the other. The introduction of the internet has heightened the threats of
these crimes.
In 2005, the then Economic and Financial Crimes Commission (EFCC) Chairman in Nigeria; Malam Nuhu Ribadu stated that the Commission had confiscated at
least 100 million United States Dollar (USD) from scammers and other defendants and by the time he was temporarily removed from office in 2008, the
Commission had retrieved a total of 600 million USD in dubiously acquired funds. An anonymous survey by the EFCC recorded instances of electronic theft of up
to 500 million USD (Tedeschi, 2003). According to Brey (2001), the internet has been used to gain illegal access to systems. Regrettably, 80% of these e-crimes
remain practically undiscovered (Balogun & Obe, 2010).
According to Olasanmi (2010), estimating the incidence, prevalence, costs or some other measures of crimes related to computerized systems have posed some
challenges as such crimes are not easily detected and even when detected, reports to the appropriate authorities are not always made due to the need of some
organizations to protect some private information. It is in the face of these challenges that this paper seeks to:
(i) determine the different risks associated with CAIS in Nigerian banks;
(ii) appraise how these risks are managed by these banks; and
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(iii) assess the challenges faced in the management of these risks.

The basic assumption for this paper is that there is no significant relationship between the techniques and tools adopted by Nigerian banks for system risk
management and the challenges associated with CAIS.

LITERATURE REVIEW
In order to understand CAIS, it is pertinent to first review what an Accounting Information System (AIS) is. This will provide a proper perspective for appreciating
what CAIS is all about.

THE ACCOUNTING INFORMATION SYSTEM

Accounting is a service function that seeks to provide the users with qualitative information; while AIS is an information system that is designed to make the
accomplishment of the accounting function possible. Accounting Information System is a system of collection, storage and processing of financial and accounting
data that is used by decision makers. According to Romney, Steinbart and Cushing (1997), AIS processes data and transactions to provide users with the
information they need to plan, control and operate their businesses. The resultant reports can be used internally by management and externally by other
interested parties such as investors, creditors and tax authorities. An AlS can be manual system or a computerized system; using computers. The components of
AlS include; people, procedures and instructions, data, software applications, information technology infrastructure, and internal control and security measures.

THE COMPUTERIZED ACCOUNTING INFORMATION SYSTEMS

Along with the improvement in the technology, information systems have been computerized. The result is that manual booking keeping systems have been

replaced by computerized ones. According to Nash (1989), the revolution in the information system which started in the early 1950s when the first business

computer became available is still in progress.

Companies now capture, process, store and transmit data with the help of the computers. Where data collection and processing were performed manually

hitherto; on-line collection and processing of data are performed now by computer systems (Grabski & Marsh, 1994). This improvement in technology has

enabled companies to collect, process and retrieve data quickly.

The CAIS though very useful and almost indispensible have some challenges. These include among others:

. computer systems are always at risk of being hacked, faced with power failure and virus attack with may result in lose of information;

3 systems can be costly and they require constant updating and staff need to be trained to efficiently use the system;

. security issues are posed with a risk of computer fraud;

. human error is often not quickly identified, and records input need to be validated for accuracy;

3 computerized accounting systems can be difficult to understand and if the systems are not specifically adapted to the business; it can cause havoc to the
accounts;

. computerized accounting systems are dependent on machine and other software to work properly. If something goes wrong with the computer, access to
the software is restricted and work cannot be done. Time and expenses are involved in solving the problem so as to get operations going.

There are many computer frauds and computer crimes exercised through CAIS owing to its vulnerability not only in the internal part of the organization such as

asset theft, artificial revenue information, expense manipulation, change of the CAIS illegally and so on; but also the external such as hacking, spam, phishing,

identity theft and so on.

The risks involved in CAIS include sabotage (physical damage to computer system), impersonation, phone phreaking, data diddling, hacking, salami fraud, logic

bombs, extortion, spam amongst others.

SYSTEM RISK MANAGEMENT

Risk is the potential harm that may arise from some current process or from future event. Risk is present in every aspect of our life and different disciplines focus
on risk as it applies to them. From the IT perspective, risk management is the process of understanding and responding to factors that may lead to a failure in
confidentiality, integrity or availability of an information system.

Information Technology security risk is the harm to a process or the related information resulting from some purposely or accidental event that negatively
impacts the process with the attendant adverse effect on the organization. Some of these threats to information systems include accidental disclosure,
alteration of software and intentional alteration of data. Others are system configuration error, telecommunication malfunctioning/ interruption and
vulnerabilities (weakness in system security procedures, design, implementation and control).

An understanding of risk and the application of risk assessment methodology is essential to efficiently and effectively creating secured computing environment.
All organizations operating a CAIS are exposed to uncertainties; some of which impact negatively on the organization. Therefore, the fundamental objective of
information security is to support the mission of the organization.

Managing risks and uncertainties is not an easy task; for there is an ever-changing landscape of threats and vulnerabilities. Hence, IT security professionals must
be able to help management of their organizations understand and manage these risks. Loch, Houston and Warkentin (1992) found that natural disaster,
employee accidental actions (inadequate control over media) and unauthorized access to CAIS by hackers ranked among the top security threats. This goes to
say that the greater risks are from inside the organization. Davis (1996); Ryan and Bordoloi (1997) corroborate this claim.

On the nature of the accounting systems and security in use Henry (1997) states that 80.3% of companies secured their accounting systems using passwords but
only 42.7% utilized protection from viruses. He further stated that less than 40% have measures for physical security and authorization for changes to the system
and sadly less than that figure use encryption for their accounting data. This calls for concern considering the number of companies utilizing some form of
hardware and software or the other.

Hood and Yang (1998) in their comparative study of the impact of banking information system in China and UK found that management was aware of security
risk but they have not taken enough action to reduce the risks and losses owing largely to lack of financial and human resources. On understanding how
organizations are addressing their IT risks; Hermanson, Hall and Irancevich (2000) study revealed that internal auditors focus primarily on traditional IT risks and
controls; such as asset safeguarding, application processing and data integrity, privacy and security.

Abu-Musa (2005) investigated the security risks associated with CAIS in the Egyptian banking sector. The study revealed that accidental entry of bad data by
employees, introduction of computer viruses to the system, employees sharing of passwords; and misdirecting information to people not entitled to receive
them were the most perceived significant security threats to CAIS in the Egyptian banking sector.

WHY IS IT IMPORTANT TO MANAGE RISK?

The principal reason for managing risk in an organization is to protect the mission and assets of the organization. The first step in risk management is an
understanding of the risk. An understanding of the specific risk to a system allows the system owner to protect the information system. Different risk
management schemes offer different methodologies for identifying vulnerabilities and assessing risk. Assessing risk is the process of determining the likelihood
of the threat being exercised against the vulnerability and the resulting impact from a successful compromise.

There is great need to make detailed preparations to withstand and recover from a wide range of unwanted cyber events; both accidental and deliberate. There
are significant and growing risks of localized misery and loss as a result of compromise of computer and telecommunication services. Risks management
approaches are most useful when there is a reasonable level of available reliable data about the risk being considered where there are probabilities and clearly
definable potential financial losses.
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According to Cashell (2004), the response usually is to adopt a three matrix of high, medium and low levels of probability, and another three level matrix of
impact; which allows for some of the disciplines of risk management to be adopted without the need for precise financial calculation. Some remedies to system
risk are system design which integrates security features into the initial requirement engineering, detective and preventive measures which provide opportunity
to stop breach of basic routine security; this is the first essential step in the more complex series of actions necessary to achieve an event of significant
information security technologies.

When preventive and detective methods fail, the emphasis switches to mitigation and recovery factors; as a function of the structure of the organization that is
affected and to determine if there is a well tested contingency plan. Thompson (1989) identified a number of challenges of curbing risks associated with CAIS. He
listed some factors to include:

3 a large proportion of computer related crimes are ‘insider jobs’;

. e-crimes are generally of low visibility and therefore difficult to detect;

. once the crime has been detected; discovery and understanding the method used by the offenders in a technologically complex crime can be difficult;

3 the ability to obtain physical evidence is generally more difficult than in other commercial crimes;

. computerized information; which is of evidentiary value can easily be altered or destroyed; often leaving no trace of tempering; and

. issues involving the admissibility of evidence in court is further complicated in the computerized environment.

METHODOLOGY

The area of study was four states of the south-south region of Nigeria; namely Akwa Ibom, Cross River, Delta and Rivers; and the main focus was on the risks
associated with CAIS faced by banks in Nigeria. The universe of the study was all commercial banks in Nigeria and period of study was 2012. In the survey, a
total of 200 copies of questionnaire were administered to IT representatives in various commercial banks across the four states. The questions were on bipolar
scale of five. Responses were ranked and analyzed. The chi-square (x’) statistical tool is used to test the hypothesis at 5% level of significance while the strength
of association is evaluated using the Spearman’s rank correlation coefficient. The purpose is to establish the pattern of association between CAIS and risk and
evaluate efforts in managing the risks.

DATA PRESENTATION AND RESULTS OF ANALYSIS

TABLE 1: FREQUENCY OF RISKS ASSOCIATED WITH CAIS OF BANKS

S/N | RISK FREQUENCY | PERCENTAGE | RANKING
1 sabotage 114 57 19
2 impersonation 107 54 22
3 credit card fraud 151 75 5
4 phone phreaking 136 68 14
5 data diddling 158 79 3
6 salami fraud 172 86 1
7 logic bombs 157 79

8 extortion 107 54 22
9 Spam 150 75 6
10 denial of service 142 71 12
11 hacking 150 75 6
12 notorious worms & viruses 129 65 15
13 trojan horse 107 54 22
14 Accidental disclosure 143 72 10
15 Bandwidth interference 114 57 19
16 Alteration of software 142 71 12
17 Electrical interference 143 72 10
18 System configuration error 150 75 6
19 Telecommunication malfunction 121 61 18
20 Acts of nature:thunder, earthquake | 165 83 2
21 Phishing 122 61 16
22 Keylogger 150 75 6
23 Root-kit 114 57 19
24 System overload 122 61 16

Source: Field survey 2012
Table 1 shows that the greatest risks associated with CAIS of banks in Nigeria are salami fraud (86%), acts of nature; such as thunder (83%), logic bombs (79%)
and data diddling (79%). These risks cause more problems to Nigerian banks as their level of occurrence is very high. The lowest risks are impersonation,
extortion and Trojan horse (all at 54%).

TABLE 2: DEGREE OF ADOPTION OF TECHNIQUES AND TOOLS FOR MANAGEMENT OF RISKS ASSOCIATED WITH CAIS

TECHNIQUES FOR MGMT OF RISK FREQUENCY | PERCENTAGE | RANKING
1. Access control facilities(passwood & codes) 170 85 7
2. Virus scanners 171 86 5
3. Malware scanners 192 96 3
4. Penetration testing 193 97 1
5. Electronic data processing (EDP) audit 150 75 11
6.Use of failsafe systems 136 68 12
7. Use of cryptography 157 79 9
8. Load balancing 186 93 4
9.Use of input validation routines e.g validity checks, sign checks etc 170 85 7
10. Use of tripwires, honey pot lures & anomaly detection system 157 79 9
11. Use of infrastructure such as address verification system (AVS), interactive voice response (IVR) etc | 65 33 13
12. Use of video surveillance systems 171 86 5
13. Use of mitigation and recovery means 193 97 1

Source: Field survey 2012
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Table 2 shows the level of adoption of various techniques and tools for management of risks associated with CAIS. The mostly employed techniques are
Penetration testing (97%), Use of mitigation and recovery means (97%) and Malware scanners (96%). On the other hand the least employed is the use of
infrastructure such as Address Verification System (AVS) and Interactive Voice Response (IVR) (33% respectively).

TABLE 3: CHALLENGES FACED IN THE MANAGEMENT OF RISKS ASSOCIATED WITH CAIS

CHALLENGES FACED IN MGMT OF RISKS IN CAIS FREQUENCY | PERCENTAGE | RANKING
1. Low visibility & difficulty in crime detection 134 67 11
2. International jurisdictional boundaries 130 65 12
3. Insider job 142 71 9
4. Difficulty in discovery & understanding the offenders method in technologically complex computer | 171 86 3
5. Difficulty in obtaining physical evidence 172 86 1
6. Complications in admissibility of evidence in court especially in the computerized environment 128 64 13
7. Difficulty in carrying out investigations 157 79 4
8. Apathy of some countries to E-crime 157 79 4
9. Obtaining witness cooperation 172 86 1
10.Identifying suspects 157 79 4
11. Problem of encryption 141 72 9
12.Locating and securing relevant materials 143 72 8
13. Difficulty in bringing the offenders to trial 157 79 4

Source: Field survey 2012

Table 3 shows the extent of challenges faced by Nigerian banks in the management of risks associated with CAIS. The greatest challenges are Difficulty in
obtaining physical evidence, obtaining witness cooperation and difficulty in discovery and understanding the offender’s method which were 86% respectively;
while complications in admissibility of evidence in court is the least of all the identified challenges (64%).
TESTING OF HYPOTHESIS
The following hypothesis was tested:
Ho: There is no significant relationship between the techniques and tools adopted by Nigerian banks for system risk management and the challenges associated
with CAIS.

TABLE 4: DEGREE OF ADOPTION OF TECHNIQUES AND TOOLS AND THE FREQUENCY OF CHALLENGES FACED BY MANAGEMENT

TECHNIQUES & TOOLS | CHALLENGES | TOTAL
1. 170 134 304
2. 171 130 301
3. 192 142 334
4. 193 171 364
5. 150 172 322
6. 136 128 264
7. 157 157 314
8. 186 157 343
9. 170 172 342
10. 157 157 314
11. 65 141 206
12. 171 143 314
13. 193 157 350
TOTAL | 2111 1961 4072
Source: Field survey 2012
X’ = (0-¢)*
e
where

x2= chi-square

o = observed frequency

e = expected frequency

The chi-square was computed to test the hypothesis at 5% level of significance. The calculated chal =20.950 which is greater than the tabulated thab 0.95(12)=
5.22603. Hence, the null hypothesis is rejected. Therefore there is significant relationship between the techniques and tools adopted by Nigerian banks for
system risk management and the challenges associated with CAIS.

TABLE 5: EVALUATION OF THE DEGREE OF RELATIONSHIP BETWEEN TECHNIQUES AND TOOLS FOR SYSTEM RISK MANAGEMENT AND THE CHALLENGES FACED

BY MANAGEMENT

ITEMS | RANK OF TECHIQUES & TOOLS | RANK OF CHALLENGES | D D’
1. 7 11 -4 | 16
2. 5 12 -7 | 49
3. 3 9 -6 | 36
4. 1 3 2 | 4
5. 11 1 10 | 100
6. 12 13 -1 |1
7. 9 4 5 25
8. 4 4 0 0
9. 7 1 6 36
10 9 4 5 25
11. 13 9 4 16
12. 8 319
13. 1 4 319

INTERNATIONAL JOURNAL OF RESEARCH IN COMPUTER APPLICATION & MANAGEMENT 4

A Monthly Double-Blind Peer Reviewed (Refereed/Juried) Open Access International e-Journal - Included in the International Serial Directories

http://ijrcm.org.in/




VoLUME No. 4 (2014), I ssue No. 07 (JuLY) I SSN 2231-1009
r=1-63D

N®-N

Where

r = coefficient of rank correlation

N = number of observations

5D = summation of square of deviation

r=1-6(326)
133-13
r=0.896

The result showed that there is a significantly high positive correlation of 89.6% between the techniques and tools adopted by Nigerian banks and the challenges
associated with CAIS.

DISCUSSION OF FINDINGS

The paper revealed so many risks summing up to 24 that are associated with CAIS but the ones affecting the banks at a very high rate and serving as a menace to
the CAIS as a whole include acts of nature, data diddling, salami fraud and logic bombs. Other risks are spam, hacking, notorious worms/viruses, accidental
disclosure, alteration of software, electrical interference, system configuration error, telecommunication malfunction, phishing and system overload.

The paper also revealed the mostly adopted techniques and tools intensively employed by Nigerian banks in managing these risks as penetration testing; such as
validity checks, sign checks and completion checks, use of mitigation and recovery means and malware scanners. Other methods include the use of access
control facilities such as passwords and biometrics and the use of video surveillance system.

It was revealed that there were other methods that have been either totally neglected or slightly implemented by banks in Nigeria and this leaves CAIS at a very
vulnerable state. These methods include Electronic Data Processing (EDP) auditing, use of failsafe systems and use of cryptography. Others are use of tripwires,
honey pot lures and anomaly detection system such as Address Verification System (AVS) and Interactive Voice Response (IVR).

The paper revealed that there is significantly high positive correlation of 89.6% between the techniques and tools adopted by Nigerian banks for system risk
management and the challenges associated with CAIS. These tools and methods adopted by banks in Nigeria are not without challenges and limitations. The
greatest of these are identified as insider job, difficulty in discovery and understanding the offender’s method in a technologically complex computer
environment, difficulty in obtaining physical evidence while complications in admissibility of evidence in court is identified as the least challenging. Other
challenges are difficulty in carrying out investigations and obtaining witness cooperation, problem of encryption, locating and securing relevant materials and
difficulty in bringing the offender to trial. Hence, there is the need for more innovations by banks in Nigeria in tackling the challenges of CAIS.

CONCLUSION AND RECOMMENDATIONS

The paper concludes that the role of information technology in accounting is indispensible despite its vulnerabilities. It is observed that if the risks associated

with CAIS are not properly managed it will adversely affect the main function of accounting. In spite of efforts made to curb these risks, there are challenges

faced and banks in Nigeria are not adequately protected from these risks. Therefore, the paper proffers the following recommendations:

1.  Banks should employ professional ICT persons to protect their CAIS from hackers and malicious programmers and to track down offenders.

2. Banks in Nigeria that do not have infrastructures such as Address Verification System (AVS) and Interactive Voice Response (IVR) terminals should install
and use them. They should also employ Internet Protocol (IP) address tracking systems and Intrusion Detection Systems (IDS).

3. There should be scheduled programs and IT forum organized for staff of the banks and E-crime safety rules should be applied.

4.  Relevant ICT security agencies should be constituted and empowered by government. The use of biometrics, firewalls and other access control facilities
should be enhanced.

5. Security classification of data should be established and different access restrictions for each classification should be implemented in all the banks.

6.  Security controls check lists should be used by banks to help internal auditors in identifying and correcting their CAIS security exposures through evaluating
the security controls. Auditors should expand their knowledge of new business-oriented information systems; as such knowledge would facilitate the
development of more effective audit approaches.

7.  Finally, banks should adopt a balanced approach to security controls which places equal emphasis on technical, formal and informal interventions against
their computerized systems in order to minimize losses through computer fraud. Mandatory vacations of employees should be considered and personnel
policies including the rotation of duties should be enhanced.
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APPENDIX
TABLE A
S/N | RISK ALWAYS | OCCASIONALLY | NOIDEA | RARELY | NOT ATALL | TOTAL
1 sabotage 57 57 43 14 29 200
2 impersonation 71 36 29 43 21 200
3 credit card fraud 86 65 14 14 21 200
4 phone phreaking 57 79 21 36 7 200
5 data diddling 101 57 14 21 7 200
6 salami fraud 79 93 14 14 0 200
7 logic bombs 100 57 14 29 0 200
8 extortion 57 50 36 14 43 200
9 spam 79 71 36 14 0 200
10 denial of service 57 85 29 29 0 200
11 hacking 93 57 22 14 14 200
12 notorious worms & viruses 100 29 29 29 13 200
13 trojan horse 29 78 36 14 43 200
14 Accidental disclosure 79 64 36 7 14 200
15 Bandwidth interference 43 71 36 36 14 200
16 Alteration of software 85 57 29 29 0 200
17 Electrical interference 93 50 21 36 0 200
18 System configuration error 79 71 14 29 7 200
19 Telecommunication malfunction 71 50 43 29 7 200
20 Acts of nature:thunder, earthquake | 65 100 21 7 7 200
21 Phishing 93 29 36 21 21 200
22 Keylogger 36 114 14 22 14 200
23 Root-kit 29 85 50 7 29 200
24 System overload 79 43 36 14 28 200
TABLE B
TECHNIQUES FOR MGMT OF RISK STRICTLY SLIGHTLY NO RARELY NEVER TOTAL
EMPLOYED EMPLOYED IDEA EMPLOYED EMPLOYED
1. Access control facilities(passwood & codes) 121 57 0 22 0 200
2. Virus scanners 128 43 0 29 0 200
3. Malware scanners 121 71 0 8 0 200
4. Penetration testing 114 79 0 7 0 200
5. Electronic data processing (EDP) audit 65 85 0 43 7 200
6.Use of failsafe systems 65 71 0 57 7 200
7. Use of cryptography 79 78 0 36 7 200
8. Load balancing 122 64 0 7 7 200
9.Use of input validation routines e.g validity checks, sign checks etc 85 85 0 30 0 200
10. Use of tripwires, honey pot lures & anomaly detection system 43 114 0 29 14 200
11. Use of infrastructure such as address verification system (AVS), 29 36 0 85 50 200
interactive voice response (IVR) etc
12. Use of video surveillance systems 142 29 0 29 0 200
13. Use of mitigation and recovery means 93 100 0 7 0 200
TABLE C
CHALLENGES FACED IN MGMT OF RISKS IN CAIS HIGH EXTENT | MEDIUM EXTENT | NO IDEA | LOW EXTENT | NOTATALL | TOTAL
1. Low visibility & difficulty in crime detection 67 67 14 43 9 200
2. International jurisdictional boundaries 65 65 21 43 8 200
3. Insider job 121 21 15 29 14 200
4. Difficulty in discovery & understanding the offenders 100 71 7 15 7 200
method in technologically complex computer
5. Difficulty in obtaining physical evidence 121 51 7 14 7 200
6. Complications in admissibility of evidence in court 71 57 15 43 14 200
especially in the computerized environment
7. Difficulty in carrying out investigations 114 43 14 21 8 200
8. Apathy of some countries to E-crime 100 57 14 15 14 200
9. Obtaining witness cooperation 107 65 7 14 7 200
10.Identifying suspects 136 21 14 29 0 200
11. Problem of encryption 114 29 14 36 7 200
12.Locating and securing relevant materials 129 14 7 43 7 200
13. Difficulty in bringing the offenders to trial 114 43 7 36 0 200
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