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ABSTRACT

Compromised machines are one of the key security threats on the Internet. The key security threats on internet is compromised machines, which are used to
launch security attacks such as spamming and spreading malware, Distributed Denial of Service and identity theft. The compromised machines in the network are
identifying using SPOT algorithm. SPOT algorithm is designed on a powerful statistical tool called as Sequential Probability Ratio Test (SPRT). SPOT algorithm is
declared as effective and efficient system in automatically detecting compromised machines in network. Spam Zombie Detection and Blocking Mechanism is an
online spam zombie detection system in network. Along with the detection it also blocks the zombie system detected within the network. Zombie is defined as a
compromised machine within the botnet. SPOT system is mainly implemented over the private mailing system. It also provides the enhanced security mechanism
in which if the system which has been hacked gets blocked within the network and the legitimate owner of the system is provided with the secure password
changing mechanism so that the possibility of the system getting hacked next time will be reduced. It also provides the strong mechanism which identifies
whether the current user is legitimate user of the system or not with the help of some question answer mechanism. The overall proposed system is simply given a
name as a Spam Zombie Detection and Blocking Mechanism.

KEYWORDS

spam zombie, security threats, blocking mechanism.

1. INTRODUCTION
n today’s computing world, internet plays an important role in our daily lives in almost every aspect. It is the place where we do lot of things just sitting at
one place. Internet not only influences the people to do positive works but also influences the people to trouble others by posing many attacks. These
attacks are posed by the attackers directly or indirectly. Attacks are generally of two types, one of them is automatic attacks and the other type is manual
attacks. Most of the successful attacks are from the automated generated code injected by the attackers. These are very dangerous some of them are Dos,
DDos, E-mail Worms, Viruses, Worms, Trojan horses, phishing attacks etc...Attackers control some machines to attack the target machine .These machines are
called drones, zombies or compromised machines. Zombies search for the low level secured systems to infect them and can control them through their pre-
defined commands to cause an (DDoS) attack. In spamming terminology those are called as spam zombies. It is given that spamming is the major security
challenge in the email communication. Report of 2012 march says that more than 75% of all email traffic is occupied by the spam. To detect these spam zombies
is tough job for the system administrators.
Spamming is an important threat plaguing the internet from the past decades. More than 75% of traffic is spam and in that 0.4% was malicious. It is done by
controlling several hosts to send unwanted messages to some target machines. These compromised machines are called spam zombies. Normally spam is given
as UBE/UCE i.e., Unsolicited Bulk or Commercial E-mail. Spam message is an unwanted message to the users because of these reasons. They occupy the network
bandwidth, disk space, connection time, money. They could hide viruses inside spam message, can send pornography information and can tempt the users to
send their money and the confidential details. E-mail spamming became the major platform for the attackers because of its unique behaviour of low cost and
high speed. It is given that spamming is the major resource for the attackers to get the incentives. They are earning around $200 billion dollars per year. In other
words it is the cheapest one to one means of communication available today. That is why spamming is attracting the most of the attackers day by day.
There are two types of the botnet architectures that are used for spamming:
1.  Centralized Botnet Architecture: Command and Control using IRC channels It is the centralized Command and Control mechanism that makes the use of
the Internet Relay Chat channels. One can easily detect and disable this architecture.
2. Peer to Peer based Command and Control architecture: This architecture does not suffer from the single point of failure. Because of the absence of the
centralized Command and Control servers, the bots can easily hide their communication. Thus, this architecture is hard to detect and disable.

2. REVIEW OF LITERATURE

ZhenhaiDuan, Peng Chen, Fernando Sanchez ,Yingfei Dong, Mary Stephenson, James Barker mainly focused on the detection of the compromised machines in a
network that are involved in the spamming activities, commonly known as spam zombies. He develops an effective spam zombie detection system named SPOT
by monitoring outgoing messages of a network. SPOT is designed based on a powerful statistical tool called Sequential Probability Ratio Test, which has bounded
false positive and false negative error rates.

Majority of spammers are only active for a short period of time. GuofeiGu, JunjieZhang, and Wenke Lee identified botnet CCchannels in a local area network
without any prior knowledge of signature or CC server addresses. Spam Zombie Detection proposes an approach that uses network based anomaly detection. CC
servers and infected hosts in the network are identified by this detection approach. This approach is based on the observation that, because of there-
programmed activities related to CC, bots within the same botnet will likely demonstrate spatial-temporal correlation and similarity .They engage in coordinated
communication, propagation, and attack and fraudulent activities.

M.Vasu, K Munivara Prasad, Dr K VenugopalRao proposed Naive Bayesian approach of the content based method for detecting the spam messages and used
SPRT algorithm for identifying the compromised systems in the internet. They compared the results of our approach with existing key word based method and
proved that the detection accuracy of spam messages with proposed method improves the detection accuracy of Compromised systems in the internet.
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Overview of the state of the art for spam filtering is studied by R.Malarvizhi, K.Saraswathi and the ways of evaluation and comparison of different filtering
methods. This research paper mainly contributes to the comprehensive study of spam detection algorithms under the category of content based filtering. Then,
the implemented results have been benchmarked to examine how accurately they have been classified into their original categories of spam. Key words: Spam,
AdaBoost, KNN, Chi-Square, Black list, White list, Bayesian filters, Cache Architecture.

Ar.ArunachalamV.VevekV.Yogeswaran developed effective spam zombie detection system for detecting compromised machine in a network. SPOT is called
Sequential Probability Ratio Test. It is a spam zombie detection system by monitoring outgoing messages, which has bounded false positive and false negative
error rates. In addition, they also compare the performance of SPOT with two other spam zombie detection algorithms based on the number and percentage of
spam messages forwarded by internal machines, respectively, and show that SPOT outperforms these two detection algorithms.

AmarishChaudhari Ravi Apare proposed the spam zombie detection and blocking with the efficient content filtering and user feedback mechanism is one of the
online detection techniques. The system identifies the spam messages and blocks the sender of such messages. Zombie is single compromised machine within
the network. The network of such compromised systems is called as a botnet. This system is based on the functionality of SPOT monitoring system which
continuously monitors the outgoing messages within the network. The SPOT monitoring system makes the use of the strong statistical tool known as a
Sequential Probability Ratio Test.

Manishankar, Sobin E. came up with a novel approach of machine learning to build a tool which predicts an email spam or not with the help of SPOT detection
with SPERT algorithm, paper also deals with Zombie attacks and DDOS attacks

3. PROBLEM DEFINITION

Spam Zombie Detection and Blocking Mechanism is an online spam zombie detection system in network. Along with the detection it also blocks the zombie
system detected within the network. Zombie is defined as a compromised machine within the botnet. SPOT system is mainly implemented over the private
mailing system. It also provides the enhanced security mechanism in which if the system which has been hacked gets blocked within the network and the
legitimate owner of the system is provided with the secure password changing mechanism so that the possibility of the system getting hacked next time will be
reduced. It also provides the strong mechanism which identifies whether the current user is legitimate user of the system or not with the help of some question
answer mechanism. The overall proposed system is simply given a name as a Spam Zombie Detection and Blocking Mechanism.

4. METHODOLOGY
EXISTING SYSTEM
Major security challenge on the Internet is the existence of the large number of compromised machines. Such machines have been increasingly used to launch
various security attacks including spamming and spreading malware, DDoS, and identity theft. They are often used to launch various security attacks such as
spamming and spreading malware, DDoS, and identity theft.
DETECTING SPAM ZOMBIES BY MONITORING OUTGOING MESSAGES
There is need to control the existing compromised systems over the network that perform the various security attacks. This paper mainly focuses on the
detection of the compromised machines that send the spam messages which are also known as spam zombies. This system does not require the spamming
global characteristics such as the size of the botnets and the spamming patterns of the botnets. This system has tool with the help of which an administrator can
detect the compromised machines automatically. Thus this system is known as an online botnet detection system. Here the name given to this spam zombie
detection system is SPOT system which monitors the outgoing messages. The statistical method called Sequential Probability Ratio Test (SPRT) is used to design
the SPOT system. The SPRT method is used to test the two hypotheses Spam Zombie Detection and Blocking Mechanism which the machine is compromised and
the machine is not compromised. This tool helps to minimize the expected number of observations used to take the decision. Here the user can define the
threshold limit for the false positive and false negative probabilities required by the SPRT method. Thus the SPOT system can quickly identify the spam zombies
within the network
PROPOSED SYSTEM
SPOT system is mainly implemented over the private mailing system. It also provides the enhanced security mechanism in which if the system which has been
hacked gets blocked within the network and the legitimate owner of the system is provided with the secure password changing mechanism so that the
possibility of the system getting hacked next time will be reduced. It also provides the strong mechanism which identifies whether the current user is legitimate
user of the system or not with the help of some question answer mechanism. The overall proposed system is simply given a name as a Spam Zombie Detection
and Blocking Mechanism.

FIG. 1: SYSTEM ARCHITECTURE

LAMN

System
SPOT Sspam blocking and
System Recovery
Mechanism

e m = = -

Machine n

not spam

Receiver

MODULE DESCRIPTION

Account authentication

. In this module to check the mail id and authenticate using OTP generation.
o If these two fields are valid, the account is authenticated.

. Otherwise is not valid.

Sending mails

. In this module a single person to send one or more mails to other person.
. This mails either spam or non spam.

. Spam means the more copies of the single message are send.

. And it contains more than 20 lines.

SPOT detection

. In this module to capture the IP address of the system.
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. That system mails are applied to filtering process using java based Jasen Scanner.

. In this process, the mail content is filtered.
CT detection
. In this module to set the threshold value Cs

. Cs denotes the fixed length of spam mail.

. Also to count the number of lines in each mail.

. If the each mail, counts are greater than equal to threshold value.
. So, these mails are spam mail.

5. ALGORITHM OF THE PROPOSED METHOD
Spam Zombie Detection Algorithm:

1: An outgoing message arrives at SPOT

2: Get IP address of sending machine m

3: // all following parameters specific to machine m

4: Let n be the message index

5: Let Xn= 1 if message is spam, Xn= 0 otherwise

6: if (Xn==1) then

7:// spam, Eq. 3

8: ’n+ = Inul

uo

9: else

10: // no spam

11: un+ =In1-ul

1-u0

12: endif

13:if (¥n, B) then

14: Machine m is compromised. Test terminates for m.
15: else if (#n - A) then

16: Machine m is normal. Test is reset for m.

17:xn=0

18: Test continues with new observations

19: else

20: Test continues with an additional observation

21: end if

The recovery and blocking functionalities of the system:
: System is a Zombie.

: Let n be the number of the important mails.

: ‘que’ be security question and ‘ans’ be given answer,
: declare total and threshold value

: if(selectedQuestion==que) == and (ans== answer)then
: take first 5 important mails subject.

: for i=0 to i<5

: choose the correct mail sender

: If(choose correct sender) then

: total++

rendIf

: endfor

: if(total>=threshold) then

: continue with account.

: change your password.

:else

: block account permanently.

: senders ‘mac’ block.

: endelse

:else

20: enter correct question and password.

21: endelse.

If the system is found as a Zombie system itis blocked temporarily and the user of that system when tries to login then he is informed that the system has been
blocked. if the user wants to recover the system then it works as per the above algorithmlf the user fails to answer the questions correctly or enters the wrong
username and OTP then the MAC address of the user is blocked so that the user account will be completely blocked.

e el e Nl ol
O ONOOUDS WNRO

6. SUMMARY

The proposed system detects the spam mails by monitoring the outgoing mails. The proposed system uses the Sequential Probability Ratio Test algorithm in
order to detect the spam zombies. Depending upon the threshold limit given by the user this system minimizes the number of the required observation for
detecting the spam zombies. The proposed system also provides the blocking mechanism in which if the system is identified as the spam zombie then the system
gets blocked so that it cannot send the spam messages further. Also the proposed system helps to recover the blocked system in case if the system was hacked
by an attacker and was used as a spam zombie.

Spam zombies are the major problem in the internet. It is increasing day by day very rapidly. To detect any machine as compromised, we must first classify the
messages coming to that particular machine correctly and then detect the machine. In this paper we have implemented the two spam filters based on keyword
based and naive-Bayesian algorithm to classify a message as spam or non-spam and we have shown that Naive-Bayesian works efficiently and gives more results
when we train more number. We proved that detecting a compromised machine depends on false positives and false negatives generated by the deployed spam
filter with SPRT algorithm.
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