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DATA SECURITY AND PRIVACY PROTECTION IN CLOUD COMPUTING

ROHINI GAIKWAD
STUDENT
SHAH & ANCHOR KUTCHHI ENGINEERING COLLEGE
CHEMBUR

JALPA MEHTA
ASST. PROFESSOR
SHAH & ANCHOR KUTCHHI ENGINEERING COLLEGE
CHEMBUR

Cloud computing bears everything as a service over the web supports user demand. The benefits of cloud storage are easy access means access to your
knowledge anyplace, anyhow, anytime, scalability, resilience, cost efficiency, and high reliability of the data. So each and every organization is moving its data to
the cloud, means it uses the storage service provided by the cloud provider. So there is a need to protect that data against unauthorized access, modification or
denial of services. Cloud refers to storing, processing and usage of data on server ports rather than local machines. Cloud reduces the load on user's machine
significantly. Only thing one needs is a working data connection cloud computing system's interface software. However data handling from a distant port does
raise data security concerns which cannot be compromised with. This report deals with the various encryption algorithms used to authenticate and validate the
access to the cloud.

KEYWORDS
Confidentiality, Encryption Algorithm, Integrity, Privacy, Security.

1. INTRODUCTION
loud computing is defined as the set of resources or services offered through the internet to the users on their demand by cloud providers. It bears
everything as a service over the internet based on user demand, for instance operating system, network hardware, storage, resources, and software. As
each and every organization is moving its data to the cloud, means it uses the storage service provided by the cloud provider.

FIGURE 1: CLOUD COMPUTING SERVICES

Sk

Servers

Application

\
\, [ ~

5 — . Collaboration “——
Communication

Finance

Platform

— |a Iéi : | g —
ATsE e 4 L | F
Idhentity ! ! - ) U ==
o’ Cueue
Obhject Storage Runtime Database

Infrastructure

i
.-'_ ; :\

Block Storage

Phones Tablets

Cloud Computing

The concept of cloud computing is associated closely with Infrastructure as a Services (laaS), Platform as a Services (PaaS), Software as a Services (SaaS$) all of
which means a service oriented architecture. These provide the first benefit of the cloud computing it reduce cost of hardware that cloud have been used at end
user. To secure the Cloud means secure the treatments and storage “databases hosted by the Cloud provider”. Security goals of data include three points
namely: Confidentiality, Integrity, and Availability (CIA). Confidentiality of data in the cloud is accomplished by Encryption/ Decryption process.

2. REVIEW OF LITERATURE

2.1 CLOUD COMPUUTING SECURITY

Cloud computing security is the set of control-based technologies and policies designed to adhere to regulatory compliance rules and protect information, data
applications and infrastructure associated with cloud computing use. Because of the cloud's very nature as a shared resource, identity management, privacy and
access control are of particular concern. With more organizations using cloud computing and associated cloud providers for data operations, proper security in
these and other potentially vulnerable areas have become a priority for organizations contracting with a cloud computing provider.
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FIGURE 2: CLOUD COMPUTING SECURITY
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Cloud computing security processes should address the security controls the cloud provider will incorporate to maintain the customer's data security, privacy
and compliance with necessary regulations.

2.2 GOALS OF CLOUD SECURITY

The goals of cloud security are as follows:

1. Confidentiality

2. Integrity

3. Availability

2.3 ISSUES IN CLOUD COMPUTING SECURITY

There are six types of major issues of data security in the cloud.

1. DATA AUTHENTICATION

A user may gain access within a LAN by entering a cloud identification and password, which may be affirmed by a cloud authentication mechanism. If the
authentication mechanism validates the certification, the user identification and password are stored locally for subsequent authentication requests. The
authentication mechanism may be applied in both domain and Workgroup LAN and may function in parallel with other users who may have a LAN or client
credentials which may not be authenticated from the cloud.

2. DATA PRIVACY AND CONFIDENTIALITY

Once the clients outsource data to the cloud there should be assurance that data is accessible to only authorized users. The cloud computing service provider
should make secure the customer personal data is well protected from other service provider’s and user. Authentication is the best solution for data privacy
because service provider must make sure who is accessing the data and who is maintaining the server; so that the customer’s personal data is protected. The
cloud customer must be guaranteed that data stored in the cloud will be confidential.

3. DATA INTEGRITY

Data Integrity means data is complete and consistent. The data stored in the cloud may suffer from damage during integration operations. The cloud provider
must make the client aware of what particular data are outsourced to the cloud, the native and the integrity mechanisms put in place.

4. DATA LOCATION

The cloud users did not know where the data will be hosted and in fact, their users want to know the location exactly. It requires a contractual agreement
between the users that data should stay in a particular location.

5. DATA AVAILABILITY

Data provided by the customer is normally stored in different servers often placing in different locations or in different clouds. Data availability becomes a major
legitimate issue as the availability of corrupted and relatively difficult servers.

6. DATA STORAGE, BACKUP AND RECOVERY

The cloud users decide to move their data to the cloud provider should ensure adequate resilience storage systems. The process of recovering and backing up
data is simplified. The cloud providers will store the data in several places across many independent servers.

2.4 EXISTING ENCRYPTION ALGORITHMS

1. CAESAR CIPHER

Caesar cipher is a classical substitution cipher and it is one of the simplest examples of substitution cipher. It replaces alphabet of letter in the plain text, with a
letter 3 places ahead of it. For example, “HELLO” is a plain text which will be converted into “KHOOR” as cipher text. One can see that such a cipher may be
difficult to break. This cipher can be broken by brute force attack because at the end there are only 25 possible available options of key.

2. PLAYFAIR CIPHER

Playfair cipher which has a square matrix of 5X5 alphabetical letters arranged in an appropriate manner. The user can select a key and place it in the matrix. The
remaining letters of English alphabet from the key are then one by one placed in the matrix of Playfair cipher. The plain text is broken into pairs and if a pair has
same alphabet then they are separated by introducing a filler letter with “x*. Otherwise if the pair is with different alphabetical letters and resides in the same
row of matrix then each letter is replaced by the letter ahead of it. If the pair of letters is in same column of matrix then each letter is replaced by the letter
below it, and when the pair of letters is neither in same column nor in same row then are they replaced by the letter in their row that resides at the intersection
of paired letters.

2.5 MODERN ENCRYPTION

There are two main categories of encryptions used to achieve data confidentiality, integrity, availability, authentication and non-repudiation. Non-repudiation
means that when something has been sent from someone, there has to be a way to track back to the sender. These are symmetric and asymmetric encryption
algorithms.
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FIGURE 3: SECURITY ALGORITHMS
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SYMMETRIC ENCRYPTION

Symmetric-key algorithms are those algorithms which use the same key for both encryption and decryption. Hence the key is kept secret. Symmetric algorithms

have the advantage of not consuming too much of computing power and it works with high speed in encryption. Symmetric-key algorithms are divided into two

types: Block cipher and Stream cipher. In block cipher input is taken as a block of plaintext of fixed size depending on the type of a symmetric encryption

algorithm, key of fixed size is applied on to block of plain text and then the output block of the same size as the block of plaintext is obtained. In Case of stream

cipher one bit at a time is encrypted.

1. DATA ENCRYPTION STANDARD (DES)

The Data Encryption Standard (DES) is a symmetric- key block cipher published as FIPS-46 in the Federal Register in January 1977 by the National Institute of

Standards and Technology (NIST). At the encryption site, DES takes a 64-bit plaintext and creates a 64-bit cipher text, at the decryption site, it takes a 64-bit

cipher text and creates a 64-bit plaintext, and same 56 bit cipher key is used for both encryption and decryption. The encryption process is made of two

permutations (P-boxes), which we call initial and final permutation, and sixteen Feistel rounds. Each round uses a different 48-bit round key generated from the

cipher key according to a predefined algorithm.

2. BLOWFISH ALGORITHM

Blowfish is a symmetric key cryptographic algorithm. Blowfish encrypts 64 bit blocks with a variable length key of 128-448 bits. According to Schneier, Blowfish

was designed with the followings objectives in mind:

. Fast- Blowfish encryption rate on 32-bit microprocessors is 26 clock cycles per byte.

. Compact- Blowfish can execute in less than 5 kb memory.

. Simple-Blowfish uses only primitive operation -s, such as addition, XOR and table look up, making its design and implementation simple.

. Secure- Blowfish has a variable key length up to maximum of 448-bit long, making it both secure and flexible.

Blowfish suits applications where the key remains constant for a long time (e.g. Communications link encryption), but not where the key changes frequently (e.g.

Packet Switching).

3. ADVANCED ENCRYPTION STANDARD (AES)

Advanced Encryption Standard is a symmetric- key block cipher published as FIPS-197 in the Federal Register in December 2001 by the National Institute of

Standards and Technology (NIST). AES is a non-Feistel cipher. AES encrypts data with block size of 128-bits. It uses 10, 12, or fourteen rounds. Depending on the

number of rounds, the key size may be 128, 192, or 256 bits. AES operates on a 4x4 column-major order matrix of bytes, known as the state.

ASYMMETRIC ENCRYPTION

Asymmetric encryption algorithm uses two keys instead of one. One is a private key only known to the recipient of the message and the other is a public key

known to everyone and can be freely distributed. Either key can be used to encrypt and decrypt the message.

1. RSA ALGORITHM

The most common Public Key algorithm is RSA, named for its inventors Rivest, Shamir, and Adleman (RSA). RSA is basically an asymmetric encryption /decryption

algorithm. It is asymmetric in the sense, that here public key distributed to all through which one can encrypt the message and private key which is used for

decryption is kept secret and is not shared to everyone. RSA cryptosystem realize the properties of the multiplicative Homomorphic encryption RSA uses

modular exponential for encryption and decryption. RSA uses two exponents, a and b, where a is public and b is private. Let the plaintext is P and C is cipher text,

then at encryption C = PAa mod n and at decryption side P = C*b mod n, n is a very large number created during key generation process.

2. ELLIPTIC CURVE CRYPTOGRAPHY (ECC)

Elliptic curve cryptography (ECC) is an approach to public-key cryptography based on the algebraic structure of elliptic curves over finite fields. Elliptic curves are

also used in several integer factorization algorithms that have applications in cryptography. The primary benefit promised by ECC is a smaller key size, reducing

storage and transmission requirements, i.e. that an elliptic curve group could provide the same level of security afforded by an RSA-based system with a large

modulus and correspondingly larger key — e.g., a 256-bit ECC public key should provide comparable security to a 3072-bit RSA public key . For current

cryptographic purposes, an elliptic curve is a plane curve over a finite field (rather than the real numbers) which consists of the points satisfying the equation,

y2=x3+ax+b, along with a distinguished point at infinity, denoted oo.

3.DSA

The Digital Signature Algorithm (DSA) is a Federal Information Processing Standard for digital signatures. It was proposed by the National Institute of Standards

and Technology (NIST) in August 1991 for use in their Digital Signature Standard (DSS) and adopted as FIPS 186 in 1993. Four revisions to the initial specification

have been released: FIPS 186-1 in 1996, FIPS 186-2 in 2000, FIPS 186-3 in 2009, and FIPS 186-4 in 2013. With DSA, the entropy, secrecy, and uniqueness of the

random signature value k is critical. It is so critical that violating any one of those three requirements can reveal the entire private key to an attacker. Using the

same value twice (even while keeping k secret), using a predictable value, or leaking even a few bits of k in each of several signatures, is enough to break DSA.

3. REPORT ON PRESENT INVESTIGATION

3.1 CLOUD COMPUTING

Cloud Computing is the ability to access a pool of computing resources owned and maintained by a third party via the Internet. The “cloud” is composed of

hardware, storage, networks, interfaces, and services that provide the means through which users can access the infrastructures, computing power,

applications, and services on demand which are independent of locations. Cloud computing usually involves the transfer, storage, and processing of information

on the ‘providers’ infrastructure, which is not included in the ‘customers’ control policy.

3.2 CHARACTERISTICS OF CLOUD COMPUTING

1. On demand self-services: computer services such as email, applications, network or server service can be provided without requiring human interaction
with each service provider. Cloud service providers providing on demand self-services include Amazon Web Services (AWS), Microsoft, Google, IBM and
Salesforce.com. New York Times and NASDAQ are examples of companies using AWS (NIST). Gartner describes this characteristic as service based.
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2. Broad network access: Cloud Capabilities are available over the network and accessed through standard mechanisms that promote use by heterogeneous
thin or thick client platforms such as mobile phones, laptops and PDAs.

3. Resource pooling: The provider’s computing resources are pooled together to serve multiple consumers using multiple-tenant model, with different
physical and virtual resources dynamically assigned and reassigned according to consumer demand. The resources include among others storage,
processing, memory, network bandwidth, virtual machines and email services. The pooling together of the resource builds economies of scale.

4.  Rapid elasticity: Cloud services can be rapidly and elastically provisioned, in some cases automatically, to quickly scale out and rapidly released to quickly
scale in. To the consumer, the capabilities available for provisioning often appear to be unlimited and can be purchased in any quantity at any time.

5. Measured service: Cloud computing resource usage can be measured, controlled, and reported providing transparency for both the provider and consumer
of the utilized service. Cloud computing services use a metering capability which enables to control and optimize resource use. This implies that just like air
time, electricity or municipality water IT services are charged per usage metrics — pay per use.

6.  Multi Tenacity: is the 6™ characteristics of cloud computing advocated by the Cloud Security Alliance. It refers to the need for policy-driven enforcement,
segmentation, isolation, governance, service levels, and chargeback/billing models for different consumer constituencies.

3.3 SERVICE MODELS

FIGURE 4: SERVICE MODELS
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1. Infrastructure as a Service (laaS)

Infrastructure as a Service is a provision model in which an organization outsources the equipment used to support operations, including storage, hardware,
servers and networking components. The service provider owns the equipment and is responsible for housing, running and maintaining it. The client typically
pays on a per-use basis.

2. Platform as a Service (PaaS)

Platform as a Service (PaaS) is a way to rent hardware, operating systems, storage and network capacity over the Internet. The service delivery model allows the
customer to rent virtualized servers and associated services for running existing applications or developing and testing new ones.

Platform as a Service (PaaS) is an outgrowth of Software as a Service (SaaS), a software distribution model in which hosted software applications are made
available to customers over the Internet. PaaS has several advantages for developers. With PaaS, operating system features can be changed and upgraded
frequently. Geographically distributed development teams can work together on software development projects.

3. Software as a Service (SaaS)

Software as a Service (SaaS) is a software distribution model in which applications are hosted by a vendor or service provider and made available to customers
over a network, typically the Internet. SaaS is becoming an increasingly prevalent delivery model as underlying technologies that support Web services and
service-oriented architecture (SOA) mature and new developmental approaches, such as Ajax, become popular. Meanwhile, broadband service has become
increasingly available to support user access from more areas around the world. SaaS is closely related to the ASP (application service provider) and on demand
computing software delivery models. IDC identifies two slightly different delivery models for SaaS. The hosted application management (hosted AM) model is
similar to ASP: a provider hosts commercially available software for customers and delivers it over the Web. In the software on demand model, the provider
gives customers network-based access to a single copy of an application created specifically for Saa$S distribution.

3.4 DEPLOYMENT MODELS

The four deployment models operated by cloud computing are the: Public Cloud, Private Cloud, Community Cloud, and Hybrid Cloud.

FIGURE 5: DEPLOYMENT MODELS
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1. PUBLIC CLOUD

The cloud computing resource is shared exterior, someone can use it and a few payments maybe count. Public organizations assist in supplying the
infrastructure to carry out the public cloud.

2. PRIVATE CLOUD

The private cloud resource is boundary to a collection of people, like a staff of a company. Infrastructure of private cloud is perfectly controlled and corporate
data are completely supported by the organization itself.

3. HYBRID CLOUD

This is the combination of public as well as private cloud. It can also be explained as multiple cloud systems that are related in a way that permits programs and
data to be moved comfortably from one system to another.

4. COMMUNITY CLOUD

The cloud is basically the mixture of one or more public, private or hybrid clouds, which is shared by many organizations for a single cause (mostly
security).Infrastructure is to be shared by several organizations within specific community with common security, compliance objectives. It is managed by third
party or managed internally. Its cost is lesser then public cloud but more than private cloud.

3.5 SECURITY GOALS
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1. Confidentiality: Confidentiality refers to the prevention of intentional or unintentional unauthorized disclosure of information. Confidentiality in cloud
systems is related to the areas of intellectual property rights, covert channels, traffic analysis, encryption, and inference:

2. Integrity: The concept of cloud information integrity requires that the following three principles are met:

. Modifications are not made to data by unauthorized personnel or processes.

. Unauthorized modifications are not made to data by authorized personnel or processes.

o The data is internally and externally consistent — in other words, the internal information is consistent both among all sub-entities and with the real-
world, external situation.

3. Availability: Availability ensures the reliable and timely access to cloud data or cloud computing resources by the appropriate personnel. Availability
guarantees that the systems are functioning properly when needed. In addition, this concept guarantees that the security services of the cloud system are
in working order. A denial-of-service attack is an example of a threat against availability.

3.6 CHALLENGES OF CLOUD COMPUTING
1. SECURITY AND PRIVACY
According to the survey of International Data Corporation (IDC), Security, Performance and Availability are the three biggest issues in cloud adoption. The critical
challenge is how it addresses security and privacy issues which occur due to movement of data and application on networks, loss of control on data,
heterogeneous nature of resources and various security policies. Data stored, processing and movement of data outside the controls of an organization poses an
inherent risk and making it vulnerable to various attacks. The security threats can be of two types viz. internal and external. The external risk is posed by various
persons and organizations e.g. enemies or hackers that do not have direct access to the cloud. The internal security risk is a well-known issue which can be
posed by organizational affiliates, contractors, current or former employees and other parties that have received access to an organization’s servers, networks
and data to facilitate operations. Cloud computing poses privacy concerns because the service providers may access the data that is on the cloud that could
accidentally or deliberately be changed or even removed posing serious business trust and legal consequences.
2. PERFORMANCE
According to IDC’s survey, performance is the second biggest issue in cloud adoption. The cloud must provide improved performance when a user moves to
cloud computing infrastructure. Performance is generally measured by capabilities of applications running on the cloud system. Poor performance can be caused
by lack of proper resources viz. disk space, limited bandwidth, lower CPU speed, memory, network connections etc. Many times users prefer to use services
from more than one cloud where some applications are located on private clouds while some other data or applications being on public and/or community
cloud. The data intensive applications are more challenging to provide proper resources. Poor performance can results in end of service delivery, loss of
customers, reduce bottom line revenues etc.

FIGURE 6: CHALLENGES IN CLOUD COMPUTING
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3. RELIABILITY AND AVAILABILITY
Any technology’s strength is measured by its degree of reliability and availability. Reliability denotes how often resources are available without disruption (loss
of data, code reset during execution) and how often they fail. One of the important aspect that creates serious problems for the reliability of cloud computing is
down time. One way to achieve reliability is redundant resource utilization. Availability can be understood as the possibility of obtaining the resources whenever
they are needed with the consideration to the time it takes for these resources to be provisioned. Regardless of employing architectures having attributes for
high reliability and availability, the services in cloud computing can experience denial of service attacks, performance slowdowns, equipment outages and
natural disasters. Data shows that some of the current cloud computing providers have some frequent outages last year. e.g Amazon EC2 outage. In order to
remove FUDD (fear, uncertainty, doubt, and disinformation), probably the reliability, availability and security are the important and prime concern to an
organization. Therefore, the level of reliability and availability of cloud resources must be considered as a serious issue into the organization’s planning to set up
the cloud infrastructure in order to provide effective services to consumers.
4. SCALABILITY AND ELASTICITY
Scalability and elasticity are the most amazing and unique features of the cloud computing. These features provide users to use cloud resources being
provisioned as per their need in unlimited amount as required. Scalability can be defined as the ability of the system to perform well even when the resources
have been scaled up. Elasticity, on the other hand, is the ability to scale resources both up and down as and when required. Elasticity goes one step further,
though, and does also allow the dynamic integration and extraction of physical resources to the infrastructure. The elastic cloud computing means that
allocation of resources can get bigger or smaller depending on the requirement. Elasticity enables scalability—which means the system can easily scale up or
down the level of services to which the user has subscribed. Scalability can be provided in two ways- horizontally and vertically whereby horizontal scalability
(Scale Out) refers to addition of more nodes to the system such as adding a new computer to an existing service provider system while vertical scalability (scale
up) refers to addition of resources to a single node in the system, typically involving the addition of memory or processors to a single computer.
5. INTEROPERABILITY AND PORTABILITY
Interoperability is the ability to use the same tools or application across various cloud service providers platforms. The interoperability can be defined at various
levels viz. application, service, management and Data interoperability. Cloud users must have the flexibility of migrating in and out and switching to clouds
whenever they want without no vendor lock-in period. One of the adoption barriers in cloud computing interoperability is the vendor lock-in risk. The main
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problems to realize it are the lack of open standards, open APIs and lack of standard interfaces for VM formats and service deployment interfaces. Cloud
portability ensures that one cloud solution will be able to work with other platforms and applications as well as with other clouds.

3.7 COMPARITIVE ANALYSIS

METRICS OF CLOUD COMPUTING SECURITY

1. FLEXIBILITY

So many Peoples love to use the cloud computing because of the great advantage of flexibility, users can access stored data anywhere in the world, but the thing
is you need a computer/laptop/smart phone/Android /Blackberry and other applicable devices with internet connections. Staff can access the data and files
outside the office at any time.

2. LOW COST

This is the very great advantages for organizations to reduce their cost by having the cloud computing service. And also Organization can concentrate more to
expand their business rather than concentrating on Software and hardware updates. Everything is stetted up in host, which automatically saves the time and
money for any organizations.

3. HIGHLY AUTOMATED

No need to purchase updated soft wares, everything has been set —up and ready to use. Here you can also cut an employee, who takes care of software
updates, this result to hire another employee to expand/improve business. It's a like G-Mail or Hotmail, which can use by creating account within in
seconds/minutes. In other hand it’s tough to download software and again have to install then use it, also have to update software by paying extra money.

4. FAST SERVICE

Cloud computing service providers having infrastructure so server always in up-time. This results you no destruct ions in business. Depending upon business
needs have to choose plans for fast access service.

5. MORE STORAGE CAPACITY

No need to worry about your lot of data and files to store, this provides more data to save the files in server. Here depending upon the data and usage you can
choose the plans, available in different modes. Everything is online, store your entire data in cloud and can access at any time in browser.

6. COST SAVINGS

Companies can reduce their capital expenditures and use operational expenditures for increasing their computing capabilities. This is a lower barrier to entry

and also requires fewer in-house IT resources to provide system support.

TABLE 1: COMPARISION OF ENCRYPTION ALGORITHM

Features AES RSA BLOWFISH DES 3DES RC5 ECC

Platform Cloud Computing Cloud Computing Cloud Computing Cloud Computing Cloud Cloud Cloud Computing
Computing Computing

Key Size 128,192,256 bits 1024 bits 32- 448 bits 56 bits 168,112bits Max 2040 135bits

Scalability Scalable Not Scalable Scalable Scalable Scalable Scalable Less Scalable

Security Secure for both Secure for user only | Secure for both Security applied Adequate Secure for both Less Secure

provider and user.

providers and
user/client side

to both providers
and user

provider and
user

Data Encryption
Capacity

Used for
encryption of large
amount of data

Used for encryption
of small data

Less than AES

Less than AES

Less than AES

Less than AES

Used for
encryption of small
data

Authentication Best authenticity Robust authentic Comparable to AES Less authentic Less authentic | Less authentic Robust authentic

Type provider implementation than AES. than AES than AES implementation

Memory Usage Low RAM needed Highest memory Can execute in less More than AES More than More than AES High memory usage
usage algorithm than 5 kb AES

Execution Time Faster than others Requires maximum Lesser time to Equals to AES Very Slow Slow Fastest

time

execute

4. CONCLUSION

In this encryption algorithms have been proposed to make cloud data secure, vulnerable and gave concern to security issues, challenges and also comparisons
have been made between AES, DES, Blowfish and RSA algorithms to find the best one security algorithm, which has to be used in cloud computing for making
cloud data secure and not to be hacked by attackers. Encryption algorithms play an important role in data security on cloud and by comparison of different
parameters used in algorithms, it has been found that AES algorithm uses least time to execute cloud data. Blowfish algorithm has least memory requirement.
DES algorithm consumes least encryption time. RSA consumes longest memory size and encryption time. In today’s era demand of cloud is increasing so the
security of the cloud and user is on top concern. Hence, these algorithms are helpful for today’s requirement. In future several comparisons with different
approaches and results to show effectiveness of proposed framework can be provided.
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