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ABSTRACT 

As a response to the changing threat landscape today, most governments are looking to establish some form of Cyber security strategy. This report aims to study 

trends and issues in cyber security and analyze the cyber security tools.  These cyber security tools are basically to overcome one major type of cyber crime known 

as malware attack. Here we focus on one of the malware known as Rootkit which resides in the kernel of the operating system and study various types of 

Rootkits. Based on the Rootkit malware, study and analysis of various anti-rootkit tools is performed. Comparative study of various anti-rootkit tools is done to 

select best tools based on different parameters used for comparison. Finally tools best for naïve users as well as IT professionals are analyzed based on the 

analysis of different tools in the report.  

 

KEYWORDS 
Cyber-security, rootkit, malware. 

 

1. INTRODUCTION 
yber security is rightly a priority for governments globally. The phenomenal expansion of cyberspace has brought unprecedented economic growth, 

opportunity, and prosperity. However, it also presents bad actors with completely new threat and crime opportunities.  

The interests of industry and governments in securing and facilitating cyber-based transactions and activities are fundamentally aligned. All companies 

want a secure digital infrastructure for commercial transactions. To ensure the continued viability of the infrastructure and growth of their sector, technology 

companies are highly motivated to design and build security into the DNA of their products and systems. Governments need a secure global digital infrastructure 

for economic growth, prosperity, efficiency, and protection.  

Even the latest technologies like cloud computing, mobile computing, E-commerce, net banking etc also needs high level of security. Since these technologies 

hold some important information regarding a person their security has become a must thing. Enhancing cyber security and protecting critical information 

infrastructures are essential to each nation's security and economic wellbeing. Making the Internet safer (and protecting Internet users) has become integral to 

the development of new services as well as governmental policy. The fight against cyber crime needs a comprehensive and a safer approach. Every individual 

must also be trained on this cyber security and save themselves from these increasing cyber crimes. 

 

2. REVIEW OF LITERATURE 
The issue of cyber-crime is one that has been discussed by many people with various perspectives on the issue, most coming at it from different sides than the 

others. Cyber-crimes have gone beyond conventional crimes and now have threatening ramifications to the national security of all countries, even to 

technologically developed countries as the United States. According to a publication in  which states that “the adoption by all countries of appropriate legislation 

against the misuse of Information and Communication Technology (ICT), for criminal or other purposes, including activities intended to affect the integrity of 

national critical information infrastructures, is central to achieving global cyber security”. The illegal act may be targeted at a computer network or devices e.g., 

computer virus, denial of service attacks (DOS), malware (malicious code).  The illegal act may be facilitated by computer network or devices with target 

independent of the computer network or device. Cyber-crime is complex and committed mostly from remote locations making it difficult to police. The absence 

of enabling law makes policing even more difficult.  

2.1 TRENDS CHANGING CYBER SECURITY  
2.1.1 WEB SERVERS  
The threat of attacks on web applications to extract data or to distribute malicious code persists. Cyber criminals distribute their malicious code via legitimate 

web servers they’ve compromised. Web servers are especially the best platform for these cyber criminals to steal the data.  

2.1.2 CLOUD COMPUTING AND ITS SERVICES  
World is slowly moving towards the clouds. This latest trend presents a big challenge for cyber security, as traffic can go around traditional points of inspection. 

Additionally, as the number of applications available in the cloud grows, policy controls for web applications and cloud services will also need to evolve in order 

to prevent the loss of valuable information. Though cloud services are developing their own models still a lot of issues are being brought up about their security.  

2.1.3 APT’s AND TARGETED ATTACKS  
APT (Advanced Persistent Threat) is a whole new level of cyber crime ware. For years network security capabilities such as web filtering or IPS have played a key 

part in identifying such targeted attacks (mostly after the initial compromise). As attackers grow bolder and employ more vague techniques, network security 

must integrate with other security services in order to detect attacks.  

2.1.4 MOBILE NETWORKS  
Mobile networks security is a very big concern. These days’ firewalls and other security measures are becoming porous as people are using devices such as 

tablets, phones, PC’s etc all of which again require extra securities apart from those present in the applications used. Further mobile networks are highly prone 

to these cyber crimes a lot of care must be taken in case of their security issues.  

2.1.5 IPv6: NEW INTERNET PROTOCOL  
Protecting IPv6 is not just a question of porting IPv4 capabilities. [6] While IPv6 is a wholesale replacement in making more IP addresses available, there are 

some very fundamental changes to the protocol which need to be considered in security policy. Hence it is always better to switch to IPv6 as soon as possible in 

order to reduce the risks regarding cyber crime.   

2.1.6 ENCRYPTION OF THE CODE  
In an encryption scheme, the message or information is encrypted using an encryption algorithm, turning it into an unreadable cipher text. This is usually done 

with the use of an encryption key, which specifies how the message is to be encoded. Encryption at a very beginning level protects data privacy and its integrity.  

 
 

C
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2.2 ISSUES IN CYBER SECURITY  
2.2.1 MOBILE DEVICES AND APPS  
The exponential growth of mobile devices drives an exponential growth in security risks. Every new smart phone, tablet or other mobile device, opens another 

window for a cyber attack, as each creates another vulnerable access point to networks. This unfortunate dynamic is no secret to thieves who are ready and 

waiting with highly targeted malware and attacks employing mobile applications. Similarly, the perennial problem of lost and stolen devices will expand to 

include these new technologies and old ones that previously flew under the radar of cyber security planning.  

2.2.2 SOCIAL MEDIA NETWORKING  
Growing use of soc media will contribute to personal cyber threats. Social media adoption among businesses is skyrocketing and so is the threat of attack. To 

combat the risks, companies will need to look beyond the basics of policy and procedure development to more advanced technologies such as data leakage 

prevention, enhanced network monitoring and log file analysis.  

2.2.3 CLOUD COMPUTING  
More firms will use cloud computing. A well designed architecture and operational security planning will enable organizations to effectively manage the risks of 

cloud computing [10]. As cloud use rises, new breach incidents will highlight the challenges these services pose to forensic analysis and incident response and 

the matter of cloud security will finally get its due attention.  

2.2.4 PROTECT SYSTEMS RATHER INFORMATION  
The emphasis will be on protecting information, not just systems. As consumers and businesses are like move to store more and more of their important 

information online, the requirements for security will go beyond simply managing systems to protecting the data these systems house. Rather than focusing on 

developing processes for protecting the systems that house information, more granular control will be demanded - by users and by companies - to protect the 

data stored therein.  

2.2.5 NEW PLATFORMS AND DEVICES  
New platforms and new devices will create new opportunities for cybercriminals. Security threats have long been associated with personal computers running 

Windows.  

2.2.6 EVERYTHING PHYSICAL CAN BE DIGITAL  
The written notes on a piece of paper, the report binder and even the pictures on the wall can be copied in digital format and gleaned for the tools to allow a 

activist-type of security violation, and increasingly this will be a problem. 

2.3 ROOTKITS 
In the paper focus is on one of the cyber crime which is malware known as Rootkit. 

A rootkit is a type of malware that has the capability to conceal itself from the Operating System and antivirus application in a computer. A rootkit provide 

continuous root level (super user) access to a computer where it is installed. Rootkits, or more generically stealth malware, are software components used to 

hide objects inside a computer system. Generally, the objects hidden by rootkits are processes and files. 

2.3.1 TYPES OF ROOTKITS 
Application Level Rootkits: Application level rootkits operate inside the victim computer by changing standard application files with rootkit files, or changing the 

behavior of present applications with patches, injected code etc. 

Kernel Level Rootkits: Kernel is the core of the Operating System and Kernel Level Rootkits are created by adding additional code or replacing portions of the 

core operating system, with modified code via device drivers (in Windows) or Loadable Kernel Modules (Linux). They can have a serious effect on the stability of 

the system if the kit’s code contains bugs. Kernel rootkits are difficult to detect because they have the same privileges of the Operating System, and therefore 

they can intercept or subvert operating system operations. 

Hardware/Firmware Rootkits: Hardware/Firmware rootkits hide itself in hardware such a network card, system BIOS etc. 

Hypervisor (Virtualized) Level Rootkits: Hypervisor (Virtualized) Level Rootkits are created by exploiting hardware features such as Intel VT or AMD-V (Hardware 

assisted virtualization technologies). Hypervisor level rootkits hosts the target operating system as a virtual machine and therefore they can intercept all 

hardware calls made by the target operating system. 

Boot loader Level (Bootkit) Rootkits: Boot loader Level (Bootkit) Rootkits replaces or modifies the legitimate boot loader with another one thus enabling the 

Boot loader Level (Bootkit) to be activated even before the operating system is started. Boot loader Level (Bootkit) Rootkits are serious threat to security 

because they can be used to hack the encryption keys and passwords. 

 

3. REPORT ON PRESENT INVESTIGATION 
3.1 ANALYSIS OF CYBER SECURITY TOOLS 
There are different tools in the field of cyber security like firewall analyzers, antivirus programs, anti malware programs, anti root kit tools, debugger tools, 

monitoring tools. Here in this report we mainly focus on various anti rootkit tools as it is major cyber attack which directly affects the kernel of the operating 

system. 

3.1.1 aswMBR 
aswMBR is the Rootkit scanner that scans for MBR/VBR/SRV rootkits. It can detect TDL4/3(Alureon), ZAccess, MBRoot (Sinowal), Whistler, SST, Cidox, Pihar and 

other malware. 

The current version of aswMBR uses Virtualization Technology to improve detection of stealth malware. It lets you scan your computer and MBR for rootkits and 

even fixes any issues. Removal on the other hand was not as good as some of the other tools. Normally one would have to boot to a Windows XP disc or 

Windows 7 recovery disc to perform this command but Avast Anti-Rootkit has a built in ‘FixMBR’ button that with one click will write a new Master Boot Record 

which is often necessary in the removal of rootkits. Avast aswMBR is a portable program for Windows. The program offers to download the latest antivirus 

definitions from Avast servers on first start. Those definitions are then used to scan and identify potentially dangerous files that have been discovered by the 

rootkit scanner. A click on the Scan button starts the scan of the system. Potentially dangerous files are highlighted in yellow and red colors on the screen. 

Suspicious or infected files are declared as those directly in the interface. The Fix or Fix MBR buttons are used to disinfect the system and remove the rootkit 

from it. The Windows Registry and local hard drives are automatically selected for the scan next to the running processes.  

 

 
 
 
 
 
 
 
 
 
 
 
 
 



VOLUME NO. 5 (2015), ISSUE NO. 06 (JUNE)  ISSN 2231-1009 

INTERNATIONAL JOURNAL OF RESEARCH IN COMPUTER APPLICATION & MANAGEMENT 
A Monthly Double-Blind Peer Reviewed (Refereed/Juried) Open Access International e-Journal - Included in the International Serial Directories 

http://ijrcm.org.in/ 

65

FIGURE 1: SCANNING AND FIXMBR VERIFICATION 

 
 
FEATURES 

• Quick and efficient  

• Avast antivirus compatibility 

3.1.2 RootRepeal 
RootRepeal is an easy to use utility that detect all the rootkits in order to protect your entire system as well as prevent from crashing all the important 

information and data in your computer. It shows all drivers that are loaded or hidden rootkits, it will analyze the locked files and scan any drive on the system.  

Also, it will show all the processes that are currently running and inform you if one of them is hidden or locked as well as determined by looking for typical 

symptoms if the rootkits are active 

 

FIG. 2: SSDT SCAN OF ROOTREPEAL 
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FIG. 3: REPORT OF SCAN ROOT REPEAL 

 
 

FEATURES 

• Easy to use  

• Powerful  

• Stable  

• Safe  

• Driver Scan 

• Files Scan 

• Processes Scan 

• SSDT Scan  

• Stealth Objects Scan  

• Hidden Services Scan  

• Shadow SSDT Scan  

3.1.3 SanityCheck 
SanityCheck is an advanced Rootkit and Malware detection tool for Windows which thoroughly scans the system for threats and irregularities which indicate 

Malware or Rootkit behavior. By making use of special deep inventory techniques, this program detects hidden and spoofed processes, hidden threads, hidden 

drivers and a large number of hooks and hacks which are typically the work of Rootkit and Malware. It offers a comprehensible report which gives a detailed 

explanation of any irregularities found and offers suggestions on how to solve or further investigate any situation. 
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FIG. 4: ANALYSIS OF SANITY CHECK 

 
 

FIG. 5: ROUTINE SCAN OF SANITY CHECK 

 
 

FEATURES 

• Runs on almost all Windows versions 

• Makes use of special deep inventory techniques 

• Detect hidden processes 

• Detect obfuscated processes 

• Detect processes attempting to appear as common system processes 

• Detect processes with obviously deceptive names 

• Detect processes without product, company or description information 

• Verify signatures and checksums of processes and kernel modules 

• Detect SSDT hooks 

• Detect Import Address Table hooks 
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• Detect kernel object callout hooks 

• Detect hidden drivers 

• Detect hijacked driver entry points 

• Comprehensible report 

• Optional expert mode 

3.1.4 CATCHME 
Catchme is the rootkit/stealth malware scanner that scans for hidden processes, hidden registry keys, hidden services, hidden files. Catchme can also delete, 

destroy and collect malicious files. 

FIG. 6: SCAN OF CATCHME 

 
 

FEATURES 

• It scans for hidden processes, hidden registry keys, hidden services, and hidden files.  

• Catchme can also delete, destroy and collect malicious files. 

3.1.5 SpyDllRemover 
SpyDllRemover is the specialized tool for detecting Spyware & Hidden Rootkit Dlls in the System. SpyDLLRemover is one of the apps that could add a new 

security layer to your computer, trying to detect spyware and hidden rootkits DLLs on your computer. SpyDLLRemover is indeed a handy tool and does its job 

very fast, scanning the system and letting you act accordingly in case some suspicious files are found on your computer. It's far from being a resource hog and it 

runs smoothly on all Windows versions, without even asking for administrator privileges when used on Windows 7. Overall, SpyDLLRemover is undoubtedly a 

very handy piece of software, running on low resources and providing advanced tools to detect any malicious file that may hide on your system. 
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FIG. 7: SCAN RESULT OF SPYDLLREMOVER 

 
 

FEATURES 

• Advanced spyware scanner 

• Hidden rootkit detection and removal 

• Unique 'Advanced DLL Ejection' technology 

• Sophisticated auto-analysis 

• Color-based representation 

• Excellent user interface 

• Advanced removal reports 

• Integrated installer 

• Available as a portable app 

3.1.6 ROOTKIT UNHOOKER 
Rootkit Unhooker is a straightforward utility that gives you the possibility of scanning and removing rootkits from your system. It also lets you terminate 

processes and drivers, among others. After a brief and uneventful setup procedure that does not require special attention from the user, you are greeted by a 

standard window with a well-structured layout. It is not eye-catching but easy to navigate. The main window includes multiple panels dedicated to SSDT, shadow 

SSDT, processes, drivers, stealth code, files, code hooks, and a report.  

 

FIG. 8: CODE HOOKS SCAN OF ROOTKITUNHOOKER 
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FIG. 9: REPORT OF SCAN OF ROOTKITUNHOOKER 

 
 

FEATURES 

• It scans for SSDT, shadow SSDT, processes, drivers, stealth code, files, code hooks, and provides a report.  

• You can unhook one or more selected files, terminate processes (with or without force), view corresponding DLLs, dump all process memory, wipe or copy 

the file.  

• It creates a report with log activity and provides options for exporting it to file for further evaluation.  

• User can change the background and text colors, show only hooked functions, hide grid lines, and use standard Disk I/O.  

• Settings may be restored to their factory values at any time. 

• The application is low-demanding when it comes to CPU and RAM. It has a good response time and finishes a task quickly and without errors.  

3.1.7 RKDETECTOR 
RKDetector is a diagnostic tool that provides information about hidden process and services hooked by an NT rootkit such as Hacker Defender. After hidden 

handles are identified, RKDetector will try to kill those hidden tasks and rescan the service database in order to detect hidden services installed by hackers and 

hidden regkeys (Run, Runonce...). Another feature is that RKDetector have their own internal MD5 database with signatures about known rootkits, exploits and 

hacking tools that are used to identify malware running in your system. Rkdetector was the first new generation rootkit detector tool, offering same features as 

the most known sysinternals Rootkit revealer software 
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FIG. 10: ANALYSIS OF RKDETECTOR 

 
 

FEATURES 

• Hidden file detection. 

• Hidden registry keys detection. 

• ADS (Alternate Data Streams) detection. 

• Rootkit deletion by wiping the used binary files and rebooting the system. 

• Data recovery for both FAT32 and NTFS file system. 

• File system browser. 

3.1.8 GMER 
GMER is an application that detects and removes root kits. 

It scans for hidden processes, hidden threads, hidden modules, hidden services, hidden files, and hidden disk sectors (MBR), hidden Alternate Data Streams, 

hidden registry keys, drivers hooking SSDT, drivers hooking IDT, drivers hooking IRP calls, inline hooks. GMER also allows monitoring the following system 

functions: processes creating, driver’s load, libraries loading, files functions, registry entries, TCP or IP connections. 

 
FIG. 11: ROOTKIT/MALWARE SCAN OF GMER 

 
 

FEATURES 

• Intuitive environment 
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• Scan the computer for malware 

• Monitor processes and TCP/IP connections 

• Evaluation and conclusion 

3.1.9 Vba32 AntiRootkit  
Vba32 AntiRootkit is designed to analyze the computer for the anomalies that arise due to the presence of malware in the system. Due to this, you will be able 

to detect and neutralize both the known and unknown viruses that are present in your system in active state. This program is a good assistant in the work of a 

specialist struggling with complicated infections. 

FIG. 12: KERNEL MODULE SCAN OF VBA32 

 
 

FEATURES 

• Free of charge 

• Does not require installation 

• Can be used with any antivirus software installed on your computer 

• Uses a unique feature of the detection of "clean" files 

• Can be used in several modes 

• Supports the maintenance of a system status report in html format 

• Treatment of the system may be done using a scripting language 

• Supports Windows 7 XP VISTA 

• Help files in Russian and English languages 

• Part of Vba32 Personal and Vba32 Check 

3.1.10 McAfee Rootkit Remover 
McAfee Rootkit Remover is a 538kb standalone freeware ‘command-prompt-look-alike’ tool that can be used to detect and remove complex rootkits and 

associated malware. Currently it can detect and remove ZeroAccess, Necurs and TDSS family of rootkits. McAfee Labs plans to add coverage for more rootkit 

families in future versions of the tool. 

FIG. 13: SCAN OF MCAFEE ROOTKIT REMOVER 
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FEATURES 

• Scans, detects and removes rootkits 

• Works alongside your existing antivirus 

• Open source 

 

4. COMPARATIVE ANALYSIS 
 On the basis of comparison of the tools following is the table:  

TABLE 1 

Anti-Rootkit tools Version Active Memory 

Scanning 

Register 

Scan 

Driver 

Scan 

SSDT 

Scan 

Scan 

Time(min) 

Hooking 

detection 

Removal Best 

Features 

aswMBR 1.0.1.2252 Yes Yes No No No 0.23 No yes Memory 

Scan 

RootRepeal 1.3.5.0 Yes Yes No Yes Yes 0.50 No Yes All Scans 

SanityCheck 3.00 Yes Yes No Yes No 0.20 No No Driver Scan 

Catchme 0.3 Yes Yes No No No 0.15 No Yes Removal 

SpyDllRemover 6.0 Yes Yes No No No 0.10 No No Memory 

Scan 

Rootkit Unhooker 3.7.300.509 Yes Yes No Yes Yes 7.30 Yes Yes Hooking 

RKDetector 2.0 Yes No No No No 1.00 No Yes Hooking 

GMER 2.1.19357 Yes Yes Yes Yes Yes 9.05 Yes Yes Removal 

Vba32 AntiRootkit  3.12.5.4 Yes Yes No No No 12.05 Yes No Hooking 

McAfee 

Rootkit Remover 

0.8.9.174 Yes Yes No No No 1.00 No Yes Removal 

As per the above table we identified the best tools to be used for detecting rootkits. They will fall under two categories: 

FOR NAÏVE USERS 

For the beginners or naïve users who does not have any knowledge related to hooking and various types of scan such as SSDT, SPYDLLRemover and GMER are 

the best tools to work with as they does not include complex terms like hooking and SSDT kernel modules which are not user friendly and user is easily able to 

view processes, modules, files in the system. 

FOR PROFESSIONALS 
For the IT professionals who have thorough knowledge of various terms used in security, RootkitUnhooker and VBA32 Anti Rootkit are the best tools to use as 

Rootkit Unhooker provided ability to unhook the Rootkit attached to the code and VBA32 provides all the kernel modules driver files location size related 

information which can be used to detect rootkits residing in the kernel of the system. 

 

5. CONCLUSIONS 
Cyber security is the ongoing process of exercising due care and due diligence to protect information, and information systems, from unauthorized access, use, 

disclosure, destruction, modification, or disruption or distribution. In the report various anti Rootkit tools are studied and analyzed on the basis of different 

parameters and reached to the conclusion that for the beginners or naïve users who does not have any knowledge related to hooking and various types of scan 

such as SSDT, SPYDLLRemover and GMER are the best tools to work with as they does not include complex terms and for IT professionals who have thorough 

knowledge of various terms used in security, RootkitUnhooker and VBA32 Anti Rootkit are the best tools to use as Rootkit Unhooker provided ability to unhook 

the Rootkit attached to the code and VBA32 provides all the kernel modules driver files location size related information which can be used to detect rootkits 

residing in the kernel of the system. 

Based on the results of the Anti Rootkit scans, further research should focus on developing an optimal set of heuristic-based rules to detect rootkit activity, 

which maximizes the rate of detection while minimizing the rate of false positives. By focusing on dynamic behavior, it is likely that an ARK developer will keep 

up with the latest threats and provide better overall security. 
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