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ABSTRACT

Ecommerce relies on financial institutions to serve as third party to process electronic payments. The traditional model is characterized by the disputable
reversible transactions. In developing countries this feature has become a stumbling block for the progress of ecommerce. This has led to the invention of virtual
money. In 2008, Satoshi Nakamoto introduced a new virtual currency model called Bitcoin. The goal of this payment system is to eliminate the financial
intermediaries with trust in “proof of work”(PoW). This relatively new crypto currency does have many legitimate and quickly growing uses, and best known for
its popularity with criminal and shadowy internet figures. Recently, FBI became the largest owner of this Bitcoin, when it closed down the internet market place
Silk Road transactions. This paper explores the concept and usage of this decentralized cryptographic currency. Growing technological advancement has
triggered the popularity of virtual money and that of bit coin, though the idea of cryptographic electronic currencies came up more than two decades ago. It also
looks into the SWOT analysis of the “V coin” and the future of the coin in the long run. The paper also focuses on the strength of the bit coin in comparison to the
other virtual currencies that have disappeared over the time.

KEYWORDS

Bitcoin, Virtual currency, Ecommerce, P2P, Cryptography, PoW, payment systems.

INTRODUCTION

an is the most creative species on the earth. Man’s interest in exchange of goods and services for value has bought in the concept of money. Present

day societies cannot function without this money. Currencies of all countries have faced the storms this decade and a search for a currency that does

not experience huge fluctuations, inflation has seriously begun now, and man has matured enough to think of something that is not physical like
money. The concept of money has evolved over the years. The technological innovations now have somewhat necessitated the evolution of a new concept that
is accepted like the money in the digitalized “virtual world”.
“Virtual Money” has been in usage since 15 years. It is now the legislators and regulators are sitting up to watch this phenomena take the financial world by
surprise. In the year 2009 a crypto currency or a digitalized decentralized currency Bitcoin was introduced by Satoshi Nakomoto, a pseudonym programmer. The
coin went on to become the best traded virtual currency in these five years. There are at present around 80 virtual currencies with fancy names like Feathercoin,
Bbqcoin, Fireflycoin, and Zeuscoin. However unlike other cryptocurrencies, Bitcoin is supported by vibrant economy of developers, users, and exchanges,
businesses that allegedly reached a $2.5B market cap at the end of April 2013. This “V coin” has acquired importance because the currency supports new forms
of e-commerce, online business formats and challenges established the financial system.
This paper explores the trend of these virtual currencies with special reference to Bitcoin. It is important to take into account that these currencies both
resemble money and necessarily come with their own dedicated retail payment systems; these two aspects are covered by the term “virtual currency scheme”
Bit coin’s emergence as the most popular virtual currency is of special interest to central banks as these have threatened the existence of financial
intermediaries like banks. They have somehow grown without the regulatory noose of the central Banks around the world. This paper tries to trace the rise of
Bitcoin, its resilience to financial downturns or crisis. The study is mainly an exploratory one and hence tries to arrive at a possible hypothesis that can be studied
further. There has been a spate of debates and discussions across the western world about this Bitcoin. In India the Bitcoin seems to be in the nascent stage only
and the RBI has not acknowledged its existence as yet.
The study is limited to the exploring of present literature on virtual currencies. This is an emerging idea and there is not much authentic literature on the subject.
The study depended on internet publications and some of the publications made by banks in US, European Central bank and National Australian bank. This is the
major limitation of the study. The concept of crypto currencies depends mainly on computer software systems, which are difficult for layman’s understanding
posing a limitation. The mining of these coins requires a reasonable level of computer knowledge. With India being one of the major countries bestowed with
best of computer software personnel, we may assume a potential market in India for this Bitcoin, thus the study explores the SWOT of this currency to become
the future of all financial transactions.

VIRTUAL CURRENCY

Dictionary definition of ‘Currency” is a system of money in general use in a particular country: the fact or quality of being generally accepted or in use. Virtual is
something that is not visible, physical. These currencies are virtual because they are not physical and are not backed by any physical commodity of value like
gold or similar goods. The history of currency shows that it has evolved over the time and that it need not necessarily be physical. However, there are certain
characteristics that are mandatory for it to be currency.

. Medium of exchange

. Unit of account
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. Store of value

. Restricted supply

The test that any medium of exchange becoming a currency has to stand up to is the trust or acceptability it enjoys, the value it creates for itself, user, and
creator. Thus there is a significant level of perception of the users involved in the concept of currency.

Apart from the difference that the traditional currency is physical and the virtual currency is digital, the difference between a traditional currency and virtual
currency is that the traditional currency has central agencies as its creators while virtual currencies are not created by any central agency. The second difference
is that the traditional currency is regulated by the central agency while the virtual currency is not under any regulatory authority.

FIG. 1
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Virtual money is anything other than the real money used for the exchange of goods. Usage of cards, gift vouchers, passes etc also has the same unregulated
anonymity of cash transactions. Virtual money saw it’s beginning some fifteen years ago. The beginning has been in the games where the coins like the Linden
dollars or any other points earned on your credit card, or points earned on your Face book account, which can be later, exchanged for any goods offered by the
particular company, community on the computer. The European Central Bank in its report on virtual currency schemes in October 2012 classified the present
currencies under three categories. These are the closed virtual currency scheme, unidirectional flow of virtual currency scheme and virtual currencies with bi-
directional flow.

The increase in the various online businesses combined with the increase in the technological progress facilitated or gave impetus to this phenomenal growth in
the virtual economies and currencies. This preposition has attracted the watchful eyes of regulatory central banking authorities world over.

The challenge that these virtual currencies face is the supply or restricting the creation and avoiding the duplication of its use. This is solved to some extent
through complex software programming that ensures the limited supply as well as authentication of the transaction and not allowing duplication. Bit coin’s
supremacy lies in its features which stand to these two challenges.

RELATED WORK

Satoshi Nakamoto (2009) proposed a system for electronic transactions without relying on trust. His model started with usual framework of coins made from
digital signatures, which provides strong control of ownership, but is incomplete without a way to prevent double spending.

In three frequently cited articles, Kocherlakota and Wallace (1998) and Kocherlakota (1998; 2002b) consider the similarities and substitutability of money and
memory. William J. Luther, Josiah Olson, Kenyon College, stated that the Theories of memory have practical applications. Bitcoin is an imperfect form of
memory and traditional monies are costly to store and/or verify, it is possible for the two types of exchange medias to coexist. Philipp Giiring, lan Grigg(2011)
concluded that the requirement of diversification is broken by Bitcoin's very mechanism to make diversification work fairly. Meni Rosenfeld November 17, 2011,
introduced Bitcoin mining and explained why the high variance in the rewards for this activity creates the need for mining pools. Meni Rosenfeld December 11,
2012, derived the probability for a successful double-spend, and tabulated it in various ways. llja Gerhardt, Timo Hankey (2012), introduced a payment protocol
for customer merchant relations. A public key identifies merchants, which is their pseudonym. The protocol is suitable for bitcoin as the underlying payment
system. Denis Jaromil Roio, 6 April 2013, claimed Bitcoin is breaking the Taboo on Money. He also said that it is a system that permeates most if not all-societal
interactions, at least in the Western world, so it is assumed it to be neutral and, in any case, its existence cannot be questioned.

WORKING OF BITCOIN

Bitcoin is a giant digital ledger of individual coins (bitcoins — small letter b) where each entry is eventually tamper proof. Individual wallets carry a balance by
referencing entries in the ledger, which point to them being the destination of the last transaction for a particular coin. Each wallet is a digital address, which
can be referenced in such as transaction.

A physical entry such as an individual or a business or any commercial entity can have multiple wallets. A wallet is not a summary of holdings. It should be
viewed as the entities own ledger balance of currently valid references to coins, similar to a commercial commodities account. However, unlike any such
account, which cannot be easily “stolen”, a wallet can be stolen by physically copying its underlying secret key (it’s private key). Hence,the model of an electronic
wallet.

One can use bitcoins from this point on as an international currency similar to the US Dollar. The stakeholders in the bitcoin network are the users who hold
wallets, the bitcoin network, which maintains a global record of each bitcoin and merchants who accept bitcoin as a payment currency similar to other local
currencies. Some of the types of merchants are normal businesses like retailers. There are even exchange style retailers who buy and sell other currencies in
exchange for bitcoin either way.
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Bitcoin is based on the economics of value, as bitcoins inherently carry no value. It is the value advertised by a merchant and accepted by a buyer, which

determines a bitcoin’s underlying value. In essence then, Bitcoin should be viewed as one of the ways in which a free market is evolving. The advantages it

offers over the currently prevalent one of debt-backed currencies are

1)  Elimination of “trust” as a basis for trade. Bitcoin is designed to always validate transactions coin by coin and works on the premise of not trusting anyone.
This leads to elimination of currency fraud such as currency counterfeiting as a risk. Risks of fraud due to inadequate or fraudulent service still remain and
should be covered by consumer protection legislation from the seller’s country.

2)  Elimination of unequal players in the market such as central banks who vary the value of a currency by regulating its supply/issuing debt.

3) A ceiling on the unregulated expansion of money supply and subsequent non-market backed inflation. The total number of possible bitcoins possible
mathematically is limited to 21 Million as a hard limit.

4)  Means for users to participate in a global market with an unregulated currency. This prevents any third party from interfering within any transaction

MECHANICAL ASPECTS OF BITCOIN

There are about 10 million bitcoins in existence today. When the Bitcoin network started, the value was obviously 0. So there is a process by which bitcoins are

introduced in the economic system. One should view this analogously to the old system of precious metals as currency where a gold miner was effectively

creating currency. The difficulty of finding and refining gold as an acceptable medium of commercial exchange established a value to this mining process.

An intentionally named process of mining creates Bitcoins. Bitcoins are special sequences of bits within blocks, which have to satisfy many conditions. They have

to be generated in blocks in pre-determined intervals only. This is again intentional as some of these conditions are crucial to establishing integrity within the

Bitcoin (or BTC) network.

Every block introduces 50 new coins in the system. This quantity (50) halves every 210,000 blocks. So, getting the limit of coins it is possible to generate is quite

easy: it's the sum of a geometric series.

= 210000 x 50 1
Y I = 210000 x 50 x T = 21000000

)
n=l) -
(This is an upper bound; the actual quantity will probably be a bit lower due to rounding issues (BTC has a finite number of decimals, 8).
Bitcoins will cease to be generated after a point in time by design.

—1

GRAPH 1
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The Bitcoin network consists of a ledger of each and every known bitcoin, which double up as the input needed to mine new bitcoins. Nodes, which maintain

these ledgers today, spend time and energy in finding a sequence of bits (32 characters), which precisely satisfy the many conditions for a valid solution to the

mathematical problem, which will ultimately generate a valid bitcoin.

BITCOIN MINING AND TRANSACTION INTEGRITY TODAY

In the Bitcoin network, all outstanding transactions involving a transfer of ownership of bitcoins (note that we do not say transfer of bitcoins) are gathered

together in a block of unconfirmed transactions worldwide. These are unconfirmed, as they are not yet entered into the digitally signed block based ledgers of

the computer network worldwide. Today’s mining algorithm is based on

1)  Gather a list of potential transactions known as a "block". This list of transactions comes from the outstanding transactions in the worldwide list. It is not
necessary that all transactions be found — simply because a block of transactions may be composed out of a large enough set of local transaction, local to a
set of computers maintaining their ledgers and exchanging information about them. Since this set of computers is worldwide, this list or block of
transactions is not necessarily identical. If a transaction does not make it into a successful block, it will make it into the next one, as all transactions will be
public and known worldwide soon. The rate of spread is effectively the speed of the Internet. Two computers at opposite ends of the network may create
blocks with many common transactions and some dissimilar ones. Once of these blocks will be successfully added to the global network. The remaining
transactions in the unsuccessful block will be known worldwide by then so they become candidates for subsequent blocks. Eventually they will make it into
a block. Since the time taken cannot be bound as can be seen, confirming a transaction on the Bitcoin network takes time.

2)  Calculate a hash for a block of potential transactions along with a random number.

3) If the hash is more than the currently set difficulty level, then you have mined that block. If not, start over from step 1. Any additions to the list of
transactions from step 1 along with change in the random number from step 2 mean that there's a chance that the criterion will be met in the next go
around.

This description is simplified and omits a few details to communicate the basic idea.
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WHAT'S A HASH?

A cryptographic hash (sometimes called ‘digest’) is a kind of ‘signature’ for a text or a data file. SHA-256 generates an almost-unique 256-bit (32-byte) signature
for a text. See this website (http://www.movable-type.co.uk/scripts/sha256.html) to try this out yourself.

Enter any message to check its SHA-256 hash

. Message

. Hash

. Note SHA-256 hash of ‘abc’ should be: ba7816bf8f01cfea414140de5dae2223b00361a396177a9cb410ff61f20015ad

A hash is a function that converts data into a number within a certain range. The hash has the property that knowing it's output is essentially unpredictable
(within the given range). The specific hash function used for bitcoin mining is SHA256 applied twice.

CONFIRMATION TIME

By design, each block takes about 10 minutes to solve; so waiting for 6 blocks would take about an hour. The particular choice of 10 minutes is an arbitrary time
interval to ensure even slow networks get to exchange transaction information. As more computers join the network, and specialized hardware is designed
specifically for mining, the block solution time would get very small. To compensate, every two weeks, all the Bitcoin software recalibrates the difficulty of the
math problem to target 10 minutes. For comparison, a similar digital currency called Litecoin has been able to operate with a 2.5 minute block time.*

*A paper by M. Rosenfeld, Analysis of hashrate-based double-spending, concludes that security is a function of the number of blocks, and not the time used to
solve each block, but this assumes an attacker’s computing power is not dependent on time, i.e., he could overpower the network for days just as easily as a few
minutes.

*Also see comments by Satoshi regarding block time and system efficiency: https://bitcointalk.org/index.php?topic=130222.60

HOW DOES THE DIFFICULTY LEVEL WORK?

This unpredictable nature of the hash function (the solution space is spread across the possible combination of 256 bits such that the leading set of bits are 0)
means that putting in random data (the transaction + the random number) will essentially produce a random number within a certain range. Further restricting
the range of the desired output affects how likely one is to find it in a single round. This creates a way to probabilistically determine how often a solution will be
found based on the number of times the algorithm can be run on the network. Specifically, when you hear the term Gigahashes or Terrahashes, this refers to the
number of times step 3 can be run. As the number of hashes per second across the entire network grows, the network automatically raises the difficulty such
that a solution will be found within about 10 minutes.

Example block hashes

Hash 00000000000000038e96358b0c7aaaf69d63bac03820d5b47d59¢9d00019¢722
Previous Block 000000000000000202b99385096abf80d615ebe4f31153b30dd0fcf34elel0dc
Next Block(s) 000000000000000029e7ab1e48711605ee6c0fdddcd7¢c87e0631c01548415d0b

To see this network in action, one can navigate to http://blockchain.info and pick any block chain to see transactions in flight.

WHAT HAPPENS WHEN A BLOCK IS MINED?

When a block is mined, the miner sends the block to all other miners on the network as evidence that it has found it. This block contains a list of transactions,
the found hash, the specific random number, and a reference to the previous hash. As each miner receives the newly mined block, it removes all transactions
that it is currently mining that exist within the block (because they've already been confirmed in the block chain) and broadcasts the block to other miners that
do the same thing. The propagation happens pretty quickly. Note: the original miner of the block gets a "miners' fee", which is a reward the any unspent coins
from transactions in addition to a "coinbase" reward, which stated out at 50 bitcoins and halves after ever 20... blocks. The coinbase reward will eventually get
so small that it will be miniscule compared to miner’s fees.

SWOT ANALYSIS
TABLE 1

Strengths Weaknesses
| 1.  Easy access 1) Large amount of computer power required
N | 2.  Great marketability 2)  Scarcely available
T | 3. Good security 3)  Time consuming
E | 4. Quick multiplicability 4)  Requires expensive computing services
R | 5. Demand 5) Itsuseis limited
N | 6. Avoid duplication of use 6)  Liquidity problems
A | 7. Durability 7)  Notredeemable like other currency
L | 8  Portability

9.  Fungibility

10. Divisibility

11. Valuable

12. Self regulating Currency

13.  Avoids physical and logistical problems

14. Anonymity

15. Lack of intermediary

16. Immediacy of settlement

17. Wide acceptance

18. Untraceability
E | Opportunities Threats
X | 1. Increase in various online businesses 1.  Restriction in supply of virtual currency
T | 2. Technological progress 2. Regulations of various nations
E | 3. Bitcoin exchange markets 3. lllegal activities
R | 4. Overseas remittances 4.  Tax considerations imposed
N | 5. Financial inclusion 5.  Highly Speculative in nature
A 6.  Possess financial risk
L 7. Absence of distinct legal framework

8.  Transactions are irreversible
9.  Hacking of private key leading to loss of money (Silk Road)
CONCLUSION

Bitcoin is a great innovation, which is beneficial for ebusiness. Bitcoins have value because they are useful as form of money. Bitcoin’s clever use of public-key
encryption and peer-to-peer networking solves the double-spending problem that had previously made decentralized digital currencies impossible. Bitcoin when
analysed on the basis of SWOT turned out to be a strong virtual currency with some dangerous limitations like illegal activities and frauds. Bitcoin is more
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amenable to government regulation. Bitcoin, which is designed to allow individuals to make transactions directly without financial intermediaries, has attracted
significant attention recently because of the challenges of regulating the system. The rules can be changed. They have been changed. And a semi-formal Bitcoin
governance process is emerging. To the extent that Bitcoin's governance structure is subject to pressure from a regulator, or that a significant fraction of miners
or users are subject to regulatory pressure, the regulator will be able to put pressure on the Bitcoin economy to change its rules. Even if a regulator forces the
developers to incorporate changes into the Bitcoin rules and reference software, the rest of the Bitcoin community will be able to fork the rules and carry on
under the rule set of its choice. Bitcoin is not immune to regulation, but it is not like traditional currencies either. Bitcoin is the mainstream open-source
currency.
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