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SECURE DATA TRANSMISSION IN MOBILE AD-HOC NETWORK USING RDSDV PROTOCOL

A. P. PANDE
ASST. PROFESSOR
DEPARTMENT OF INFORMATION TECHNOLOGY
P.V.P.I.T
SANGLI

A. U. PATIL
ASST. PROFESSOR
PAD. VASANTRAODADA PATIL INSTITUTE OF TECHNOLOGY
BUDHGAON

ABSTRACT

In mobile ad hoc network (MANET) is an autonomous system of mobile nodes. The nodes are free to move arbitrarily. Due to lack of a centralized secure
infrastructure, the communication is prone to security attacks and the nodes can be easily compromised. Security has become one of the major issues for data
communication over wired and wireless networks so various security-enhanced measures have been proposed to improve the security of data transmission over
public networks.The objective of this work is toimprove routing security we represent a proactive mechanism as Randomized routing that explores the existence of
multiple routes and forces packets to take alternate paths randomly from its neighbors that is a Randomize delivery path for secure data transmission. We maintain
neighboring nodes of each node by sending hello packets. Then we find out delivery path from neighboring nodes by random operation excluding previous hop
which is maintained as history node. Protocol RDSDV is implemented to randomize delivery paths and compared the proactive routing protocols DSDV and RDSDV
for different number of nodes. The performance of these protocols is measured under a particular scenario on the basis of three metrics as Packet delivery ratio,
eZe delay and jitter. This work is implemented in Network Simulator version 2.35.

KEYWORDS

mobile nodes, packets, routing, security.

1. INTRODUCTION
ireless cellular systems have been in use since 1980s. Wireless systems operate with the aid of a centralized supporting structure such as an access
point. These access points assist the wireless users to keep connected with the wireless system, when they roam from one place to the other. The
presence of a fixed supporting structure limits the adaptability of wireless systems. In other words, the technology cannot work effectively in places
where there is no fixed infrastructure. Future generation wireless systems will require easy and quick deployment of wireless networks. This quick network
deployment is not possible with the existing structure of current wireless systems.
Wireless networking is an emerging technology that allows users to access information and services electronically, regardless of their geographic position. Wireless
networks can be classified in two types: Centralized approach Or Infrastructure Networks and Decentralized approach or Infrastructure less (ad-hoc) Networks[1].
Infrastructure network consists of a network with fixed and wired gateways. A mobile host communicates with a bridge in the network (called base station) within
its communication radius. The mobile unit can move geographically while it is communicating. When it goes out of range of one base station, it connects with new
base station and starts communicating through it. This is called handoff. In this approach the base stations are fixed.
In contrast to infrastructure based wireless network, in ad-hoc networks all nodes are mobile and can be connected dynamically in an arbitrary manner. A MANET
is a collection of wireless mobile nodes forming a temporary network without using any existing infrastructure or any administrative support. The wireless ad-hoc
networks are self-creating, self-organizing and self-administrating. The nodes in an ad-hoc networkcan be a laptop, cell phone, PDA or any other device capable
of communicating with those nodes located within its transmission range. The nodes can function as routers, which discover and maintain routes to other nodes.
The ad-hoc network may be used in emergency search-and-rescue operations, battlefield operations and data acquisition in inhospitable terrain.
Nodes in mobile ad-hoc network are free to move and organize themselves in an arbitrary fashion. Each user is free to roam about while communication with
others. The path between each pair of the users may have multiple links and the radio between them can be heterogeneous. This allows an association of various
links to be a part of the same network.In ad-hoc networks, dynamic routing protocol must be needed to keep the record of high degree of node mobility, which
often changes the network topology dynamically and unpredictably.
The security of communication in ad hoc wireless networks is important, especially in military applications. The absence of any central coordination mechanism
and shared wireless medium makes MANETs more vulnerable to digital/cyber-attacks than wired networks. These attacks are generally classified into two types:
passive and active attacks. Passive attacks do not influence the functionality of a connection. An adversary aims to interfere in a network and read the transmitted
information without changing it. If it is also possible for the adversary to interpret the captured data, the requirement of confidentiality isviolated. It’s difficult to
recognize passive attacks because under such attacks the network operates normally.
In general, encryption.[2] is used to combat such attacks. Active attacks aim to change or destroy the data of a transmission or attempt to influence the normal
functioning of the network. Active attacks when performed from foreign networks are referred to as external attacks. If nodes from within the adhoc network are
involved, the attacks are referred to as internal attacks

2. LITERATURE REVIEW

C. Villamizar [3] proposed the delivery of secret information across insecure networks. They proposed an end-to-end data delivery scheme called secure protocol
for Reliable data delivery (SPREAD).The basic idea of SPREAD is to improve the confidentiality by using multipath routing.

D. Clark et al [4] proposed a simple algorithm called Adaptive Multi-Path routing (AMP) algorithm for dynamic traffic engineering within autonomous systems. In
contrast to related multipath routing proposals, AMP does not employ a global perspective of the network in each node. Here available information is restricted
to a local scope, through which signaling overhead and memory consumption in routers are reduced.

S. Kent, et al. [5] explored a security enhanced dynamic routing algorithm which randomizes the paths in which the data packets are sent. This algorithm is efficient
and compatible with mostly used routing protocols like Routing Information Protocol (RIP) and Destination-sequenced Distance Vector (DSDV) protocol for wired
and wireless networks respectively. Both the above stated protocols need to exchange extra control messages. But control messages are avoided in security
enhanced dynamic routing. The main objective in it is to minimize the path similarity i.e. the path taken by the consecutive packets must not be the same.Virtual
Private Networks [5], or VPNs, have been used as a way to securely interconnect a (typically small) number of sites. While private networks use dedicated lines,
VPNs try to implement private networks atop a publicly-accessible communication infrastructure like the Internet. VPNs typically employ some combination of
encryption, authentication, and access control techniques to allow participating sites to communicate securely.
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The emergence of IPsec [6] as a IETF standardized protocol has prompted VPN solutions to use IPsec as the underlying network-layer protocol. Secure BGP (S-BGP)
[7] makes use of public key and authorization infrastructure, as well as IPsec to verify the authenticity and authorization of control traffic generated by the Border
Gateway Protocol (BGP).

Onion routing [7] is another approach to security that focuses on hiding the identities of communicators. It uses several layers of encryption, where each layer is
used to encrypt the transmission between routers on each end of a link. Because of the many layers of encryption, routers are unable to decrypt the data or even
the source and destination addresses. All that a router can decipher is the next-hop information. While onion routing is very effective for anonymity, it is not very
efficient: each connection must be built and torn down, routers must encode and decode packets, and memory-intensive source routing is used. More recently,
motivated by constant distributed denial-ofservice attacks (DDoS) to the Internet, several research efforts have focused on addressing routing-level security.
Center track [8] uses an IP overlay network composed of Center track routers to log packets. Using the resulting logs, it is possible to reconstruct the path traversed
by attacker’s packets.

IP trace back [9] tries to accomplish the same goal of tracking DDoS attacks by tracing packets back to their source. The IP trackback mechanism uses probabilistic.
Packet marking at routers which allows a victim to identify the path(s) attack traffic traversed without support from service providers/administrators.

Another related effort is the Resilient Overlay Networks (RON) project [11] whose goal is to improve the performance and robustness of network-layer routing.
RON nodes monitor current routing paths and decide whether to choose other routes (by selecting alternate application-layer paths through other RON nodes) to
meet application-specific performance requirements.

Existing work on security-enhanced data transmission includes the designs of cryptography algorithms and system infrastructures and security-enhanced routing
methods. Their common objectives are often to defeat various threats over the Internet, including eavesdropping, spoofing, session hijacking, etc.Among many
well-known designs for cryptography based systems, the IP Security (IPSec) and the Secure Socket Layer are popularly supported and implemented in many systems
and platforms. Although IPSec and SSL do greatly improve the security level for data transmission, but they introduce substantial overheads which is unavoidable.
Especially on gateway/host performance and effective network bandwidth. For example, the data transmission overhead is 5 cycles/byte over an Intel Pentium II
with the Linux IP stack alone, and the overhead increases to 58cycles/byte when Advanced Encryption Standard (AES) is adopted for encryption/decryption.
Differentfrom the past work on the designs of cryptography algorithms and system infrastructures, weimplementedRandomize delivery paths algorithm for data
transmission

3. RDSDV IMPLEMENTATION

The objective of implemented work is to a Randomize delivery path for secure data transmission. The delivery of a packet with the destination at a node in order
to minimize the probability that packets are eavesdropped over a specific link, a randomization process for packet deliveries. In this process, the previous next-
hop for the source node s is identified in the first step of the process. Then, the process randomly picks up a neighboring node as the next hop for the current
packet transmission. The exclusion for the next hop selection avoids transmitting two consecutive packets in the same link, and the randomized pickup prevents
attackers from easily predicting routing paths for the coming transmitted packets.The existing system relies on distance information exchanged among neighboring
nodes for the seeking of routing paths. in distance-vector-based implementations, those based on rip, each node ni maintains a routing table in which each entry
is associated with a unique destination node (t), an estimated minimal cost to send a packet to t, and the next node cost to send a packet to t (next hop). we
modify routing table entry by adding set of node candidates for the next hop and as a set of entries records the history for packet deliveries through the node ni
to the destination node t.

4. RANDOMIZED NEXT HOP SELECTION ALGORITHM

1: Let hs be the used nexthop for the previous packet delivery for the source node s.
2: prepare neighbor list of node s by sending hello packets.

3:if neighbor list is > 1 then

4: Randomly choose a node x from neighbor list

If x equal to hs then repeat from step 3 three times

else

send the packet pkt to the node x.

5: set hs as node x, and update the routing table of node n.

7: Send the packet pkt to hs.

9: else

10: Randomly choose a node y from neighbor list and send the packet pkt to the node y.
11: set hs as y, and update the routing table of Ni.

12: end if

5. EXPRIMENTAL RESULT
SIMULATION PARAMETERS
Following table shows network simulation parameters which are configured in tcl script as network interface, queue type and simulation area and others.

TABLE 1: NETWORK SIMULATION PARAMETER

Parameters Values

Network interface/channel type Wireless
Radio-propagation model TwoRayGround
Network interface type Phy/WirelessPhy
packet size 512bytes
Interface queue type Queue/DropTail/PriQueue
Max packet in IFQ 50

Number of mobile Nodes 50

Simulation area size 1000*1000
Simulation duration 150 second
Transmission range of each node | 250 m

Mobility model Random

Routing protocols RDSDV ,DSDV

The performance of the two protocols under different scenario are Compared on the different performance metrics as PDR, average end to end delay and Jitter.
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TABLE 2: NETWORK PERFORMANCE METRICS

Sr.no | Performance Metric Description
1 PDR PDR =5 Number of packet receive / § Number of packet send
(packet Delivery Ratio)
2 Average E2E Delay End to End Delay = § (arrive time — send time) / 5 Number of nodes
(End to End delay)
3 Jitter AVERAGE JITTER= ¥ [((recvtime(j)-sendtime(j))-(recvtime(i)-sendtime(i)))/(j-i)]/ number of nodes

We find out experimental results on above performance metric in following scenario as for Random position and random node movement. We consider different
topology size with 30 to 110 nodes. Results of performance metric are compared in using Microsoft Excel tool.

SCENARIO 1

Under this scenario, we consider network size as 1000 X 1000 m

1. litter variation for network size 1000 x 1000

TABLE 3: JITTER VARIATION FOR NETWORK SIZE 1000 X 1000

110

Number of Nodes | litter of DSDV Protocol | litter of Randomized DSDV
30 0.001883 0.002108
50 0.002121 0.004522
70 0.002130 0.003985
90 0.001875 0.005734
110 0.002143 0.003625
FIGURE 1: JITTER VALUES VARIATION FOR NETWORK SIZE 1000 X 1000 M
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Table 3 shows the jitter variation for network size 1000X1000 m for nodes 30 to 110. Figure 1 shows the graph based on table 3.These results shows the jitter
values of RDSDV protocol are more than the values of DSDV. Hence the path variation more than existing DSDV protocol.
1) PACKET DELIVERY RATIO VARIATION

TABLE 4: PDR VARIATION FOR NETWORK SIZE 1000 X 1000

Number of Nodes | PDR of DSDV Protocol | PDR of Randomized DSDV
30 99.79 99.84
50 99.38 99.65
70 99.32 99.70
90 99.51 99.91
110 99.35 99.85
FIGURE 2: PDR VARIATION FOR NETWORK SIZE 1000 X 1000 M
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Table 4 shows the PDR variation for network size 1000 X 1000 m for nodes 30 to 110. Figure 2 shows the graph based on table 4.These results shows the PDR
values of RDSDV protocol are more than the values of DSDV. Hence the PDR variation more than existing DSDV protocol.

2. AVERAGE END TO END DELAY VARIATION

TABLE 5: AVERAGE END TO END DELAY VARIATION FOR NETWORK SIZE 1000 X 1000

Number of Nodes | AVERAGE DELAYOF DSDV Protocol | AVERAGE DELAY of Randomized DSDV
30 140.14 112.81
50 123.88 126.11
70 152.92 150.33
90 132.98 116.54
110 143.35 118.68
FIGURE 3
180 Average End to end delay variation (ms)
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Table 5 Shows the Average end to end delay variation for network size 1000 X 1000 m for nodes 30 to 110. Figure 3 shows the graph based on table 5. These
results shows the average end to end delay values of RDSDV protocol are less than the values of DSDV. Hence the average end to end delay variation of RDSDV
protocol is less than existing DSDV protocol.

6. CONCLUSION

To protect information and resources from attacks and misbehavior. We implemented randomized delivery path protocol. In order to minimize the probability
that packets are eavesdropped over a specific link, a randomize process for packet deliveries, randomly picks up a neighboring node as the next hop for the current
packet transmission. The exclusion for the next hop selection avoids transmitting two consecutive packets on the same link and the randomized pickup prevents
attackers from easily predicting routing paths for the coming transmitted packets.

Experimental results are drawn on different scenarios with different numbers of nodes and network size and nodes mobility speed shows that jitter value is greater
and increases as number of nodes increases hence prove that each packet transmitted at different path to destination. As jitter values are more means more path
variations for packet delivery to destination which combat security attacks. The PDR and End to End Delay metrics of RDSDV protocol is closer to the metrics for
DSDV protocol under same topology. Hence we conclude that security attacks can be avoided by this process without reducing performance.
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