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BIOMETRICS AND RFID BASED E-PASSPORT: BRINGING SECURITY TO THE WORLD

JAPNEET KAUR
ASST. PROFESSOR
GUJRANWALA GURU NANAK INSTITUTE OF MANAGEMENT & TECHNOLOGY
LUDHIANA

MANEET KAUR
ASST. PROFESSOR
GUJRANWALA GURU NANAK INSTITUTE OF MANAGEMENT & TECHNOLOGY
LUDHIANA

The advent of Radio-Frequency Identification (RFID) and biometrics in E- PASSPORT has brought in a harbinger of a wave for next-generation travel documents.
The use of biometrics and RFID based e passport for identification makes the lives easier by ensuring the world as a safer place to live in. The biometric passport
hinders travelers from taking an illegal entry into any country, limiting the use of counterfeit documents by more precise identification of an individual. This paper
analyses the various cryptographic features as face, fingerprint, palm print and iris used as effective security measures in e-passports. Palm print is more secured
as compared to finger print since it has more features such as wrinkles, principle lines, texture etc. RIFD and Biometric based e-Passport assures confidentiality,
authenticity and consistency as compared to other technologies but still are not fully protected. This paper provides impending issues regarding security and
effectiveness that are still unaddressed such as Eavesdropping, Clandestine Scanning &Tracking, Cloning ,Cryptographic Weaknesses and Skimming etc.

KEYWORDS

biometrics, clandestine scanning, eaves dropping, e-passport, skimming.

1. INTRODUCTION
Biometric & RFID based digital passport represents a major shift in technology that can be used to authenticate the citizenship of travelers A biometric
based e-passport can be recognized by the logo.

FIGURE 1.1: A BIOMETRIC BASED PASSPORT

The RFID contain a microchip and radio frequency identification (RFID) antenna which stores a digitized image of the passport holder as well as the relevant
biographical details such as name, date of birth, digital photograph of the holder and others biographic information printed on the passport. The critical information
related to passport is printed both on the data page of the smart passport as well as stored in the chip. This chip is contactless which allowing secret information
to be read without connecting wires. After assessment of various biometrics, the current effective security measures used for identification in e-passports are
fingerprint, facial, iris and palm print recognition.

2. REVIEW OF LITERATURE

o Kolahan and Thapaliya (2011) discussed that E-passports contain entirely the private information, so it is essential to protect the data. For that Authenticity,
confidentiality and data integrity are the some of the most crucial factors and are maintained by using cryptography.

o Kumar et al (2012) suggested that biometric passport though increased the robustness against identity theft but additional security measures are still needed.

. Bhatia (2013) focused on biometric system which determines the authentication by using the different biological features i.e. Fingerprint, retina-scan, iris
scan, hand geometry, and face recognition which are physiological biometrics but it is essential to locate factors that reduce and affect system performance
such as in fingerprint Dry/oily finger and in Iris-scan due to too much movement of head or eye etc.

3. OBJECTIVES
1. To Analyse the various cryptographic features used as effective security measures in e-passports.
2. To Determine various issues regarding security and effectiveness.

4. TECHNICAL BACKGROUND

4.1 RFID TECHNOLOGY
The governments of the world are currently changing and reforming their immigration and migration laws and regulations. The conventional methods of paper-
only passports and visas have become too easy to forge, allowing criminals to travel between countries, and to reside and work in them illegally. So, to tackle one
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of the methods being implemented in most countries at this time is the use of Radio Frequency Identification (RFID) memory chips embedded in passports. A RFID
chip is a very small contactless microchip, just like a memory chip or memory which are smaller than a grain of rice. The chip communicates with the reader/scanner
through an RFID antenna that is embedded in the cover page of the passport. It is an automatic identification wireless technology i.e. radio frequency waves to
transfer data between the reader and a movable item to identify, categorize and track. The characteristics of RFID are: It Uniquely identify an individual item.

. Identify items without direct line-of-sight
. Identify many items (up to 1,000s) simultaneously
. Identify items within a vicinity of between a few centimeters to several meters

FIGURE 1.2

]
~N

RFID
Reader

RFID Tag RF Antenna Network  Workstation

Systems that make use of RFID technology are composed of three key elements:

4.1.1 RFID TAG: An RFID tag uses a silicon microchip to store a unique serial number and it is read-only (RO), write-once, read-many (WORM), or read-write
(RW the chip may be read. Attached to the chip is the antenna, whose purpose is to absorb radio-frequency (RF) waves from the reader’s signal to send
and receive data. A RFID tag can be attached to anything that includes items, goods, vehicles, assets, livestock etc.

There are basically two types of RFID Tag’s

. PASSIVE RFID: TAGS: Passive tags consist of three elements: an integrated circuit or chip, an antenna, and a substrate. The passive tags wait for an
interrogating signal from an RFID reader and once the tag comes in range of the interrogation zone, the RFID tag’s antenna draws energy from the
electromagnetic waves. The tag’s microchip once it becomes powered, it transmits a signal. The change in the electromagnetic wave is detected by the
reader’s antenna which interprets the information. For the proper processing of work, the antennas in both the tag and reader must be at least within several
meters of each other; however, the read range depends on the transmit frequency, equipment settings, and other environmental factors. The major
performance factors include the antenna’s size and antenna shape. The larger the size of antenna, the more energy it can collect and then send back out.
Larger antennas have higher read ranges but not as high as active tags. In Antenna shapes, the Low- and high-frequency antennas are usually coils because
these frequencies are predominantly magnetic in nature. On the other hand Ultrahigh-frequency (UHF) antennas, look similar to old-fashioned TV antennas
because ultrahigh frequencies are solely electric in nature.

The PASSIVE RFID TAGS operate at three distinct frequencies:
a) Low Frequency (LF)-125-134 kHz
b)  High Frequency (HF) -13.56 MHz
c)  Ultra High Frequency (UHF) -856 MHz to 960 MHz's
As frequency increases, the radio wave’s ability to penetrate liquids and metals decreases, and, generally, read range increases as frequency increases. With
advancements in technology the UHF RFID tags can operate around water and on-metal surfaces with minimal interference. Substrate, the third component of
the passive RFID Tag consists of Mylar or plastic film. The antenna and the chip both are attached to the substrate that holds all of the tag’s pieces together. The
passive RFID tag does not include an onboard source of power instead it receives its power from the energizing electromagnetic field of an RFID reader (or
interrogator). The energy coupled from the electromagnetic field undergoes rectification and voltage multiplication in order allows to be used to power the passive
tag's microelectronics. Passive tags are smaller and inexpensive.

. ACTIVE RFID TAGS: Active RFID tag’s consists of two major Components a microchip and an antenna. The chips in RFID tags as compared to chips in passive
tags are larger in size and have greater capabilities. They have onboard built-in power supply (long life battery) allows the tag to transmit data to a reader on
its own, without the need to draw power from the reader itself like passive tags do. Active tags can be read from distances of 100 feet or more, whereas
passive tags can only be read from up to about 20 feet. Whether we use active or passive tags in our RFID system depend primarily on two factors the
application and our budget. The barcode technology will soon become obsolete as RFID proliferates through organizations, making them more efficient,
reliable and well equipped for accuracy.
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FIG. 1.3: A COMPARISON OF ACTIVE VS. PASSIVE RFID TAG
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4.1.2. An RFID tag reader, or transceiver, that reads and writes tag data.

4.1.3. A back-end database, that stores records associated with tag contents.

4.2 THE RFID MECHANISM OF THE E-PASSPORT

Each tag contains a unique identity code. An RFID reader emits a low-level radio frequency magnetic field that energises the tag. The tag responds to the reader’s

query and announces its presence via radio waves, transmitting its unique identification data. This data is decoded by the reader and passed to the local application

system via middleware. The middleware acts as an interface between the reader and the RFID application system. The system will then search and match the

identity code with the information stored in the host database or backend system. In this way, accessibility or authorization for further processing can be granted

or refused, depending on results received by the reader and processed by the database. Although RFID chips used in e-passport promises protection they still have

lots of technical flaws are they are vulnerable to skimming and eavesdropping.

4.3 BIOMETRICS IN BRIEF

The airline industry sector is considered as one of the most globally threatened, and that is why new methods and tools are constantly sought in order to enhance

security. These methods contain the latest technology, including contactless smart cards (RFID), with encrypted biometric information. Biometrics refers to

measurable biological or behavioral aspects of a person and can be used for automated recognition. They are powerful identifiers since the are unique and it is

not possible to be shared or duplicated. Biometrics can be used either as for identification or for authentication/verification. In case of identification, a computer

system compares a person‘s biometric characteristic eg fingerprint, with all biometric samples stored in database. If it matches with one of them then person is

identified. This type of match is called one-to-many match. In case of authentication, the person is scanned and is compared with one to a previously stored

sample. This type of match is called one-to-one match in contrast to identification process which is one-to-many. Biometrics-based technologies include

identification based on physiological characteristics complying with ICAO standards that consists of a mandatory facial images, fingerprints, hand geometry,palm,

retina, irises etc.

4.3.1 PHYSICAL BIOMETRIC TECHNIQUES

A) FINGERPRINT IDENTIFICATION

Fingerprints is one of the reliable measures of biometrics used to identify an individual and verify their identity. Fingerprints are made of a series of ridges and

furrows on the surface of the finger and have a core around which patterns like swirls, loops, whorls, or arches are curved to ensure that each print is unique. An

arch is a unique pattern in which the ridges enter from one side of the finger and then rise in the center forming an arc, and finally exit the other side of the finger

The loop on the other side is a pattern where the ridges enter from one side of a finger, and then form a curve, and tend to exit from the same side they enter in.

In the whorl the ridges form a circularly pattern around a central point on the finger. It has been proven that fingerprints of even monozygotic twins are different.

That means the identities of twins can be distinguished by simply matching the corresponding fingerprint with its stored digital representation. With digital

scanning, a one presses their finger against a small optical surface where fingerprint information is taken from the digital scan and sent it to a database for both

verification and identification comparison. The future of fingerprinting is very bright, as you will continue to see widespread usage at ATMs for withdrawing and

depositing money and at grocery stores for fingerprint scan checkout and billing to a registered user's credit card or debit account are some of examples of how

fingerprint will be used.

B) HAND GEOMETRY

The hand geometry is a biometric technique which reads a person’s hand and/or fingers for access. Hand geometry is just like fingerprinting, which is generally

completed in 5 second process. It offers many advantages such as ease of use, small data collection, resistant to attempt to fool a system, difficult technology to

emulate a fake hand, and provides for the elimination of buddy punching in workforce management solutions.

There are however several challenges to the technology.

. The first challenge is high proprietary hardware costs and size, the aging of the hands and fingers of individuals poses a challenge.

. The inability of the machines to cater hands with injuries is a second challenge; the inaccuracy of the technology s a third challenge,

. The final challenge deals with the biometrics inability to recognize a fake hand. The future of hand scanning appears to be static. From a cost standpoint, it
is quiet expensive than fingerprint technology and just as effective.

C) FACIAL RECOGNITION: Facial recognition analyze the several characteristics of a person's face . The process works as follows: The person faces a digital video

camera, usually standing about two feet from it, where the overall facial structure, including distances between eyes, width of the nose, mouth, and jaw edges

are measured. These measurements are saved in a database and used for comparison in future when a user stands before the camera again. The several advantages

of facial recognition are easy integration into existing access control or time and attendance systems; verification and/or identification being accomplished in a

short span time period. Face recognition system is a system, which turns your face to computer code so that it can be compared with thousands of facese In order

for face recognition system to work it has to know what a basic face looks like. Face recognition system is based on ability to first recognize faces and then measure

the various features of each face. If you look into mirror you can see that your face has certain distinguishable landmarks sometimes called as nodal points. There
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are about 80 nodal points on human face like 1. Distance between eyes 2. Width of nose 3. Depth of eye sockets 4. Cheek bones 5. Jaw line 6. Chin etc. These
nodal points are used to create numerical code, a string of numbers that represents the face in database (called face print). Only 14-22 nodal points are needed
to complete the recognition process. The parameters measured are translated into digital codes called the fingerprint and face print which is used to represent
the face in the database.

o Face Recognition Types: There are two types of Face recognition -2D System and 3-D system.

a) The Basic facial recognition used two dimension (2D) paradigm picture to compare it with the image sorted in the data base, but these programs did not succeed
only if the person is looking just to the camera. So anyone who is suspect will be warned that he/she will see a camera in place, and here lies the problem where
this fails by depending on the 2D system. Besides, the additional changes in the environment surrounding the person, such as light will produce images the
computer cannot have in the corresponding memory, also the changes in the same person due to age, accidents, surgeries etc can cause a system failure in face
recognition.

b) 3D System for face recognition is based on the concept where the special cameras will capture images of three-dimensional views of the suspected person, and
using the special main features of each face that generally does not changed significantly with time, such as eye hole, the basic distance between the eyes, width
and shape of the nose etc. These features are the strongest source of information as these measurements are not subject to lighting or surrounding environmental,
for example: These 3d system does not suffer from lighting conditions even if the place was dark and even if the person is not in the face of camera.

D) IRIS SCAN: Iris recognition is one of the richest source of biometric data since it is a protected organ whose random texture is stable throughout the life and
hence can be used as an identity document offering high degree of identity assurance. It is based on the distinct colored ring surrounding the eye of biometric
identification that uses mathematical pattern-recognition techniques on video images of the irises of an individual's eyes. It involves a user, which stands around
2 feet away, looking into a device where their iris is scanned and compared. The comparison is conducted at more than 200 points and checked for similar rings,
furrows and freckles of the eye.

The main advantage of iris scanning involves the extreme accuracy of the technology. Since Irises is unique of every individual and not only differ between identical
twins, but also between the left and right eye. It involves non-invasive technology; an ease of use since irises can never be stolen, unlike keys, access cards, and
password systems.

The main challenges of Iris are:

. It involves its high cost

. The bad readings due to poor lighting, surface positioning if behind a curved, wet, or reflecting surface;

. The possibility of obscured irises due to eyelashes or drooping eyelids.

The future of iris scanning seems to be very bright as the ease of use and accuracy of the technology will open the new windows for iris scanning in correction
facilities, county jails, airports, banks, colleges and police stations around the country. It is also possible that in the near future everyday people will use iris scanner
a daily basis for entering the office and logging onto corporate networks.

E) RETINAL SCANNING

Retinal scanning devices are one of the most accurate physical biometric since there is no known other way to replicate a retina. Similar to iris scanning, it simply
scans the layer of blood vessels at the back of the eye. It involves using a low-intensity light source and an optical coupler that reads the patterns of a person’s
retina. A new and primarily new technology that is used for high-risk security areas. In Retinal scanning the user looks through a small opening in the device that
has a small green light. The user must keep their head still and eye focused on the light for several seconds during which time the device will verify the user identity.
This process takes around 10 to 15 seconds only.

Besides being the most accurate biometric technique available, retinal scanning provides for several additional advantages.

The main advantages are the capability of providing viewing assistance to those who are visually impaired; Providing greater degree of accuracy, and the technology
being seen as a great long term cost alternative to some other biometric techniques.

The several challenges are:

. They include the invasive screening process and user discomfort. Such as it requires a user to stand within inches of a device to get an accurate reading.

. It requires a user to remove glasses and requires a user to place their eye close to the retinal scanning device.

. It requires a user to focus on a certain point for a specific period of time.

The future of retinal scanning seems to be bright. However, it needs to be more refined, non-intrusive, and cost effective for acceptance.

F) PALM PRINT

Palm print is inner part of an individual’s hand. Since many years the palm line patterns have been used for predicting the person’s future. Palm print is also one
of the reliable modality since it has unique features as principal lines, orientation, singular points etc. The other features of palm are geometric features, delta
point’s features, ridges and creases. Principal lines are namely heart line, head line and life line. Palm print contains three principal lines which divides palm into
three regions: Interdigital, Hypothenar and Thenar. An Interdigital region of the palm lies above the Heart line. The Thenar lies below the Life line. And Hypothenar
is between Heart and Life line. From palm print principal lines, minutiae, ridges features can be extracted for identification.

Advantages of palm print

. Itis is hardly affected by persons age.

. It contains more reliable information and can use low resolution devices.

. It is a rapidly developed method of biometrics.

. Face Identification

5. PRIVACY AND SECURITY ISSUES

With the development of RIFD system, Security in e-passport system has become a critical issue. Contactless and RFID chips were used without connecting wires
which is vulnerable to be exposed at a distance. There is a greater chances of attacks in communication network, chip or at backend system. E-passport guarantees
confidentiality and authenticity of information based on some cryptographic tools. As compared to others, biometric system provides better aspect for user
authentication but it is not fully protected. In current years, some drawbacks are evolving related to data privacy issues. There is a possibility of several attacks at
hardware and software levels like Eavesdropping, Reverse Engineering, Clandestine Scanning and Tracking, Cloning, Biometric Data-Leakage, Cryptographic
Weaknesses and Skimming.

5.1 EAVESDROPPING

Eavesdropping refers to the unauthorized monitoring of a private communication, such as a phone call, emails, messages, videoconference, fax transmission and
other internet services. The majority of network communications occur in an unsecured format, which allows an attacker to secretly listens the communication
link and intercepts the information by using unauthorized device during the communication between chip and legitimate reader. This kind of attack is hard to
acknowledge because there is no emission of powered signals. It has been observed that up to at least of two meters of area attacker can eavesdrop on the
communication network of RFID cards and when an attacker is eavesdropping on your communications, it is referred to as sniffing or snooping. The ability of an
eavesdropper to monitor and interpret ate the network is generally the biggest security problem that an administrators face in an organization. Without strong
encryption services that are based on cryptography, your important data can be stolen by others through the network.
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FIGURE 1.4: EAVESDOPPING
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5.2 REVERSE ENGINEERING

Reverse engineering is also called as back engineering. It is the process of extracting design information from man-made and re-producing anything based on the
extracted information. Biometric chip uses a unique id as a private key that is hardcoded in chip manufacturing process so are very difficult to reverse engineer
but if the attacker has the technical knowledge than they can reverse engineer and has access to equipment which is not rarely found in commercial market.
Potential reverse engineering of biometric template is an important issues need to be addressed that could lead to a reconstruction of the images of physical
characteristics. Although it is considered to be impossible but research is carrying on to reduce the set of potentially matching images of the physical characteristic
using the template.

5.3 CLANDESTINE SCANNING AND TRACKING

Clandestine scanning is an unauthorized way of reading the electronic data of an identity card without the consent of the card holder. Private information like as
address, name, date, marital status, date of birth, and nationality can be leakage easily by anyone. Clandestine tracking has an ability to track an individual and it
can easily reveal the location of the person. Tracking is possible if the data on the chip cannot be read. We also show that the ICAO Active Authentication feature
enables tracking when used with RSA or Rabin-Williams signatures. Clandestine tracking is more harmful as compared to clandestine scanning because the attacker
can keep track record of an individual globally.

5.4 CLONING

Cloning attack is one of the attack pattern of acquiring the data from an authorized identity card where typically the attacker makes the fake accounts of the real
users by thieving and copying their profiles, and sends friend requests to the friends and relatives of the cloned victim and it is difficult for an individual to detect
these fake identities due to the same identical names and profile information of the user and making an unauthorized copy of the captured sample in a new chip
and also for cloning threats, the active authentication is used as the counter measure but it can be bypassed by amending the EF.COM file of the passport chip.
5.5 BIOMETRIC DATA-LEAKAGE

Biometric data are constant and replacement is actually impossible if the biometric data are compromised. Just because of this features, it is used in e-passports
to enhance privacy and security concerns. Data-hiding is one of the technique used for security of the data. In order to protect biometric data from misuse and
attacks, the approaches which were widely used is watermarking-based multimodal biometric. In this, iris template is watermarked in the face image which makes
the face image visible for verification and the watermarked iris for cross-authentication and biometric data security. Existing and proposed deployments of e-
passports will always facilitate automation, and perhaps, a weakening of human oversight. This helps in making secrecy of biometric data.

5.6 SKIMMING

A skimming is the act of obtaining encoded data without the consent of individual by using electronic storage device. The data from e-passport can be retrieved
by beaming power at the passport at most a few feet and also the Digital signatures required on e-passport data by ICAO regulations. such signatures allow the
reader to verify that the secret data came from the correct passport-issuing authority.Digital signatures do not bind the important data to a passport or chip, so
there is no defense against passport cloning.

6. SCOPE FOR FUTURE RESULTS

Future E-passport incorporate more biometric features into one device to ensure the quality of an automatic processing of personal identities to build more secure
biometric passports. Proposed features for a future use are primarily based on an iris recognition (use of the iris recognition has been already prepared in current
passports, however the real application is still not common), veins of fingers recognition, body shape recognition, analysis of other electrical and magnetic fields,
created by man’s body or of its reactions to such fields, analysis of face and head vibrations during speaking. and combinations of these features with time-proven
fingerprints. Moreover, scanning of veins of a finger during a fingerprint scanning process should also provide liveness detection at the same time—that is a very
important aspect in a fake fingerprint detection

7. CONCLUSIONS

The work represents an account for the presence on e-passport using unique biometrics recognition towards their improved identification. The application of
various cryptographic features such as facial, fingerprint, palm print and iris recognition in passports highly requires accuracy rates; secure data storage, and
reliable generation of biometric data. An RFID chip will be embedded into the passport from which Border guards will be able to compare the face of the person
standing in front of them with the image of the individual stored into the RFID chip. This image must match with the image printed into the passport page. Biometric
are one of the promising identification measures because absolute identification could eliminate mismatched computer records and stolen identities. The state of
differences in privacy laws between different countries is a huge barrier for global implementation of biometric passports. The use of biometrics in e-passport
protects the data from being stolen. The inclusion of biometric identification information into machine readable passports though increased robustness against
identity theft if additional security measures are implemented so that the limitations of the biometric technologies are compensated.
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