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DYNAMIC AND CENTRALIZED NETWORK INTRUSION DETECTION SYSTEM FOR REAL TIME WEB
APPLICATIONS

M. M. KARTHIKEYAN
RESEARCH SCHOLAR
PG & RESEARCH DEPARTMENT COMPUTER SCIENCE
DR. N. G. P. ARTS & SCIENCE COLLEGE
COIMBATORE

DR. V. JAIGANESH
PROFESSOR
PG & RESEARCH DEPARTMENT COMPUTER SCIENCE
DR. N. G. P. ARTS & SCIENCE COLLEGE
COIMBATORE

P. VASANTHA KUMAR
RESEARCH SCHOLAR
PG & RESEARCH DEPARTMENT COMPUTER SCIENCE
DR. N. G. P. ARTS & SCIENCE COLLEGE
COIMBATORE

ABSTRACT
An application and data complexity increase process of web services are moved to a multitier designing in web server runs the application front-end logic and data.
IDS models network behaviours in user sessions across the front-end web server and the back-end database. Then monitor web and subsequent database requests,
we are able to ferret out attacks these independent IDS not able to identify. We quantify the limitations of any multitier IDS training sessions and functionality
coverage. We implemented EACCK using an NS2 for detecting the malicious nodes and apply an efficient approach. IDS is used to detect attacks in multi-tiered web
services and classify through Hierarchal clustering Algorithm. Our approach can create ordinary models of isolated user session. The web front-end (HTTP) and
back-end (File or SQL) network transactions with data volumes are used to classify them.

KEYWORDS

data complexity, malicious nodes, multitier web services.

1. INTRODUCTION
ntrusion detection system monitors a computer system in real-time for activity indicative of attempted or actual access by unauthorized persons or comput-
ers. It captures network or system activities for malicious activities or policy violations to a management station and so on. IDS approach the goal of detecting
suspicious traffic in unique ways. The network based (NIDS) and host based (HIDS) intrusion detection systems are available. NIDS is a network security
system and it focusing on the attacks that come from the inside of the network (authorized users). We classify the design of the NIDS according to the system
interactivity property, there are two types: on-line and off-line NIDS.
The On-line NIDS deals with the network in real time and it analyses the Ethernet packet and applies it on the some rules to decide whether there is an attack or
not. The off-line NIDS deals with a stored data and pass it on a some process to decide if it is an attack or not. Some systems may attempt to stop an intrusion
attempt but this is neither required nor expected of a monitoring system. The Intrusion detection and prevention systems (IDPS) are primarily focused on identi-
fying logging information about them, and reporting attempts.
Then organizations use IDPS for other purposes, like identifying problems with security policies, analyzing existing threats and detecting individuals from violating
security policies. The IDPS have become a necessary addition to the security infrastructure of nearly every organization. The IDPS record information mostly related
to observed events notify security administrators of important observed events and produce the reports. The IDPS can also respond to a detected threat by
attempting to prevent it from succeeding. They use lot of techniques, which involve the IDPS stopping the attack itself, and changing the security environment

(e.g. reconfiguring a firewall) or changing the attack's content.

1.2 HIDS AND NIDS
There are two types of intrusion detection system are available that is Network Based (NIDS) and Host Based (HIDS) intrusion detection systems.

1.2.1 NETWORK INTRUSION DETECTION SYSTEMS
The Network Intrusion Detection Systems (NIDS) are placed at the strategic point within the network to monitor traffic to and from all devices on the network. It
performs an analysis of passing traffic on the entire subnet, and then matches the traffic that is passed on the subnets to the library of known attacks.

If once an attack is identified, or abnormal behaviour is monitor, the alert can be sent to the administrator. For example, NIDS would be installing it on the subnet
where firewalls are located in order to see if someone is trying to break into the firewall. Then one would scan all inbound and outbound traffic, however doing
so might create a bottleneck that would impair the overall speed of the network. OPNET and NetSim are commonly used tools for simulation network Intrusion
detection systems. The NIDS Systems are also capable of comparing signatures for similar packets to link and then drop harmful detected packets which have a
signature matching the records in the NIDS.

1.2.2 HOST INTRUSION DETECTION SYSTEMS

The Host Intrusion Detection Systems (HIDS) run on individual hosts or devices on the network. A HIDS monitor the two bounds such as inbound and outbound
packets from the device only and it will alert the user or administrator in case suspicious activity is detected. Then it takes a snapshot of existing system files and
matches it to the previous snapshot also. If the important files were modified or deleted, an alert is sent to the administrator to investigate. An example of HIDS
can be seen on mission critical machines, which are not expected to change their configurations. The Intrusion detection systems can also be system-specific using
custom tools and honey pots.

1.3 PASSIVE AND REACTIVE SYSTEMS

In passive system, the intrusion detection system (IDS) sensor detects a potential security breach, and logs the information then signals an alert on the console or
owner. In a reactive system it also known as an intrusion prevention system, The IPS auto-responds to the suspicious activity by resetting the connection or by
reprogramming the firewall to block network traffic from the assumed malicious source. The term IDPS is commonly used where this can happen automatically or
command of an operator; systems that both "detect (alert)" and "prevent".
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1.4 STATISTICAL ANOMALY-BASED IDS
IDS are anomaly based will monitor network traffic and compare it against an established baseline. The baseline will identify what is the “normal” for that network
and what sort of bandwidth is generally used. This issue is that it may raise a False Positive alarm for a valid use of bandwidth if the baselines are not intelligently
configured.
1.5 SIGNATURE-BASED IDS
The signature based IDS will monitor packets on the network and compare them against a database of signatures or attributes from known abnormal threats. This
is similar to the way most antivirus software detects malware. There will be a delay between a threat being discovered in the wild and then signature for detecting
that threat being applied to the IDS. During that delay time the IDS would be unable to detect the new threat.
1.6 INTRUSION PREVENTION SYSTEM
Intrusion Prevention Systems (IPS), also known as Intrusion Detection and Prevention Systems (IDPS)it is a network security appliance that monitor network
and/or system activities for malicious activity.
The main performance of intrusion prevention systems is to identify malicious activity, log information of this activity, and it attempts to block/stop it, and report
it. Intrusion prevention Systems are considered extensions of intrusion detection systems because it both monitors network traffic and/or system activities for
malicious activity. The main difference is unlike intrusion detection systems; Intrusion prevention systems are able to actively prevent/block intrusions are de-
tected. More specifically, IPS can take actions such as sending an alarm, dropping the malicious packets, resetting the connection and/or blocking the traffic from
the offending IP address. An IPS can also correct Cyclic Redundancy Check (CRC) errors, and unfragment packet streams, prevent TCP sequencing issues, and clean
up unwanted transport & network layer options

1.6.1 CLASSIFICATIONS

Intrusion prevention systems can be classified into four different types:

1. Network-based intrusion prevention system (NIPS): analyze the entire network for suspicious traffic by analyzing protocol activity.

2. Wireless intrusion prevention systems (WIPS): it monitors a wireless network for mistrustful traffic by analyzing the wireless networking protocols.

3. Network behaviour analysis (NBA): it examines network traffic to identify threats that create unusual traffic flows, such as distributed denial of service
(DDoS) attacks, certain forms of malware and policy violation.

4.  Host-based intrusion prevention system (HIPS): an installed software package which monitors a single host for mistrustful activity by analyzing events
occurring within that host.

1.6.2 DETECTION METHODS

The majority of intrusion prevention systems utilize one of three detection methods: let us consider that signature-based, statistical anomaly-based and stateful

protocol analysis.

1.  Signature-Based Detection: Signature based IDS captures the packets in the Network and compares with pre-configured and pre-determined attack patterns
known as the signatures.

2. Statistical anomaly-based detection: The statistical anomaly-based IDS determines the network activity such as what sort of bandwidth is generally used,
what protocols are used, what ports and devices generally connect to each other’s and then alerts the administrator or user when traffic is detected which
is anomalous.

3.  Stateful Protocol Analysis Detection: it identifies deviations of protocol states by comparing observed events along with “The predetermined functions of
usually accepted definitions of benign activity”.

”

2. RELATED WORK

Y.Zhang, W. Liu, and W. Lou proposed in this paper Signature-based (SBS) and anomaly-based (ABS) are used here. SBS systems the implementation of the system
is limited and is not designed to dealing with buffer overflow/underflow attacks, while our system is able to mitigate also non-control-data attacks. This issue leads
eventually to the corruption of the entire database. These attacks that can be rolled-back and limited to attacks against the web server itself, while our focus also
includes also all server-side components such as CGl programs, server-side scripts, and back-end databases. Rely on pattern recognition techniques they main-
tained in the database of the signatures of previously known attacks and compare them with analyzed data. An alarm is raised when the signatures are matched
with that. On the other hand, ABS systems build a statistical model describing the normal network traffic, and any abnormal behaviour that deviates from the
model is identified [2].

Kiran Dhangar, Deepak Kulhare, Arif Khan proposed in this paper address the issue, researchers and vendors have proposed alert correlation, an analysis the
process that takes the alerts produced by intrusion detection systems and produces compact reports on the security status of the network under the surveillance.
Although a number of correlation approaches have been suggested, but there is no consensus on what this process is and/or how it should be implemented and
evaluated. In particular, this existing correlation approaches operate only the few aspects of the correlation process, such as the fusion of alerts that all are
generated by different intrusion detection systems in response to a single attack, and/or the identification of multi step attacks that represent a sequence of the
actions performed by the same attacker. The Correlation tools that do cover multiple aspects of the correlation process are evaluated “as a whole,” without an
assessment of the effectiveness of each component of the analysis process [17].

Alec Yasinsac, Sachin Goregaoker proposed in this paper focus on some security problems that are directly that attributable to faulty application logic, such as
programs that fail to check authentication information before proceeding, and then one limitation of our intrusion detection system is that it does not detect
attacks that exploit logic errors. It has one drawback that is Limitations of these signature engines are detecting the attacks and whose signatures are previously
stored in database; a signature must be created for every attack; and novel attacks cannot be detected. And this technique can be easily deceived because they
are only based on regular expressions and string matching. These kinds of mechanisms only look for strings within packets transmitting over wire [18].

Bharat S. Dhak, Shrikant Lade proposed in this paper the Users or administrators are must manually inspect the application for signs of an the attack that exploited
the vulnerability, and if an attack is found, they must track down the attacker’s and then actions and repair the damage by manually. When the administrator
learns of security vulnerability in a web application, he or she can use WARP to check whether the vulnerability was recently exploited, and to recover from any
resulting intrusions and one problem with this is attacks can affect users’ browsers, making it difficult to track down the extent of the intrusion purely on the
server. WARP’s workflow begins with the administrator deciding that he or she wants to make a retroactive fix to the system, such that is applying a security patch
or changing permission in the past[22].

3. PROPOSED WORK

An IDS system only considers models the network behaviour of user across both the front-end web server and the back-end database without any clear partitioning.
By monitoring both web and subsequent database requests, we are able to ferret out attacks those independent IDS not able to identify. The limitations of any
multitier IDS in terms of training sessions and functionality coverage cannot be done for all the users in the network. In this paper we present a system to detect
attacks in multi tiered web services and classify through clustering Algorithm. Our approach created to normality models of isolated user sessions that include
both the web front-end (HTTP) and back-end (File or SQL) network transactions with respect to Data volumes and classifies them. The system is implemented to
lightweight virtualization techniques, assign each user’s web session to a dedicated container, an isolated virtual computing environment. We use the cluster
algorithm which is accurately associated with the web request with the subsequent DB queries. The system builds a causal mapping profile by taking both the web
server and DB traffic into account. The system uses a multitier approach makes web applications retain their simplicity for the user and complexity for the attacker.
3.1 ADVANTAGE OF PROPOSED

The proposed model along with open source NS2 in Linux platform which is a container stored in the web server and is available in the admin end. The container
file consists of the information about the query, ip address, date and time of visit. It consists of all records i.e., the information about all the clients who are all
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visited the web site with their database query. From input streams provides a better characterization of the system for anomaly detection because the intrusion
sensor is more precise normality model that detects a wider range of threats. To evaluate the detection results for the system, analyze classes of attacks like
deterministic mapping, sql injection, empty query list and etc. this process is done when deployed a prototype on a system that Ns2.

4. EXPERIMENTAL RESULTS

Malicious nodes drop all the packets that pass through it. The simulation results that are based on PDR. We observe that all acknowledgment-based IDSs perform
better than the Watchdog scheme. Our proposed scheme EAACK surpassed performance when there are 20% of malicious nodes in the network. From the results,
Table 1 represent the acknowledgment-based schemes, including TWOACK, AACK, and EAACK, are able to detect misbehaviours with the receiver collision and
limited transmission power. When the number of malicious nodes reaches 40% to our proposed scheme EAACK'’s performance is lower than TWOACK and AACK.
We generalized the result of the introduction of MRA scheme, when it takes too long receive an MRA acknowledgment from the destination node that waiting
time exceeded to the predefined threshold.We observed that DSR and watched scheme achieve the best performance, as they don’t require acknowledgment
scheme to detect misbehaviour works. For the rest of the IDS, AACK is the lowest overhead. This is largely due to the hybrid architecture which significantly reduced
to network overhead.

Fig.1 representing to EAACK requires digital signature at all acknowledgment process and it’s managed to maintain lower network overhead in most cases. We
conclude to happen as a result of the introduction of our hybrid scheme.

Fig.2 representing to set all malicious nodes sends out false misbehaviour report to the source node whenever it is possible. This scenario setting is designed to
test the IDS performance to under the false misbehaviour report. The achieving simulation results are based on PDR. When malicious nodes are 10%, EAACK
performs to 2% better than AACK and TWOACK. When the malicious nodes are at 20% and 30%, EAACK outperform to all other schemes and maintains the PDR
to over 90%. We believe that the MRA scheme is mainly contributes to this performance. EAACK is worked into detecting false misbehaviour report. In terms of
RO, owing to the hybrid scheme, EAACK maintained lower network overhead and compared to TWOACK in most cases, as shown in. However, RO rises rapidly

with the increase of malicious nodes. The simulation results provide the malicious nodes the ability to forge acknowledgment packet.

TABLE 1: SUMMARY OF PACKET DELIVERY AND ROUTING OVERHEAD

Scenario 1: Packet Delivery Ratio
Malicious Nodes: 0% | Malicious Nodes: 10% | Malicious Nodes: 20% | Malicious Nodes: 30% | Malicious Nodes: 40%
DSR | (.82 0.73 (.68 0.66
Watchdog | 0.83 0.77 0.7 0.67
TWOACK | 0.97 0.96 0.92 0.92
AACK | 0.96 0.96 0.93 0.92
EAACK(DSA) | 0.96 0.97 0.93 0.91
EAACK(RSA) | 0.96 0.97 0.92 0.92
Scenario 1: Routing Overhead
Malicious Nodes: 0% | Malicious Nodes: 10% | Malicious Nodes: 20% | Malicious Nodes: 30% | Malicious Nodes: 40%
DSR 0.02 0.023 0.023 0.022 0.02
Watchdog 0.02 0.025 0.025 0.023 0.023
TWOACK 0.18 0.4 0.43 0.42 0.51
AACK 0.03 0.23 0.32 .33 0.39
EAACK(DSA) 0.15 (.28 0.35 0.44 0.58
EAACK(RSA) 0.16 0.3 0.37 0.47 0.61
Scenario 2: Packet Delivery Ratio
Malicious Nodes: 0% | Malicious Nodes: 10% | Malicious Nodes: 20% | Malicious Nodes: 30% | Malicious Nodes: 40%
DSR | (.82 0.73 (.68 (.66
Watchdog 1 0.83 0.75 0.69 0.68
TWOACK | 0.93 0.84 (.82 0.79
AACK | 0.93 (.85 (.82 0.8
EAACK(DSA) | 0.95 0.92 0.87 0.79
EAACK(RSA) | 0.95 0.92 0.86 0.79
Scenario 2: Routing Overhead
Malicious Nodes: 0% | Malicious Nodes: 10% | Malicious Nodes: 20% | Malicious Nodes: 30% | Malicious Nodes: 40%
DSR 0.02 0.023 0.023 0.022 0.02
Watchdog 0.02 0.025 0.025 0.023 0.023
TWOACK 0.18 0.2 0.38 0.4 (.52
AACK 0.18 0.19 0.24 0.22 0.51
EAACK(DSA) (.22 0.25 33 0.32 (.64
EAACK(RSA) 0.23 0.265 0.35 (.34 (.68
Scenario 3: Packet Delivery Ratio
Malicious Nodes: 0% | Malicious Nodes: 10% | Malicious Nodes: 20% | Malicious Nodes: 30% | Malicious Nodes: 40%
TWOACK | 0.91 0.79 0.65 0.61
AACK | 0.91 0.79 0.64 0.62
EAACK(DSA) | 0.95 0.84 0.75 0.75
EAACK(RSA) | 0.95 0.85 0.75 0.75
Scenario 3: Routing Overhead
Malicious Nodes: 0% | Malicious Nodes: 10% | Malicious Nodes: 20% | Malicious Nodes: 30% | Malicious Nodes: 40%
TWOACK 0.18 0.2 0.37 0.37 0.51
AACK 0.03 0.2 0.3 0.26 0.37
EAACK(DSA) 0.08 0.22 0.35 0.4 (.58
EAACK(RSA) 0.09 0.23 0.37 0.41 0.68

INTERNATIONAL JOURNAL OF RESEARCH IN COMPUTER APPLICATION & MANAGEMENT 5

A Monthly Double-Blind Peer Reviewed (Refereed/Juried) Open Access International e-Journal - Included in the International Serial Directories

http://ijrcm.org.in/




VoLUME No. 6 (2016), | ssue No. 07 (JuLY) | SSN 2231-1009
FIG. 1: PACKET DELIVERY RATIO
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EAACK performance classified into different types of attacks, we proposed to three state settings are simulated to the different types of misbehaviours or attacks.
This state imitates a basic packet dropping attack. Malicious nodes are simply dropped to all our packets that they receive. The purpose of this scenario test is the
performance of IDS against two weakness of Watchdog namely, receiver collision and limited transmission power. System is designed to test IDS performances
are against to false misbehaviour report. In this case, malicious nodes are always dropped the packets that receive and send back a false misbehaviour report
whenever it is possible. This scenario is used to test the IDS performances when the attackers are enough to forge acknowledgment packets and claiming positive
result while, in fact, it is negative. Watchdog is not an acknowledgment-based schemed because it’s not eligible for this scenario setting.

5. CONCLUSION

The attacker uses active or passive attacks to violate either confidentiality of sensitive data or integrity of transmitted data by alter the real information. Different
kinds of active and passive attacks can bring serious disruption in overall performance of Network. Passive attacks do not harm the network or network resources;
Active attacks are worked into the drop or misdirect routing packets. To counter passive attacks and to ensure secrecy and confidentiality of data, we are used to
apply similar kind of mechanism. To counter packet dropped or misdirect to kinds of active attacks and modified to the security mechanism proposed.

The security mechanism is proposed to sends passive acknowledgement to each and every successful delivery of packet. For example, if a source node sends 100
packets to destination node through intermediate nodes and the destination node sends back 100 passive acknowledgements to source node for every packet
arrived. Keep in view the limited resources and bandwidth in network we can’t use this kind of heavy mechanism. The reason is that, such mechanism is greatly
increase routing overheads and creates congestion. A packet counter is introduced at every node included to cluster head. Node “e” forwards 300 packets to
cluster head. When cluster head is not received to any further packets from node “e” till fixed interval of time and it assumed that node “e” is no more packets to
send. The cluster head is send a packet count of 300 to node “e,” which means that cluster head successfully received to 300 packets.

When node “e” receives the packet count from cluster head which matches to its own packet count, it means node “d” is not malicious and all their packets
successfully relayed through node “d”. Our mechanism is per session basis contrary proposed to the packet bases mechanism. Proposed security model can counter
many kinds of active attacks such as black hole, grey hole, and wormhole. Black hole is a compromised node and it’s located as intermediate node between source
and destination, it is worked into drop all their packets passing through it.
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