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SURVEY ON DIFFERENT TECHNIQUE FOR DETECTION AND RECOVERY OF MISBEHAVING NODE IN MANET

M.SUMATHI
RESEARCH SCHOLAR
PG & RESEARCH DEPARTMENT OF COMPUTER SCIENCE
GOVERNMENT ARTS COLLEGE
DHARMAPURI

Dr. M. GUNASEKARAN
HEAD
PG & RESEARCH DEPARTMENT OF COMPUTER SCIENCE
GOVERNMENT ARTS COLLEGE
DHARMAPURI

ABSTRACT
A Self-ruling collection of mobile nodes communicating with each other with the help of wireless links either in a direct or indirect manner or rely on other mobile
nodes is referred as MANET. The communication link may have some trouble conducted by the misbehaving nodes. Misbehaving nodes may degrade the perfor-
mance of the overall network. In this paper, we studied the common communication routing protocols in MANET and detection techniques. As from the study, some
of the nodes available in the communication link and refused to cooperate in packet transmission are called selfish nodes. A selfish node may give priority to battery
power saving.

KEYWORDS

MANET, ad-hoc network, routing protocols, misbehavior detection.

1. INTRODUCTION

obile Ad-hoc network is a network which includes mobile nodes (laptop, personal digital Assistants (PDAs) and wireless phones) with the uniqueness of
mself—organization and self-configuration which allow it to form a new network quickly. [1] A node may be capable of communicate with other nodes far

away with the teamwork of intermediate nodes, forwarding the packets to the destination. In this multi-hop communication, each node acts as both host
and router.
Avariety of literature investigated that MANET possesses 4 kinds of nodes viz. i) regular node, ii) erroneous node, iii) selfish node, and iv) malicious node. A regular
node is the one which is paying attention to set up communication with any other node for the purpose of forwarding a data packet. Erroneous node is the one
with circuitry issues and faulty hardware design that potentially poses as a trouble for security protocols as well as for permitting reliable communication. While
selfish node has a tendency to refuse to onward the data packet to the destined nodes in order to shop its resources, at the same time as malicious nodes usually
keep dangerous intention to disrupt the traffic and steal the exclusive information. Fig 1. Suggests the communication model and node classification in MANET.

[2]

FIG. 1: TYPES OF NODES IN MANET

REGULAR NODE

ERRONEOUS
NODE

Destination

SELFISH NODE

MALICIOUS
NODE

2. STUDY ON AD-HOC ROUTING PROTOCOLS
The routing protocols are of these categories, which include proactive routing protocols, reactive routing protocols and hybrid routing protocols with respect to
the routing topology used in MANET. The below Fig.2 mentions the primary classification of Ad-hoc Routing Protocol with examples. [3]
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FIG 2. ROUTING PROTOCOLS
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2.1 Proactive (Table Driven) Protocols

In table-driven routing protocols, each node maintains one or more tables containing routing information to every other node in the network. All nodes update
these tables to maintain a consistent and up-to-date view of the network. When the network topology changes the nodes propagate update messages throughout
the network in order to maintain consistent and up-to-date routing information about the whole network.

2.1.1 (DSDV) Protocol

In this protocol, every mobile node within the network maintains a routing table listing all other nodes it has known both directly and through some neighbors.
Each node has a single entry in the routing table. The entry will have information about the node’s IP address, last known sequence number and the hop count to
reach that node. In conjunction with those details, the table also maintains track of the subsequent hop neighbor to reach the destination node. The main contri-
bution of the algorithm was to solve the routing loop trouble. [4]

2.1.2 (OLSR) Routing Protocol

OLSR is the table driven, proactive routing protocol designed for mobile ad-hoc networks. It exchanges routing information periodically and has path immediately
available while wished. The OLSR protocol achieves optimization by way of determining for each node of the network a minimum subset of neighbors, referred to
as Multi Point Relays (MPR) which is able to reach all 2-hop neighbors of the node. Usually, two kinds of routing messages are used a hello message and a Topology
control (TC) message. Hello, messages are exchanged locally through neighbor nodes and aren't forwarded further to different nodes. In OLSR, only MPR nodes
are answerable for forwarding TC messages. Upon receiving TC messages from all of the MPR nodes, every node can examine the partial network topology and
can build a route to each node within the network. This message is used for route calculation.

Ex: Proposed SR-OLSR protocol was able to detect numerous attacks and mitigate the identical without affecting the best of service (QoS).

2.2 Reactive (On-demand) Protocols

These protocols take a lazy method to routing. The assessment of table-driven routing protocols, no longer all routes are maintained at each node as an alternative,
the routes are created as and whilst required. While a source wants to send to a destination, it invokes the route discovery mechanisms to find the path to the
destination. The route remains valid until the destination is reachable or until the route is no longer wished

2.2.1 Ad-Hoc On-demand Distance Vector (AODV)

AODV makes use of sequence numbers and routing beacons from DSDV but plays route discovery by the usage of on-demand route requests (RREQ); the same
method as the DSR protocol. AODV is distinct to DSR in that it makes use of distance vector routing; this requires each node within the route to holding a temporary
routing table for the duration of the communication. AODV has improved upon the DSR route request process the usage of an expanding ring search mechanism
based upon incrementing time-to-live (TTL) up prevent immoderate RREQ flooding. Nodes inside an active route record the sender's address, sequence numbers
and source/destination IP address within their routing tables, this information is utilized by route reply (RREP) updated construct opposite paths. AODV deals with
node mobility the usage of sequence numbers up to date identify and discard outdated routes, this is blended with route errors (RERR) messages which can be
sent while damaged links are detected, RERR packets travel up upstream updated the source informing nodes up to date delete the damaged links and trigger
new route discovery if alternative routes aren't up-to-date.

2.2.2 Dynamic Source Routing (DSR)

The reactive DSR Protocol turned in up updated advanced via operation of the DSR protocol is damaged in up stages; route discovery phase and route maintenance
phase, these phases are triggered on demand while a packet wishes to route. Route discovery phase floods the network with route requests if a suitable route is
not available up on the route. DSR makes use of a source routing method up-to-date generate a complete route to the destination, this could then be updated
temporarily in nodes route cache. DSR addresses mobility troubles through using packet acknowledgments; failure up to date receive an acknowledgment causes
packets up to date be buffered and route error messages to be sent to all upstream nodes. Route error messages cause the route maintenance phase which
removes wrong routes from the route cache and undertakes a new route discovery segment.

2.3 Hybrid Protocols

Hybrid routing is a mixture of the Proactive and Reactive routing protocol.

2.3.1 ZRP (zone routing protocol)

The zone Routing Protocol (ZRP) describes that takes gain of this truth and divides the entire network into overlapping zones of variable size. It makes use of
proactive protocols for locating region neighbors (right away sending hello messages) as well as reactive protocols for routing functions among distinctive zones
(a route is only established if wanted). Every node may additionally define its personal zone length, whereby the zone size is defined as the wide variety of hops
to the zone perimeter. As an instance, the zone length may additionally depend upon signal strength, to be had power, a reliability of various nodes and so on.
Even as ZRP isn't a very distinct protocol, it affords a framework for other protocols. To begin with, a node needs to find out its neighborhood which will be capable
of building a zone and determine the perimeter nodes. [4]

3. EMPIRICAL STUDY ON MISBEHAVING NODES

Those nodes use the network and its services but they do not cooperate with other nodes. Such selfish nodes do not consume any energy along with CPU strength,
battery and additionally bandwidth for retransmitting the data of other nodes and they reserve them only for themselves. The original AODV and DSR routing
algorithms can be changed to detect such selfish nodes. [5]

3.1 Node Misbehavior

A node is marked as a misbehaving node when it avails from the network but it refuses to collaborate due to some motives. Those motives can be categorized into
two primary kinds: honest and malicious reasons. The honest reasons are associated with collisions, channel errors and buffer overflow, even as the black hole,
wormbhole, and collision attacks are examples of the malicious attack. Such misbehaving movements bring about low packet delivery ratio and high packet delivery
time, which in turn affects the overall performance of the MANET. Misbehaving nodes have 3 exclusive activities, which might be all described as misbehaving
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actions. Inside the first type, the node participates with network’s nodes in routing discovery and maintenance operation, but, it refuses to forward the data

packet. in the second type, the node does not make a contribution in both the routing lookup and data packet transmission. When the nodes switch its behaviors

among the primary and second types, the third kind of misbehaving moves is presented. “Misbehavior” refers to a node that doesn't behave in a proper way and

has an unusual behavior. In other phrases, if the behavior of node deviates from its specification or set of behaviors than the node is stated to be misbehaving [6].

Misbehavior takes place in following approaches:

¢ Delay Packets

¢ Drop Acknowledgements

¢ Delay Acknowledgements

* Drop packets and alter routing information

¢ Don’t forward packet to keep its own resources

¢ Forward control packets while losing data packets. There can be numerous types of misbehavior. Some of them are indexed underneath:

>  Failed / Malfunctioned: A node malfunctions due to hardware and software program problems, weather, radio channel, link breakdown, unintentional
physical harm.

»  Selfish: selfish nodes have passive misbehavior. It does not intend to without delay damage other nodes and does not cooperate. It saves battery life for very
own communication. A selfish node is unwilling to spend CPU cycles and to be had network bandwidth to forward packets.

»  Malicious: Malicious nodes have active misbehavior. It deliberately damages other nodes and interrupts network operations. A malicious node may drop the
packets, modify the routing information. it is able to deliver priority to battery power saving.[7]

4. COMPARATIVE STUDY ON VARIOUS ALGORITHMS FOR DETECTING MISBEHAVIOR

1. Reputation-based selfishness prevention techniques for mobile ad-hoc networks

Alberto Rodriguez-Mayol et.al., [8] proposed a three detection approach that improves the ability of selfishness prevention protocol to discover selfish nodes and
to increase the variety of valid routes. Those three techniques are RAM (Reset Activity Mode), WM (warming mode) & RFM (reset failure mode).The research of
proposed strategies is applied with team & Marti's protocol.

2. Detection & REAction to timeout MAC layer Misbehavior (DREAM)

Lei Guang, Chadi Assi et.al., [9] proposed mechanism that identifies the malicious nodes the use of a set of monitoring and reaction techniques. It makes use of
stage reaction, the primary stage is for reaction and the second degree is of punishment that could improve the network overall performance. This gadget gives
the excessive accuracy in identifying misbehaved nodes. The first reaction system is very powerful to mitigate the misbehaving impact and enhance network
overall performance.

3. Watch dog/ Pathrater method

Kachirski O et.al., [10] the method identifies misbehaving node through eavesdropping at the transmission of the subsequent hop. Whilst a node forwards packets,
Watchdog verifies whether the subsequent node within the route forwards the packets or not. If the subsequent node refuses to forward the packets, then it is
referred to as misbehavior. The advantages of Watchdog mechanism is that it may discover misbehaving nodes not in forwarding level but also in the level of
connection. In other phrases, it identifies nodes no longer only in the link layer but additionally inside the network layer. Implementation of Watchdog is especially
easy. Kachirski O et al., proposed the technique calculates “path metric” for every path. Like Watchdog, each node runs Pathrater. The node maintains a degree
of other nodes identified in the network. The path metric which is collected from past experience can be calculated by combining the node rating with link relia-
bility. After calculating the path metric for all reachable paths, the path with the highest metric can be chosen by the pathrater.

4. Ex.Watchdog Technique

Nasser and Chen et.al., [11] proposed techniques to identify IDS called Ex.Watchdog which is actually an extension of Watchdog. It also detects intrusion from
malicious nodes and reports this data to the response system. The main feature of the proposed system is the ability to detect malicious nodes which can partition
the network by falsely reporting other nodes as misbehaving and then it proceeds to protect the network. So, Ex.Watchdog solves the fatal problem of Watchdog.
5. Record and Trust-Based Detection (RTBD) Technique

Senthil Kumar Subramanian et.al., [12] proposed a technique in which every node maintains global trust state for all nodes which is recorded in trust table. The
selfish nodes are detected based on their trust value and predefined threshold for selfishness, their neighbors can use this information to avoid working with
them, either for data forwarding, data aggregation, or any other cooperative function

6. Cooperative Bait Detection Scheme (CBDS)

In Jian-Ming Chang et.al., [13] proposed Cooperative Bait Detection Scheme (CBDS) which is able to detect and prevent malicious nodes launching cooperative
black hole attacks. It integrates with the proactive and reactive defense architectures and the source node randomly cooperates with a stochastic adjacent node.
7. Token-Based Umpiring Technique (TBUT)

Jeba Kumar Mohan Singh Pappaji Josh Kumar et.al., [14] proposed a unified approach for detecting and elimination selfish nodes in MANETSs using TBUT. It is the
token based umpiring technique where every node needs a token to participate in the network and the neighboring nodes act as an umpire. Umpire nodes will
monitor the behavior of the nodes and detect if any node is misbehaving. It is very efficient with reduced detection time and less overhead.

8. Secure Objective Reputation-based Incentive (SORI) scheme

Qu He et.al., [15] present a Secure Objective Reputation-based Incentive (SORI) scheme to encourage packet forwarding and discipline selfish nodes. This scheme
consists of three components. First, neighbor monitoring component monitors packet forwarding behavior of the neighbor nodes and a Neighbor Node List (NNL)
which consists of details for all the neighbors of a node is maintained by each node. Second Reputation Propagation is built a record of reputation by using the
NNL and shared this reputation with all nodes to identify the selfish node. Finally, a punishment scheme is used by punishment component to penalize selfish
nodes. The unique feature of this scheme is that.

9. TWO ACK and S-TWO ACK schemes

Kashyap Balakrishnan et.al., [16] TWOACK and S-TWOACK, which can be easily added-on to source routing protocols such as the DSR protocol. The schemes detect
selfish nodes (links) so that other nodes may avoid them in future route selections, with the aim of overall improvement in end-to-end packet delivery ratio.

10. Observation-based Cooperation Enforcement (OCEAN) scheme

Bansal et.al., [17] OCEAN scheme for malicious node detection that is based on direct observations. In which rating of the node is depend on the behavior of the
node. If the node behavior is positive then the rating of the node increased otherwise if the observed behavior is negative the rating of a node is decreased by
more value than that is used for increment. If the rating of a node decreases beyond faulty threshold then it is added to the faulty list. This list is broadcasting to
be used as the list of nodes to be avoided. A route is rated good or bad depending on whether the next hop is on the faulty list or not. Also used a chance
mechanism which removes the node from the faulty list after an idle period with its rating remaining unchanged.

11. A Collaborative selfish node detection and incentive mechanism for opportunistic networks (SENSE) technique

Ciobanu et.al., [18] proposed SENSE that provides the selfish node detection by using community-based and context-based information of node. By using intensive
mechanism it will appreciate the node to participate in the network. Use the altruism value to get the selfishness of node. It uses the home-cell community model
for mobility model.

12. Fully Selfish Node Detection, Deletion and Secure Replica Allocation over MANET

N.Muthumalathi et.al., [19] proposed a selfish node detection method and novel replica allocation techniques to handle the selfish replica allocation appropriately.
Selfish replica allocation technique reduces communication cost and secure hill cipher algorithm to provide security in replica data.

13. New Replication allocation technique

N.R.Suganya et.al., [20] proposed selfish node detection method and novel replica allocation techniques handle the selfish replica allocation properly. In our
method the each node computes credit risk information on other associated nodes individually to appraise the degree of selfishness.
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14. A novel technique for tracing the malicious nodes in the mobile ad-hoc network based on noise errors in different frequency bandwidths

Karjee, J et.al., [21] proposed a scanning procedure and security measures for the multi- hop wireless network after diagnosing the abnormal behavior of malicious
node and verifying the physical presence of attack strategy in the wireless network. The model has not been validated for major routing issues like interference,
asymmetric links channel capacity and effects of noise, etc. have not been taken into account. Furthermore, the work seems to be done on the assumption that
selfish nodes never exist in MANET system.

15. Enhanced Adaptive Acknowledgement (EAACK)
K.Chinthanai chelvan et.al., [22] proposed EAACK (Enhanced Adaptive Acknowledgement) method designed for MANET was proposed for intrusion detection.
EAACK demonstrates higher malicious-behavior-detection rates in certain circumstances while does not greatly affect the network performances.

TABLE 1: COMPARATIVE STUDY ON MISBEHAVIOR DETECTION ALGORITHMS

vention techniques for mobile ad-
hoc networks
(Selfishness)

Mayol&J. Gozalvez,

Misbehavior Detection Techniques /| Authors Proposal Result
Misbehaviors
1. Reputation-based selfishness pre- | Alberto Rodriguez- | Three detection techniques, RAM (reset Reduce the no of incorrect selfish accusa-

activity mode), WM (warming mode) &
RFM (reset failure mode) may use to im-
prove the ability of selfishness preven-
tion protocol to detect selfish nodes and
to increase the number of valid routes.

tions,

Increase the availability of safe multi-hop
routes

Improving the final packet delivery ratio

2. DREAM-Detection & Reaction to
Timeout MAC layer Misbehavior
(Malicious Behavior)

Lei  Guang, ChadiAssi,

&Yinghua Ye

A Proposed mechanism that identifies
the malicious nodes using a set of moni-
toring and reaction procedures.

Achieves high accuracy in identifying mis-
behaved nodes.

First reaction system is very effective in
mitigating the misbehavior effect and im-
prove the network performance (e.g.,
throughput and delays)

3. Watch dog/ Pathrater
Technique
(Malicious Behavior)

Sergio Marti, T.J. Giuli,
Kevin Lai, & Mary Baker

Watchdog technique to detects malicious
node by overhearing next node’s trans-
mission. Pathrater helps to route proto-
cols to avoid these nodes.

Increase throughput by 17% in a network
with moderate mobility,

Increases the ratio of overhead transmis-
sions to data transmissions from the stand-
ard routing protocol's 9% to 17%.
Watchdog and pathrater can increase net-
work throughput by 27%,

Improves the percentage of overhead
transmissions from 12% to 24%.

4. Ex. Watchdog Technique
(Malicious Behavior)

N. Nasser, & Yunfeng Chen

Ex-Watchdog intrusion detection system
is an extension of Watchdog System
whose function is to detect intrusion
from malicious nodes and reports this in-
formation to the response system.

Decreases the overhead greatly,
It does not increase the throughput obvi-
ously

5. RTDB: Record and Trust-Based De-
tection Technique
(Selfishness)

Senthilkumar  Subramani-
yan, William John-
son,&KarthikeyanSub-
ramaniyan

The selfish no desire detected based on
their trust value and the predefined
threshold for selfishness, their neighbors
can use this information to avoid working
with them, either for data forwarding,
data aggregation, or any other coopera-
tive function.

Enhances the performance of MANET.

It improves the PDR and detection ratio.

It diminishes the overhead, latency, and
packet dropping ratio.

Competently detects the selfish nodes in
MANET

6. Cooperative Bait Detection
Scheme (CBDS)

(Malicious Behavior)

Jian-Ming Chang, Po-Chun
TsouHan-Chieh
Chao,&Han-Chieh Chao

Cooperative Bait Detection Scheme
(CBDS) which is able to detect and pre-
vent malicious nodes launching coopera-
tive black hole attacks.

CBDS presents good performance better
packet delivery ratio

Not much overhead to network overhead
under malicious node attack.

7.TBUT (Token-based umpiring tech-
nique)
(Selfishness)

Jebakumar Mohan Singh
PappajiJosh Kumar,Ay-
yaswamyKathirvel, Na-
maskaramKirubakaran, Pe-
rumalSivaraman&Muthu-
samySubramaniam

A unified approach for detecting and
elimination selfish nodes in MANETSs us-
ing TBUT. it is the token based umpiring
technique where every node needs a to-
ken to participate in the network and the
neighboring nodes act as an umpire.

To evaluate the performance of TBUT in
the presence of 30% selfish nodes and have
compared it with ETUS routing protocols.
TBUT significantly improves the perfor-
mance of ETUS in all metrics, packet deliv-
ery ratio, and control overhead.

8. Secure Objective Reputation-
based Incentive (SORI) scheme(Self-

Qi He, Dapeng Wu & Pra-
deep Khosla

A (SORI) scheme to encourage packet for-
warding and discipline selfish nodes

Successfully identifies the selfish nodes and
punish them accordingly.

ishness)

9. TWO ACK / KashyapBalakrishnan, lJing | The schemes detect TWOACK scheme improves the end to-end
S-TWO ACK Deng, Pramod & K. Varsh- | selfish nodes (links) so that other node packet delivery ratio from around 70% to
Scheme ney may avoid them in future route selec- almost 90% while increasing the overhead
(Selfishness) tions, with the aim of overall improve- 4% to 7%.

ment in end-to-end packet delivery ratio.

S-TWOACK scheme, which is a derivative of
the TWOACK scheme, achieves almost the
same performance improvement.

10. Observation-based Cooperation
Enforcement scheme
(Selfishness)

Sorav Bansal &
Mary Baker

OCEAN attempts to mitigate selfish rout-
ing behavior in ad hoc networks. The gen-
eral idea is to punish nodes for their self-
ish behavior, by rejecting their traffic, in
the hopes that this threat will act as a de-
terrent.

Compared to such reputation schemes,
OCEAN is more sensitive to the tuning of
some parameters,

it fails to punish misbehaving nodes as se-
verely, it performs almost as well, and
sometimes even better, across a wide
range of degrees of mobility
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11. A Collaborative selfish node de-
tection and incentive mechanism for
opportunistic networks
(SENSE)(Selfishness)

Ciobanu, Radu-loan,
Ciprian Dobre, Mihai
Dascalu, Stefan Trdusan-

Matu, & Valentin Cristea.

SENSE that provides the selfish node de-
tection by using community- based and
context- based information of the node.

Use the unselfishness value to get the self-
ishness of node.
It uses the home-cell community model for
mobility model.

12. Fully Selfish Node Detection, De-
letion and Secure Replica Allocation
over MANET (Selfishness)

Muthumalathi &
Dr.M.Mohamed
Raseen,

An approach which stated that Selfish
node may not share its memory space to
store a copy for the profits of other
nodes.

Every node count credit risk information on
another node individually to measure the
amount of selfishness.

Selfish allocation schemes reduce commu-
nication

cost and secure hill cipher algorithm to pro-
vide security in replica data.

for tracing the malicious nodes in the
mobile ad-hoc network based on
noise errors in different frequency
bandwidths.

(Malicious Behavior)

based upon the detection of a malicious
node with attack modeling.

13. New replication | N.R.Suganya, & S.Madhu | Observe the impact of selfish nodes in a Selfish node detection method and novel
allocation technique Priya mobile ad hoc network which is termed replica allocation techniques handle the
(Selfishness) as selfish replica allocation. selfish replica allocation properly.

14. A novel technique | Karjee & Banerjee, Investigation and Mathematical analysis Diagnosing the abnormal behavior of mali-

cious node
Verifying the physical presence of attack
strategy in the wireless network.

15. Enhanced Adaptive Acknowl-
edgement (EAACK) method
(Malicious Behaviour)

K.Chinthanaichelvan,
T.Sangeetha, V.Praba-
karan,&D.Saravanan

EAACK demonstrates higher malicious-
behavior-detection rates in certain cir-
cumstances while does not greatly affect

Positive performance against Watchdog in
the cases of receiver collision and false mis-

behavior report has been demonstrated

the network performances.

From the above Table.1, we examine which type of algorithms handling which type of misbehavior in MANET, accomplished that the MANET nodes most commonly
behaves like Selfish nodes.

5. CONCLUSION

Now a day’s, researcher’s consideration on MANET, due to their open medium and wide distribution of nodes make MANET vulnerable to misbehavior issues.
Misbehaviors of nodes are classified primarily as selfish nodes and malicious nodes. In this paper, we have analyzed the most common MANET routing protocols,
misbehaviors of a MANET nodes and detection techniques that involved in misbehaving node detection. Hence | concluded that the most common problem in
MANET is a selfish node. The Selfish behavior of a node affects the throughput of the network.
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