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A GENETIC ALGORITHM BASED IMAGE AUTHENTICATION TECHNIQUE IN FREQUENCY DOMAIN USING
HAAR WAVELET TRANSFORM (AGAIAFDHWT)

Dr. AMRITA KHAMRUI
ASST. PROFESSOR
DEPARTMENT OF COMPUTER SCIENCE
VIVEKANANDA COLLEGE
MADHYAMGRAM

ABSTRACT

In this study A Genetic Algorithm based image authentication technique in frequency domain using Haar Wavelet Transform has been proposed. This is frequency
domain-based image authentication technique where Haar Wavelet Transform is applied to generate transformed domain coefficients. A 2 x 2 mask is taken from
the source image in row major order. Haar Wavelet Transform is applied on it. It generates four frequency coefficients. Three bits of the authenticating image is
embedded onto each coefficient of the mask. Embedded mask is processed through reverse Haar Wavelet Transform to generate spatial domain coefficients. Stego
sub intermediate image is obtained by applying this process for the whole cover image. Stego sub intermediate image is processed through Genetic Algorithm to
generate optimized stego image. New Generation followed by Crossover and Mutation are performed as part of Genetic Algorithm. Genetic Algorithm is applied
as optimization process to generate optimized stego image. The proposed technique has been compared with existing approaches. It has been shown that the
proposed technique obtains better result as compared to the existing approaches.

KEYWORDS
haar wavelet transform (HWT), image fidelity (IF), mean square error (MSE), peak signal to noise ratio (PSNR), structural similarity index measure (SSIM).

JEL CODE
031

1. INTRODUCTION

In today's scenario image authentication is achieved through Steganography. Image Steganography is a way of sending messages through digital image such that
apart from sender and receiver no one realize that there is some hidden information. Image authentication can be achieved in two ways, using spatial domain
steganography[11], [12] and using frequency domain steganography [10]. To detect unauthorized access information security and image authentication are widely
used. The secret information is embedded inside the source image by keeping its visibility intact. The widely used methods to achieved this is to use the least-
significant bit (LSB) replacement [7] by masking [17], [8], filtering and transformations [9] on the source image. Usually, the cover image for steganography can be
picture [11], video, sound file etc. A message may be hidden invisibly by using some steganographic algorithms [13] to ensure the security [14] which is main
concern today for trafficking across the network. Security may be achieved by hiding information into images. Hiding information in the image without changing
its visibility is an important task for image authentication. Ownership verification [15] is very crucial for military people, research institute and scientists. Security
of information and authentication of images is very important for the digital image document to prevent them for unauthorized access. Data hiding refers to the
nearly invisible embedding of information within a host data set as message, image or video. The data hiding is a process of creating hypermedia document or
image, which is very less convenient to manipulate. Steganography is a process of hiding the message/image in the source image by some algorithm and cryptog-
raphy is a process to hide the message content. The process is to hide a message inside an image by keeping the visibility intact. The most common method of
steganography is least-significant bit (LSB) substitution developed through masking, filtering and transformations on the source image. In the proposed technique
a frequency domain-based image authentication technique using Haar Wavelet Transform has been proposed.

Present proposal is an algorithm which would facilitate secure message transmission through block base data hiding. Most of the works used minimum bits of the
hidden image for embedding in transform domain, but the proposed algorithm embeds large amount of information in transformed domain with a minimum
distortion of visual property.

Rest of the paper is organized as follows: section 2 deals with review of literature. Importance of the study has been discussed in section 3. Section 4 deals with
the statement of the problem. Section 5 discuss the objective of the proposed technique. Section 6 discuss the hypothesis. The research methodology has been
discussed in section 7. Results and discussion are discussed in section 8. Some findings are mentioned in section 9. Recommendations are given in section 10.
Conclusion, limitation and scope for future research are presented in section 11, 12 and 13. References are drawn at end.

2. REVIEW OF LITERATURE

Some existing methodologies have been discussed in this section. In 2022, Tevaramani Saleem S et al. [1] proposed image steganography performance analysis
using discrete wavelet transform and alpha blending for secure communication. In this technique, alpha is called a scaling parameter. Source image and authenti-
cating images are of different types and dimensions, images from a webcam, and other predefined images of different formats have been normalized and prepro-
cessed. A Haar Discrete Wavelet Transformation (DWT) is applied to both the source image and authenticating images. Stego image is generated by encrypting
the authenticating image and embedded in the source image. In 2021 Varuikhina Vladmir et al. [2] proposed continuous Wavelet Transform applications in ste-
ganography. This paper focused on successful hiding of information with the help of Wavelet Transformation without any visible changes in the source image. This
technique used single level 2D Discrete Wavelet Transformation such as Daubeshi, Haar and coiflet transformation and compare the result generated by each
transformation with one another. In 2020 Govindasamy V et al.[3] proposed coverless image steganography using Haar Integer Wavelet Transform. Coverless
image steganography is recent technique of steganography. It does not modify the source image that is carrying the secret information. This approach used Haar
Integer Wavelet Transform to hide more secret information using coverless image steganography. Here the image has been divided into sub matrices. Then Integer
Wavelet Transformation is used to generate coefficients of the submatrix. Then the sub-matrices are reshaped to form arrays. The coefficients are converted into
binary bits. At last, the secret message has been fragmented into 8 bits to match it with the block and starting location in the array. The location map has been
used to obtain the secret information by the receiver. In 2016 Houssein Essam H. et al. [4] proposed an image steganography algorithm using Haar Discrete Wavelet
transform with advanced encryption system. In this paper Advanced Encryption System (AES) is used to encrypt data and Haar Discreet Wavelet Transform (HDWT)
is used for embedding. HDWT decreases the complexity in image steganography and ensures less image distortion and lesser detect-ability. In 2010 Hui-Yu Huang
et al proposed a lossless data hiding technique which is based on [5] discrete Haar wavelet transform. In 2016 Tushara M et al [6] proposed a review of image
Steganography using discrete wavelet transform which presents a review on steganography techniques that use discrete wavelet transform.

3. IMPORTANCE OF THE STUDY

The existing techniques used different steganographic techniques with less embedding capacity. This paper presents an algorithm that would facilitate secure
message transmission using frequency domain based data hiding procedure that uses Haar Wavelet Transformation. This method embeds large amount of secret
information as compared to the existing works [3],[5],[6],[8] by keeping visual property intact.
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4. STATEMENT OF THE PROBLEM

The detailed study of the Review of Literature reveals the following facts:

The proposed technique is frequency domain based image authentication approach which uses Genetic Algorithm for optimization. Most of the previous tech-
niques having less capacity of hiding secret information but the proposed technique can embed huge amount of secret information. The proposed technique uses
Genetic Algorithm as optimization technique but very few existing techniques used optimization.

5. OBIJECTIVE

The objective of this research is to develop a new Genetic Algorithm based frequency domain based image authentication technique and can hide large message
by keeping quality stego image.

6. HYPOTHESIS
The proposed technique uses some benchmark images taken from the USC-SIPI Image Database: Version 5, Original release: October 1997, Signal and Image
Processing Institute, University of Southern California, Department of Electrical Engineering [20]. Source and authenticating images are considered as color images.

7. RESEARCH METHODOLOGY

In this section the technique (AGAIAFDHWT) is illustrated with an example in detail. A mask of size 2 x 2 from source color image is taken in row major order. The
mask is processed through haar wavelet transformation to generate frequency domain coefficients. Three bits of the authenticating image is embedded onto each
transformed image coefficient sub mask. The image sub mask is transformed from frequency domain to spatial domain using inverse haar wavelet transform. The
dimension of the hidden image is embedded first. Resulting stego image is processed through Genetic Algorithm to generate optimized stego image. As part of
GA, New Generation followed by Crossover and Mutation are applied on it. In New Generation eight random chromosomes are taken as initial population. Roulette
wheel selection has been applied to generate two fittest chromosomes using hash function. Two fittest chromosomes are processed through crossover and two
new off springs has been generated in this process. Off springs are then processed through Mutation. In elitism most fitted offspring is chosen for next iteration.
This process is repeated until the optimum value has been received. The Haar functions can be defined as follows:

har{(0,. ) = 1,0<=0<1,
| 0<0<1/2

1/2<0 I

J
[
V2 0=« |/4
har{2. &) V. 1/8<<1/2
0 1/2<0<]
[
|

har(1, )

rJ

0 0= <12

har{3.40) V2, 1/2<0 < 3/4.

I v n/2<) < (n+1/2)/2",

har(2? 4 n, ) V2 n+41/2)/2 < (n=+1)2
l” 0< 0<% and ,L‘:‘,L 0 <\
P  PRUSNS S 1 ¢ Dpae— 2P — 1.
The original Haar defined as follows , N
har(k, 0) hm har(k.0),
0—0.0:-0

har(4. 1) lim har(k.0).

A—1,60<0
A discrete Haar functlon is given in equation

ra(l) = Z P k(t), tel[0,1], n=> 0.
(1)

Thisisan orthogonal function. The process of AGAIAFDHWT is shown in Figure 1. Process of embedding is explained in section 7.1 process of extraction is explained
in section 7.2. An example of AGAIAFDHWT is given in section 7.3.

FIGURE 1: SCHEMATIC DIAGRAM OF AGAIAFDHWT

. 2 x 2 block of HWT
Cover image > ixels from > on2x
(512 x 512) PIXEls
cover image 2 ma-
Watermarked Apply GA 2 x 2 image matrix after
Image < O HWT e embedding
(512 x 512)

7.1 ALGORITHM FOR INSERTION

In this technique color image of size pxq is taken as source image. Color image of mxn is taken as authenticating image. Authenticating image bits are embedded
in the transformed coefficients mask of source image.
Input: Source image of size pxq, authenticating image of size mxn.

INTERNATIONAL JOURNAL OF RESEARCH IN COMMERCE, IT & MANAGEMENT

A Monthly Double-Blind Peer Reviewed (Refereed/Juried) Open Access International e-Journal - Included in the International Serial Directories

http://ijrcm.org.in/

2



http://ijrcm.org.in/

VOLUME NoO. 13 (2023), IssUE NO. 8 (AUGUST) ISSN 2231-5756
Output: Optimized stego image of size pxq.

Method: Insertion of authenticating image bits into the source color image followed by GA

Step 1: Extract the dimension of the authenticating image from the header part of the authenticating image

Step 2: For each hidden message/image, read color source image mask of size 2x2 in row major order. Apply Discrete Haar wavelet transform to obtain transformed
coefficients.

Step 3: The Dimension is embedded first followed by authenticating image pixel onto three LSBs of each coefficient. First sixteen embedding positions are reserved
for width and next sixteen are reserved for height.

Step 4: Apply inverse haar Transform to back the mask into spatial domain.

Step 5: The process is repeated for the whole cover image to generate stego image.

Step 6: Stego image pixel is processes through GA. Eight random chromosomes are generated as initial population.

Step 7: The hidden information’s are fabricated on last three LSB positions. Roulett Wheel selection is applied on it using a hash function to select two fittest
chromosomes among eight initial populations. f(n) = 1/(mod(s(x,y) — c(x,y))+1)

f(n) is the fitness function, s(x,y) is intensity value of stego image pixel for the coordinate (x, y). c(x, y) is intensity value of Host image/ source image for the same
coordinate (x, y). Best fittest value is one.

Step 8: Uniform crossover process is followed where first bit is from first parent and second bit is from second parent which will be started from fourth bit.

Step 9: Mutation is applied on the crossovered chromosome by flipping a bit from one to zero or from zero to one which will be started from fourth bit.

Step 10: Elitism forwards the best chromosome in the next iteration by eliminating the weak chromosome. In elitism the average between the consecutive two
pixels of the mutated image should be same as the average between the consecutive two pixels in the source image for the odd positions of the image and
difference between the average and the odd position coefficient should be same as the previous one to ensure proper decoding.

Step 11: Step 7 to Step 10 is repeated for the whole stego image to generate optimized stego image.

7.2 ALGORITHM FOR EXTRACTION

The optimized stego image is received in spatial domain. The optimized stego image is taken as the input and the hidden message/ image size, content is extracted
from it.

Input: optimized stego image of size pxq.

Output: Source image of size pxq, authenticating image of size mxn.

Method: Extract bits of authenticating image from embedded image

Step 1: Apply Discrete Haar wavelet transform onto the stego image mask to regenerate four frequency components

Step 2: Extract the authenticating image bits from three LSBs of each coefficient. Replace authenticating message/ image bit position in the block by '1'. For each
eight extracted bits construct one image pixel of authenticating image. First sixteen bit extraction form the width of the authenticating image and next sixteen bit
extraction form the height of the authenticating image.

Step 3: Repeat step 1 and 2 to regenerate authenticating image as per size of the authenticating image.

Step 4: Stop
7.3 EXAMPLE
FIGURE 2
226 137 1657 1613 220124
91209 1551 1151 96 204
2.i Source image mask 2.ii Transformed mask 2.iii Embedded mask 2.iv Embedded mask in spatial domain
230 140 230 140 246 156 220124
2.v New Generated chromosome | 2.vi Cross overed offspring | 2.vii Mutated offspring | 2.viii Resultant mask

Figure 2.i shows a 2 x 2 block of the source image. Haar wavelet transformation has been applied on it to generate four frequency components. Figure 2.ii Shows
the transformed coefficients of the source image. Figure 2.iii shows the embedded image block. Three bits of the authenticating image is embedded onto each
transformed coefficients of the source image, in three LSB positions. Figure 2.iv shows the embedded image block in spatial domain after applying reverse Haar
Wavelet transformation. Embedded image is processed through Genetic Algorithm to generate optimized stego image. Each byte is processed through New Gen-
eration. Eight random chromosomes are generated for initial population as 3 LSB positions have been taken for embedding. Roulette Wheel selection has been
applied to generate new generated image. Figure 2.v shows the new Generated chromosome. Two consecutive pixels are taken for Crossover. Uniform Crossover
has been applied on two consecutive pixels after fourth bit position. Figure 2.vi shows the crossover offspring. Figure 2.vii shows the mutated offspring. Figure
2.viii shows the result of elitism.

8. RESULTS AND DISCUSSION

The proposed technique AGAIAFDHWT has been applied to some benchmark images taken from the USC-SIPI Image Database: Version 5, Original release: October
1997, Signal and Image Processing Institute, University of Southern California, Department of Electrical Engineering [16]. The machine specification is Intel Core 2
Duo CPU, 3.00 GB RAM and 2.00 GHz speed for experiment. The experiment had been performed in Linux platform with GCC compiler. Source images are of
dimension 512 x 512, authenticating image is of size 256 x 256 and resultant image is of dimension 512 x 512. This section discusses the results of visual interpre-
tation and performance of the algorithm based on some statistical parameters such as PSNR, MSE, IF and SSIM. Figure 3.i to 3.v shows the source images Lenna,
Baboon, Pepper, Tahoe, Toucan. Figure 3.vi shows the authenticating image jet. Embedded images are shown from Figure 3.vii to 3.xi on embedding jet image
using AGAIAFDHWT. It is clear from Figure 3 that there are no such changes visible in the embedded image. Table 1 show the PSNR, MSE, IF and SSIM [17] value
for each of the embedded image against the source image. From Table 1, the maximum value of the PSNR shown is 39.954643 and that of minimum value of the
PSNR is 36.987556. PSNR means peak signal to noise ratio and high value of PSNR in Table 1 indicates that the optimized stego image have better quality. MSE
means mean square error. Low value of MSE indicates low error. IF is image fidelity and is used to compare between two images. IF is closer to 1 means two images
are almost same. SSIM refers to structural similarity index measurement is obtained by comparing the pixel intensities. It is another metric for comparing the
image degradation due to information hiding. If two images are same it will be 1. The formula for PSNR, MSE, IF and SSIM is given in equation (2), (3), (4) and (5)
respectively, where the formula for px and py is given in equation (6) and ox? and oy? are given in equation (7) and (8). The formula for g, is given in equation (9)
and the constants C1, C2, K1, and K2 are given in equation (10). Table 2 compare with existing [2] and [5]. It has been shown that the proposed technique obtains
better result compared to the existing [2] and [5]. The following formula is used to calculate PSNR, MSE and IF (image fidelity) and SSIM.

PSNR = 10 log(max( I, ") /MSE)
1
(I, mn-1I,mn)?

()

MSE =
ISE=un*

3)
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IF=1— Z[flm - fzrm}!fz Iy,
m.mn

m.n
: (4)
SSIM = 2(uxty + C1) (20 +Co)/((ux * px+ pty * pty + C1) * (0x * ox + 0y * 0y + C2) (5)
NN
Ux=1/N Si=1 X, pty = 1/N Siz1 Vi (6)
N
Ox * 0x = 1/N-1 Siez (Xi-ix)? (7)
N
0y * 0y = 1/N-1 Si=1 (Yi-iy)? (8)
N
Oxy = 1/N-1 Siz1 (Xi-p) (Yi-pty) 9)

The value of Ci, C; and Cs with K1 and K are from [17] given in equation (10)
C1=(Ky L)> C2 = (K2 L)% K1=0.01, K2 =0.03 (10)

FIGURE 3: VISUAL INTERPRETATION OF VARIOUS SOURCE AND OPTIMIZED STEGO IMAGES ALONG WITH AUTHENTICATING IMAGE

——

vi. Authenticating im-
age jet

i. Source image lenna | ii. Source image ba- | " Source image | jy. Source image ta- | v. Source image tou-
boon pepper hoe

ix. Obtimized stego | x.Optimized stegota- | xi. Optimized stego

vii. Optimized stego | viii. Optimized stego
pepper hoe toucan

lenna baboon

TABLE 1: PSNR, MSE, IF & SSIM VALUES OF VARIOUS OPTIMIZED STEGO IMAGES
Cover image | PSNR MSE IF SSIM

JET 39.954643 | 6.570766 | 0.999812 0.999996

BABOON 38.825237|8.522297 | 0.999555 0.999999
TOUCAN 36.987556 | 13.011417 | 0.998222 0.999999

TAHOE 38.796883 | 8.578120 | 0.998945 0.999998
BOAT 38.875088 | 8.425030 | 0.999576 0.999998
HOUSE 39.052338 | 8.088099 | 0.999702 0.999999

LENA 38.588503 | 8.976978 | 0.999549 0.999768
SAFARI10 39.063881 | 8.066632 | 0.999106 0.993818

PEPPER 38,138615|9.982032 | 0.999399 0.999561

PEACEFUL | 38.472198 | 9.244015 | 0.999022 0.995216

TABLE 2: COMPARISON OF PSNR VALUES OBTAINED FOR VARIOUS IMAGES USING AGAIAFDHWT AND EXISTING[2] AND [5]

Host Image | PSNR values of AGAIAFDHWT | Capacity of AGAIAFDHWT | PSNR values of existing[5] = Capacity of existing[5] | PSNR of existing[2]
Jet 39.954643 54000 28.49 39445 -
Lenna 38.588503 54000 29.68 39706 37.2
Boat 38.875088 54000 28.74 38948 -
9. FINDINGS

It has been observed that the proposed technique obtains consistent PSNR value compared to the capacity. IF value ensures that the source image and the stego
images are identical.

10. RECOMMENDATION

The proposed technique can be finding applications in the following areas:

1) IMAGE AUTHENTICATION

This technique (AGAIAFDHWT) can be used for Image authentication. The image/ document that needs to be authenticated is considered as source image. Another
small image/message can be taken as authenticating image. Authenticating image is embedded using this approach and send across the network by keeping the
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visibility of the source image intact. At the receiver end it is extracted by the receiver using extraction algorithm. If the extracted image and the original authenti-
cating images are same, then the image is authentic.

1) TELEMEDICINE

Telemedicine refers to the way of remote medical services via real time both way communication between patient and the doctor using audio or visual electronic
means. If the image is communicated over the transmission media, then it should be authenticated. The process of authentication is stated in previous example.
So AGAIAFDHWT can be used in image authentication.

1) DOCUMENT AUTHENTICATION

AGAIAFDHWT can be used in document authentication. Consider a legal image. It consists of an image part and a text part. If someone tampers the document it
can be recognized through AGAIAFDHWT. From the text part, a digest can be generated using any message digest algorithm and it can be embedded in the image
part of the legal document. When it needs to be authenticated the digest is extracted from the image part of the legal document and another digest is generated
from the text part of the legal document. If both are same then the legal document is authenticated.

V) BANK TRANSACTION

Bank can use secure e-payment method through steganography. Now a days there is huge demand of online shopping. This required online transaction. So there
is an important task to protect the customers information. AGAIAFDHWT technique can be used in this purpose.

V) SMART CITY APPLICATION
AGAIAFDHWT can be used to hide the health record electronically for smart city application.
Vi) SECURE MESSAGE TRANSMISSION

AGAIAFDHWT can be used for secure message transmission. The message that is to be transmitted in secure way should be hidden in the source image and can
be transmitted over network. At the receiver end it is extracted from the transmitted image in reverse way.

11. CONCLUSION
The technique AGAIAFDHWT is a frequency domain based color image authentication technique uses Discrete Haar Wavelet Transformation. This technique hides
large message with a little distortion by using Discrete Haar Wavelet Transformation and Genetic Algorithm is used to maintain the quality of the optimized stego
image. This technique has been compared with some existing Wavelet Transformation-based approaches and the result shows that the technique works better
than those approaches.

12. LIMITATION

The proposed technique is a frequency domain approach. The hiding capacity can be increased.

13. SCOPE FOR FUTURE RESEARCH
The proposed technique uses Haar Wavelet Transform. It can be applicable for other transformation also and hence future scope of the research.
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