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AN IMPROVED APPROACH OF RISK ANALYSIS FOR IT & ITES ORGANIZATIONS 
 

CHELLAM SHENBAGAM 

IT BUSINESS ANALYST AND PROJECT CONSULTANT 

SM ENTERPRISES 

MADURAI 

 

ABSTRACT 
As most of the service delivery organizations use information technology (IT) systems

 
to process their information for better support of their core business 

objectives, risk management plays a critical role in protecting an organization’s information assets.  Various models are being carried out to handle the risks by IT 

companies. The Risk Management model discussed in this study is a true recognition of the improvised risk management practices leading towards better safer 

and less hazardous working places in the Industries.  Risk management, the process designed to identify critical business functions and workflow, determine the 

qualitative and quantitative impacts of a disruption, and to prioritize and establish recovery time objectives. Among the important processes of risk management, 

the risk analysis (determination) process is considered as critical and necessary as the process focus on determination of risks identified within IT systems of 

organization so that to dimension the need of control plans, risk mitigation process to bring down the risks to acceptable limits of management. This study is to 

discuss the various challenges faced by ITeS (Information Technology enabled Systems) companies, risks associated with them and the analytic techniques 

practiced in industries now for risk determination to manage interruption risks. This study concludes with an improved approach for risk analysis arrived based on 

the inputs of studies undertaken on the risk management practices followed by both IT and ITeS organizations.  The improved approach is widely accepted for its 

effective and efficient way of handling risks pertaining to IT systems. The ultimate goal is to help organizations to better manage IT-related mission risks. 

 

JEL CODE 
M49 

 

KEYWORDS 

IT, ITeS, FMEA, Risk, Risk Analysis, Risk Management.      

 

INTRODUCTION 
he principal goal of an organization’s risk management process should be to protect the organization and its ability to perform their pre-established 

objective, not just its IT assets.  Nowadays, Risk Management is also used as a tool identifying business opportunities to design and modify the IT 

products and solutions.  The elementary Risk Audits for System Breakdown failures, Fire Safety, Electrical safety, Comprehensive Safety, Business 

Interruption Risk Analysis, Flood Risk Management etc has been practiced for the improvements of the Risk level in the organizations. The preventive 

maintenance, scheduled maintenance in Industries and extensive use of techniques like FMEA and Logistic Risk Management with the use of sophisticated 

instruments like data logger has improved the trends of Risk Management to the truly international standard.  A successful risk management program will rely 

on (1) senior management’s commitment; (2) the full support and participation of the IT team;  (3) the competence of the risk analysis team which must have 

the expertise to apply the risk determination methodology to a specific site and system, identify mission risks, and provide cost-effective safeguards that meet 

the needs of the organization; (4) the awareness and cooperation of members of the user community, who must follow procedures and comply with the 

implemented controls to safeguard the mission of their organization; and (5) an ongoing evaluation and determination of the IT-related mission risks.  Based on 

a comprehensive review of literature and theoretical background of the risk, the suitable risk analysis tool is studied and found as an improved approach than 

the prevailing practice in IT industries. 

 

LITERATURE REVIEW 
a) QUOTE 

"Even the basic building design is not very conducive to set up a unit. The structures are not convenient for housing facilities like air conditioning vents, 

service shafts and other things" - Nakul Subramanyan, FirstSource’s infrastructure and administration vice-president, IT conference, SEZ-India 2008.   

b) UNDERSTANDING RISK, THREAT & VULNERABILITY 

A study by Anadi Kishore Sethi – “The Indian Trends in Risk Management Practices” 

o Risk is the net negative impact of the exercise of vulnerability, considering both the probability and the impact of occurrence.   Risk is a function of 

the likelihood of a given threat-source’s exercising a particular potential vulnerability, and the resulting impact of that adverse event on the 

organization. 

o Threat is the potential for a particular threat-source to successfully exercise a particular vulnerability.  

o Vulnerability is a weakness that can be accidentally triggered or intentionally exploited.  A flaw or weakness in system security procedures, design, 

implementation, or internal controls that could be exercised and result in a security breach or a violation of the system’s security policy. 

c) INSTANCES FOR RISK, THREAT & VULNERABILITY 

TABLE 1: VULNERABILITY/THREAT PAIRS 

Vulnerability Threat Threat Actions 

Flaws in the security design of the system;  new patches 

have not been applied to the system  

Unauthorized users (e.g., hackers, 

disgruntled or terminated employees, 

computer criminals, terrorists)  

Obtaining unauthorized access to 

sensitive system files based on known 

system vulnerabilities  

Data center uses water sprinklers to suppress fire; No 

tarpaulins to protect hardware and equipment from water 

damage in case of failed sprinklers 

Fire, negligent persons  Water sprinklers being turned on in the 

data center  

d) RISK MANAGEMENT 

It is the process of identifying risk, assessing risk, and taking steps to reduce risk to an acceptable level.  The objective of performing risk management is to 

enable the organization to accomplish its mission(s) by 

1) better securing the IT systems that store, process, or transmit organizational information;  

2) enabling management to make well-informed risk management decisions to justify the expenditures that are part of an IT budget; and  

3) assisting management in authorizing (or accrediting) the IT systems
 
on the basis of the supporting documentation resulting from the performance of risk 

management. 

Risk management encompasses the processes: risk identification, risk assessment, risk determination (Analyze), Control Plans, risk mitigation, and evaluation 

& re-assessment. 

 

T 
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i) Risk Identification is the process of identifying any real or potential condition that can cause degradation, injury, illness, death or damage to or loss of 

equipment or property. Experience, common sense, and specific analytical tools help identify risks. 

ii) Risk assessment is to determine the extent of potential threat and the risk associated with an IT system throughout its SDLC. The output of this 

process helps to identify appropriate controls for reducing or eliminating risk during the risk mitigation process.   

iii) Risk Analysis / Determination: The purpose of this step is to analyze and assess the level of risk to the IT system. The determination of risk for a 

particular threat/vulnerability pair can be expressed as a function of 

• likelihood of a given threat-source’s attempting to exercise a given vulnerability  

• magnitude of impact should successfully exercise the vulnerability  

• Adequacy of planned or existing security controls for reducing or eliminating risk.  

iv) Control Plans: Decision-maker must choose the best control or combination of controls, based on the analysis done.  The following factors should be 

considered in recommending controls and alternative solutions to minimize or eliminate identified risks:  

• Effectiveness of recommended options (e.g., system compatibility)  

• Legislation and regulation   *   Organizational policy  

• Operational impact    *   Safety and reliability.  

The control recommendations are the results of the risk analysis process and provide input to the risk mitigation process, during which the recommended 

procedural and technical security controls are evaluated, prioritized, and implemented.   

v) Risk mitigation In prior to Risk mitigation process, the risk analysis report shall need to be generated which helps senior management, the mission 

owners, make decisions on policy, procedural, budget, and system operational and management changes.  It involves prioritizing, evaluating, and 

implementing the appropriate risk-reducing controls recommended from the risk analysis process.  Because the elimination of all risk is usually 

impractical or close to impossible, it is the responsibility of senior management and functional and business managers to use the least-cost approach 

and implement the most appropriate controls to decrease mission risk to an acceptable level, with minimal adverse impact on the organization’s 

resources and mission.  Organizations can analyze the extent of the risk reduction generated by the new or enhanced controls in terms of the 

reduced threat likelihood or impact. . 

vi) Supervise and Review: Once controls are in place, the process must be periodically reevaluated to ensure their effectiveness. Workers and managers 

at every level must fulfill their respective roles to assure that the controls are maintained over time. The risk management process continues 

throughout the life cycle of the system, mission or activity.  

e) RISK DETERMINATION TECHNIQUES:  

The risk determination is generally achieved by a deterministic and/or a stochastic method. There are techniques that combine the technology and expertise in 

identifying foreseeable failure modes of service or resource or process for its elimination.  These are intended to recognize and evaluate the potential failure and 

its effects identify actions that could reduce or eliminate the potential failure chances. 

 

STATEMENT OF THE PROBLEM 
IT or ITeS organizations often face issues leading to their business interruption mainly due to infrastructure failures or lapses in logistics support.  It includes 

support from own employees or external technical support like service provider, vendors.   The key challenges can be classified as below: 

 

Physical infra requisites Logistics support Technical support 

∆ IT Hardware & Software 

∆ AC & Power 

∆ Physical security access 

∆ Space & Hygiene maintenance 

∆ Hardware support 

∆ Telecommunication Infrastructure 

The above similar challenges provide enough support for the growing ITES industry to pursue their aggressive business development strategy includes Risk 

Management.  Some of the ITeS organizations that are the offshoot of Indian IT giants like Infosys, TCS, Wipro, and CTS are already aware of the sophisticated 

estimation techniques that their parent company has been using to manage their projects. But the other new organizations are yet to understand the 

significance of risk management process and gain competencies in this area.  

 

NEED AND SIGNIFICANCE OF THE STUDY 
It is nowadays essential that there are techniques exist which combines the technology and expertise in identifying foreseeable failure modes of service or 

resource or process for its elimination and also to protect the organization and its ability to perform their pre-established objective, not just its IT assets.  These 

are intended to a) recognize and evaluate the potential failure and its effects, b) identify actions that could reduce or eliminate the potential failure chances.   

In this study, we discuss the improved approach Risk-Level Matrix for risk analysis and existing widely used technique FMEA in detail to understand the 

significance of them in risk management. 

 

SCOPE & LIMITATIONS OF THE STUDY 
The study is limited to the scope only towards risk management approaches for IT and ITeS organizations as the study considered features of IT products and 

services alone.  At the same time, there were limitations that need to be acknowledged and addressed regarding the present study.  The important limitation 

that has to do with the extent to which the findings can not be generalized beyond the cases studied.   

 

OBJECTIVES OF THE STUDY 
a) To explore the risk management concepts and risks associated with IT or ITeS organizations 

b) To expedite the existing risk analysis methodologies and assess limitations of the tools used in industry 

c) To find out suitable risk analysis model based on the findings and suitability 

 

DATA COLLECTION & DISCUSSION 
Based on the industry experience, study done through relevant articles and information collected from ITeS organizations, risks associated with ITeS 

Organizations and analysis techniques used by them to assess and manage risks are captured.  The risks faced by IT or ITeS organizations can be classified as 

detailed below: 

a) RISKS ASSOCIATED WITH ITES ORGANIZATIONS 

7.a.1) BUSINESS RISKS 

i) Governance – without oversight, business leaders will be able to create shadow IT components or entire organizations and within IT there are fewer 

barriers to creating unapproved environments. It is important to understand the provider’s business model to ensure they have a reasonable burn 

rate operating at a profit and not dependent on investment  

ii) Regulatory – ensuring compliance with the myriad of rules including SOX (Sarbanes-Oxley Act), DPA (Data Protection Act), OHSAS (Organization 

Health Safety And Security), ISMS (Information Security Management Systems) and others while taking advantage of the economic model  

iii) Vendor alignment – many vendors are researching and developing cloud products so companies may be caught unaware if a key vendor changes 

their business model from installed or dedicated hosting to a cloud SaaS (Software As A Service) only model. 
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7.a.2) TECHNOLOGY RISKS 

i) Staff –Difficult to keep IT expertise as many options get open for them in the industry and want to profit from the price paid by early adopters 

ii) Infrastructure –Network / IT Infrastructure is the most important component of any model which is highly prone for risk factors 

iii) Data – Location of data within the network cloud may change so location restrictions must be incorporated to avoid global issues of privacy, 

ownership, security and discovery. When the data moves, provider must ensure old copies are securely destroyed.  

iv) Security – securing data at rest and in transit is fundamental when using external network resources such as the internet.  Once the data is secure, 

limiting access via identity management is critical but may require integration creating a point of vulnerability.  

b) MAJOR SECURITY FLAWS OBSERVED IN COMMON & IMPACT ON IT/ITES INDUSTRIES 

 

TABLE 2: THREATS & IMPACT 

Threat-Source Motivation Threat Actions / Impact 

External hackers Challenge Ego Rebellion  Hacking 

Social engineering  

System intrusion, break-ins 

Unauthorized system access 

Internal hackers (poorly trained, 

disgruntled, malicious, negligent, 

dishonest, or terminated employees)  

Curiosity Ego Intelligence Monetary gain 

Revenge Unintentional errors and omissions 

(e.g., data entry error, programming error)  

Assault on an 

employee 

Blackmail, Interception 

Browsing proprietary 

data  

Computer abuse, 

Fraud and  

information bribery, 

theft 

Input of falsified, corrupted data  

Malicious code (e.g., virus, logic 

bomb, Trojan horse) 

Sale of personal information  

System bugs, sabotage 

Computer criminal  Destruction of information Illegal information 

disclosure  

Unauthorized data alteration  

Computer crime (e.g., 

cyber stalking) 

Spoofing 

Fraudulent act (e.g., replay, 

impersonation, interception)  

 

Cyber Terrorism Blackmail Destruction Exploitation Revenge  Terrorism. Information 

warfare 

System attack (e.g., DDoS), 

penetration, tampering 

Industrial espionage (companies, 

foreign governments, other government 

interests)  

Competitive advantage Economic espionage  Economic exploitation 

Intrusion on personal 

privacy, Social 

engineering 

Unauthorized access to classified, 

proprietary, and/or technology-

related information 

 

c) RISK ANALYSIS TOOL  WIDELY USED IN INDUSTRIES 

Risk Analysis Technique is to identify, estimate, prioritize and evaluate risk of possible failures at each stage of a process. 

FMEA is one of the popular tools for risk analysis widely used in many organizations.  It is a proactive process used to look more carefully and systematically at 

vulnerable areas or processes. FMEA begins with identifying each element, assembly, or part of the process and listing the potential failure modes, potential 

causes, and effects of each failure.  A risk priority number (RPN) is calculated for each failure mode and it is used as an index for measuring the rank importance 

of the items identified.  FMEA can be employed before purchase and implementation of new services, processes or products to identify potential failure modes 

so that steps can be taken to avoid errors before they occur. In FMEA, failures are prioritized according to how serious their consequences are, how frequently 

they occur and how easily they can be detected. An FMEA also documents current knowledge and actions about the risks of failures for use in continuous 

improvement. It is used for process control, before and during ongoing operation of the process.  The outcomes of an FMEA development are actions to prevent 

or reduce the severity or likelihood of failures, starting with the highest-priority ones. It may be used to evaluate risk management priorities for mitigating 

known threat vulnerabilities. FMEA helps select remedial actions that reduce cumulative impacts of life-cycle consequences (risks) from a systems failure (fault).  

 

TABLE 3: FMEA – SAMPLE TEMPLATE 

IT PROCESS: Problem/Incident/Service/Change Management Control plan Ratings after implementation of 

control plan 

I

d 

Activit

y 

Failure 

Mode 

Failure 

Effect 

Sever

ity 

Cause Occurre

nce 

Detect

ion 

RP

N 

Descript

ion 

Targ

et 

Responsi

bility 

Sever

ity 

Occurre

nce 

Detect

ion 

RP

N 

1 Analy

ze the 

root 

cause 

of the 

probl

em 

Improper 

analysis 

Wrong 

output 

Delayed 

closure; 

Non 

closure 

9 Over 

look / 

Neglige

nce 

5 1 45 1. To 

include 

RCA 

tools as 

a 

practice  

2. Train 

all IT 

enginee

rs & 

familiari

ze on 

these 

 

9 -

Feb 

 

IT 

Manager  

 

5 

 

1 

 

5 

 

25 

Lack of 

training 

5 5 22

5 

After ranking the severity, occurrence and detectability the Risk priority number (RPN) can be calculated as RPN = S × O × D that will range between 1 and 1000. 

The higher the number, the greater the risk your process has at that point. High RPN items are flagged and mitigation actions initiated. Then that step can be re-

evaluated allowing you to quasi-quantify the amount of risk removed from your process.  In the above FMEA template, we considered 225 as threshold value for 

applying control plans and re-assess the RPN. 
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TABLE 4: CATEGORIZATION OF CRITICAL PARAMETERS: OCCURRENCE / SEVERITY / DETECTION 

Rating Occurrence - `O’ 

(Cause of a failure mode and the number of 

times it occurs) 

Severity - `S’ 

(all failure modes based on the functional requirements 

and their effects) 

Detection - `D’ 

(Current controls that prevent failure modes 

from occurring) 

1 No known occurrences on similar products or 

processes 

No effect Certain - fault will be caught on test 

2 Low (relatively few failures) Very minor (only noticed by discriminating customers) Almost Certain 

3 Moderate (occasional failures) Minor (affects very little of the system, noticed by 

average customer) 

4/5/6 High (repeated failures) Moderate (most customers are annoyed) Low 

7/8 Very high (failure is almost inevitable) High (causes a loss of primary function; customers are 

dissatisfied) 

Moderate 

9/10 Very high and hazardous  High; Fault will be passed to customer 

undetected 

FMEA is used extensively towards 

a) Development of system requirements that minimize the likelihood of failures. 

b) Methods to design and test systems to ensure that the failures have been eliminated. 

c) Evaluation of customer requirements to ensure that those do not rise to potential failures. 

d) Identification of certain design characteristics that contribute to failures, and minimize or eliminate those effects. 

e) Tracking and managing potential risks in the design avoid recurrence of the failures. 

f) Ensuring that any failure occured won’t injure the customer or seriously impact system. 

Limitations of FMEA: (Source: http://www.qualityportal.com) 

a) The initial output of an FMEA is the prioritizing of failure modes based on their risk priority numbers.  This alone does not eliminate the failure mode. 

Additional action that might be outside the FMEA is needed.  

b) FMEA may only identify major failure modes in a system. Identifying failure modes is a team brainstorming activity.  If the team forgets to list it, an 

important failure mode could be left alone, waiting to occur.  

c) FMEA is a prioritization tool. It doesn’t eliminate failure modes or effects by itself.  

d) It takes time to get into the details.   

e) High repeatability and reproducibility. 

f) Might miss a failure mode or an effect outside the experiences of the company.  

g) Customers, especially end-users and suppliers, often have a better view on failure modes than internal personnel.  

h) Many FMEAs focus only on the customer requirements (specifications).  Sometimes internal productivity losses, equipment damage, scrap, and rework 

have very severe effects on the company.  

i) Templates are great but every product being made in a process is not exactly the same.   

j) A control might apply to one effect of a failure mode but not another.   

k) FMEA will not be a living document if it is not tied to the control plan.  As new potential failure modes are identified, they should be added to the FMEA 

and control plans developed for them.   

 

SUMMARY OF FINDINGS / SUITABILITY OF ANALYSIS TOOL 
The existing methods are mostly based on the failure events experienced or assumed by the people involved in process execution.  Even though the methods 

satisfy the customers to certain extent, they do not completely ensure the avoidance of failure events or extends required guidance to customers to reduce the 

risk factors.  Hence the approach on the assets, resources involved in the system could be analyzed for a better method in risk analysis. 

i) Selection of right tool for risk analysis should be based on below needs: 

 

TABLE 5: NEEDS OF RISK ANALYSIS TOOL 

(a) Factors/Assets affect the organization's ability to 

accomplish its mission or its objectives  

(b) Recent changes have been made to these processes to 

improve their robustness in preventing the risk having a 

detrimental effect on the business  

(c) Provisions made to contain, reduce or control risk  

(d) Processes where these controls installed  

(e) Measurement of effectiveness of these provisions  

(f) Critical services or products are to be identified and they must be prioritized based 

on minimum acceptable delivery levels and the maximum period of time the service 

can be down before severe damage to the organization results 

ii) Selected tool should provision to mitigate risk / provision to safeguard organization from: 

 

TABLE 6: PROVISIONS TO BE MADE AVAILABLE IN ANALYSIS TOOL 

(a) Attack by competitors, disgruntled employees, computer viruses 

(b) Loosing customers, suppliers, employees, reputation 

(c) Decline in orders, revenue, profit, market share 

(d) Dissatisfying customers, shareholders, employees 

(e) Prosecution by regulators, customers, employees 

(f) Delayed delivery 

(g) Delayed receipt of product or payment  

(h) Hazards injurious to health of personnel and/or the environment 

(i) Accidents to personnel and equipment 

(j) Breakdown of equipment, plant, machinery, relationships 

(k) Business disruption by computer failure, loss of information, strikes, weather. 

 

SOLUTION SUGGESTED / AN IMPROVED APPROACH 
Through this study, we propose Risk-Level Matrix which can highly suit the present business environment in both IT & ITeS organizations well and the same is 

proved from various implementations.  The detailed procedure of the approach is as below: 

Step (i) IDENTIFICATION OF CRITICAL SERVICES: The ranking of critical services is measured through information gathered by observing the impact of a 

disruption to service delivery, loss of revenue, additional expenses and intangible losses. Key functions of ITES organizations can be categorized into 3 groups 

viz., 
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TABLE 7: KEY BUSINESS PROCESSES/FUNCTIONS/DEPENDENCIES 

IT Processes (Expertise) IT Infrastructure (Equipment) IT Services 

Network Admin 

IT security support 

IT development 

IT solution architect 

System Admin 

Backend support 

Field support 

Gateway Routers 

LAN switches 

Network Servers 

Firewalls &  IDS 

Business Portals 

Business Laptops 

Network Monitors 

Access controllers 

Intranet connectivity 

Client network connectivity 

Internet connectivity 

Email services 

IT Hardware support 

IT Applications support 

Alert Monitoring 

Step (ii) DETERMINATION OF RATINGS FOR RISK ANALYSIS TEMPLATE 

Overall risk is derived by multiplying the ratings assigned for threat likelihood (e.g., probability) and threat impact with the asset rank and the Asset rank is 

based on Asset value which is calculated as C
2
 x I

2 
x A

2 
(C-Confidence, I-Integrity & A-Availability).  

 

                                                            TABLE 8: OVERALL RISK                         TABLE 9: ASSET VALUE/RANK 

Overall Risk (Asset Rank x Probability x Impact)  Categorization – Asset Value/Rank 

Rank Category Range of values  Rank Asset Value (C*C+I*I+A*A) Range of values 

From To  From To 

1 Low 0 2  1 Low 1 6 

2 Moderate 3 8  2 Moderate 7 17 

3 High 9 36  3 High 18 34 

4 Severe 37 64  4 Very High 35 48 

The impact and probability is for each threat and will generally differ based on the past history and/or the expectation of the particular threat to occur in future. 

The thresholds for the above were defined by dividing the highest Overall risk by four and bucketing the same evenly. Such definitions are purely decided by 

Tactical team of organization and approved by top management 

 

TABLE 10: CATEGORIZATION – CIA (CONFIDENCE / INTEGRITY / AVAILABILITY) 

Rating C – Confidence I - Integrity A - Availability 

1 LOW - No impact if compromised LOW - No impact if compromised >  5 days 

2 Medium  - Some impact if compromised Medium 1-5 Days 

3 High Significant impact High Significant impact 1 day 

4 Very High / Severe / highest Impact Very High / Severe / highest Impact 0 

As mentioned earlier the rating for impact and probability are measured against each threat and vulnerability determined on the assets involved in meeting up 

business objectives. 

Step (iii) PREPARATION OF RISK ANALYSIS TEMPLATE: 

Populate the identified critical components including Expertise Resources, Equipments and Services as ASSET in below template along with their attributes like 

Confidence [C], Integrity [I], Availability [A].  The template helps identifying their rank and overall risk value and then the residual risk, obtained after applying 

the effectiveness of existing control plans.  It also tracks for the proposed control plans to either nullify the risk or reduce them to the acceptable limits by top 

management. 

TABLE 11: RISK ANALYSIS REPORT 

Assets C I A Asset  Threats Impact* Probability 

ranking* 

Overall Risk 

Value* Values Value Class Rank 

Id Name Group Confidence  Integrity  Availability  C
2
 x I

2 

x A
2
 

Very High / 

High / 

Moderate / 

Low 

1 to 

4 

Identified 

Threats 

Impact 

against 

Threat 

Occurrence 

of Threat 

Asset Rank x 

Impact x 

Probability 

 

Overall Risk Class Overall 

Risk rank 

Existing Control 

Rating # 

Existing Residual Risk Proposed Control 

Rating 

Proposed Residual Risk Management 

decision on risk 

Severe / High / 

Moderate / Low 

0 to 4 Average of all 

controls Existing  (0 

to 4) 

Overall Risk -Existing 

Control Rating (0 to 

4) 

Average of all 

Proposed controls 

Existing Residual Risk-

Proposed Control 

Rating 

Accept / Reduce / 

Transfer / Avoid 

*Overall Risk Value is measured as per Table 6.2 and values for Impact and Probability is from Table 6.6:   

To measure proposed residual risk value, existing residual risk needs to be assessed based on the existing controls against the risk factors (Average of all 

controls Existing).  Assets with Existing Residual value of High and Very High would be mitigated to reduce the risk value to Proposed Residual Risk value less 

than High.  The process is referred as Risk Mitigation.   

 

TABLE 12: CATEGORIZATION – IMPACT / PROBABILITY / EXISTING-CONTROL 

Control Rating Impact Probability Existing Control 

0 no impact Unlikely to occur no effective control 

1 low Possible to occur- 2-3 times in every 5 years basic control -less effective 

2 moderate Possible to occur - once every year Standard control -covers but not all 

3 high Highly Probable every month comprehensive 

4 Very High /severe Certain every week complete control 

Step (iv) CONCLUSION & ACCEPTANCE FROM MANAGEMENT: Proposed residual risk value shall be discussed with Top management and conclude for either 

acceptance or further reduction of risk value or transfer the risk or avoidance.  As this would impact business relation, concurrence from client organizations is 

sought during business agreements. 

TABLE 13: RESIDUAL RISK CALCULATIONS 

Existing Residual Risk Overall Risk - Existing Control Rating 

Proposed Control Rating Average of all Proposed controls 

Proposed Residual Risk Existing Residual Risk - Proposed Control Rating 

The risk remaining after the implementation of new or enhanced controls is the residual risk. Practically no IT system is risk free, and not all implemented 

controls can eliminate the risk they are intended to address or reduce the risk level to zero or to the acceptable level agreed by senior management.  This 

concludes the best analysis of risk pertaining to IT or ITeS systems and the tool has been tested for acceptability and adoption. 
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ADVANTAGES OF USING RISK-LEVEL MATRIX 
1. The approach is not based on the risk priority numbers and hence the actions required outside this tool are very minimal.   

2. As the tool is meant for all critical services, need to wait for failures to occur.  

3. It takes less time to get into the details.  

4. Rating scales are very specific and easily understandable by both employees and Management.  

5. The processes are broken into easily manageable tasks. 

6. “Identification of critical services” Includes all stakeholders to ensure a better view on failure modes. No dedicated team and time to be spared for using 

this tool and no superficial look is required as the analysis is on the on-going services.  

7. Apart from the customer requirements (specifications), this tool considers internal productivity losses, equipment damage.  

8. Teams often have root causes as failure modes.  A failure mode is the failure to perform the intended function.  

9. Templates are simple and direct.  Controls are as perceived. 

10. A control might apply to one effect of a failure mode but not to another.  For example, final inspection is a control against a defect impacting a customer, 

but it may not be a control against rework or scrap.  

11. It eliminates failure modes or effects by itself.  

12. The control plan tells people how to react when a failure mode occurs. New potential failure modes are identified and they are added to the control plans 

developed for them. 

 

TARGET AUDIENCE  
This study provides a common foundation for experienced and inexperienced, technical, and non-technical personnel who support or use the risk management 

process for their IT systems. These personnel include  

 

a) Senior management, who make decisions about the IT security 

budget.  

b) CIO/CTO, who ensure the implementation of risk management  

c) The Designated Approving Authority, who decides to allow operation 

of IT system  

d) The IT security manager, who implements the security program  

e) Information system security officers (ISSO), who are responsible for 

IT security  

f) IT system owners of system software and/or hardware used to 

support IT functions.  

g) Information owners of data stored, processed, and transmitted  

h) Business or functional managers, who are responsible for the IT 

procurement process  

i) Technical support personnel (Network, System, Application, 

Database administrators; Data security analysts), who manage and 

administer security for IT systems  

j) IT system and application programmers, who develop and 

maintain code that could affect system and data integrity  

k) IT quality assurance personnel, who test and ensure the integrity 

of IT systems and data  

l) Information system auditors, who audit IT systems  

m) IT consultants, who support clients in risk management.  

 

CONCLUSION 
Risk management provides a logical and systematic means of identifying and controlling risk. It is not a complex process, but does require individuals to support 

and implement the basic principles on a continuing basis. Risk management offers individuals and organizations a powerful tool for increasing effectiveness and 

reducing accidents. Since risk analysis is an important process of risk management, the tool meant for risk analysis should be flawless and effective.  Also the 

process should be accessible and usable by everyone in every conceivable setting or scenario. It should ensure that all business managers will have a voice in the 

critical decisions that determine success or failure in all our operations and activities. Properly implemented, the discussed tool will always enhance 

performance.  India has become one of the most attractive destinations for key players across the globe for indirect investment, FDI (Foreign Direct Investment), 

new ventures etc with economy rising at a rate higher than 9%. Export increasing year on year basis with increase in clientele base across the globe for products, 

services and supports. The participation with the global players has not only helped to bring the global technology, standards and practices to India but the 

Indian Standards of practices has improved up to international standard.  The risk management practices in the subcontinent leading towards better safer and 

less hazardous working places in the Indian Industries. 
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