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RELIABLE AND DISPERSED DATA SECURITY MECHANISM FOR CLOUD ENVIRONMENT

C.PRIYANGA
STUDENT
DEPARTMENT OF COMPUTER SCIENCE & ENGINEERING
SRINIVASAN ENGINEERING COLLEGE
PERAMBALUR

A.RAMACHANDRAN
ASST. PROFESSOR
DEPARTMENT OF INFORMATION TECHNOLOGY
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Cloud computing has recently emerged as a promising hosting platform that performs an intelligent usage of a collection of services, applications, information
and infrastructure comprised of pools of computer, network, information and storage resources. On the one hand, remote data storage are subject to not only
Byzantine failures, but also External and Internal attacks, as along the time the adversary may modify or pollute the stored data. To overcome these issues we
propose a novel approach called RDSM (Reliable and Dispersed Data Security Mechanism). The proposed design further supports secure and efficient dynamic
operations on outsourced data, including block modification, deletion, and append. The batch auditing mechanism provides block level integrity checking in the
cloud environment. Extensive security and performance analysis shows that the proposed scheme is highly efficient and resilient against Byzantine failure,
malicious data modification attack, and even server colluding attacks.

KEYWORDS

cloud computing, storage security, ECC algorithm, byzantine faults.

1.INTRODUCTION

loud computing is an significant key idiom in rushing IT businesses. A feature of cloud computing is dispersed architecture based on variable nodes. Cloud

computing lessens the total cost of a service by sharing all computational resources with other services. Platform-as-a-Service (PaaS) is the service model

of cloud computing, and it offers a program executable environment for service providers. PaaS facilitates deployment of programs deprived of the cost
and intricacy of buying and handling the fundamental hardware and software layers. However, some security risks have been tinted for cloud computing
services. It is impossible for users to verify the honesty of all cloud computing environments, and the fear is that operations in cloud computing may be
supported out without trusted environments. The dynamic and liquefied nature of the environments will make it difficult to maintain the consistency of security
and ensure the ability to audit records. Thus, moving critical programs and delicate data to a public and shared cloud computing environment is a major concern
for service providers. From the viewpoint of data security, which has always been a vital aspect of quality of service, Cloud Computing unavoidably poses new
interesting security threats for number of reasons.
Firstly, outdated cryptographic primitives for the purpose of data security protection cannot be directly adopted due to the users’ loss control of data under
Cloud Computing. Therefore, confirmation of correct data storage in the cloud must be conducted without explicit knowledge of the whole data. Since various
kinds of data for each user stored in the cloud and the demand of long term incessant pledge of their data safety, the problem of confirming accuracy of data
storage in the cloud becomes even more challenging. Secondly, Cloud Computing is not just a third party data warehouse. Therefore, distributed protocols for
storage correctness assurance will be of most importance in achieving a robust and secure cloud data storage system in the real world. However, such important
area remains to be fully explored in the literature.
Recently, the significance of ensuring the remote data integrity has been highlighted by the many research works. These techniques, while can be useful to
ensure the storage precision without having users owning data, cannot address all the security threats in cloud data storage, since they are all focusing on single
server scenario and most of them do not consider dynamic data operations. As a complementary approach, researchers have also proposed distributed
protocols for ensuring storage correct-ness across multiple servers or peers. Again, none of these distributed schemes is aware of dynamic data operations. As a
result, their applicability in cloud data storage can be drastically limited.In this paper, we propose a reliable and efficient dispersed storage verification scheme
with obvious dynamic data support to ensure the accuracy and accessibility of users’ data in the cloud. We rely on erasure-correcting code in the file distribution
preparation to provide redundancies and guarantee the data dependability against Byzantine servers, where a storage server may fail in arbitrary ways. This
construction drastically reduces the communication and storage overhead as compared to the traditional replication-based file distribution techniques.
By utilizing the Elliptic Curve Cryptography (ECC) token with distributed verification of erasure-coded data, RDSM achieves the storage correctness insurance as
well as data error localization. In order to strike a good balance between error resilience and data dynamics, we further explore the algebraic property of our
token computation and erasure-coded data, and demonstrate how to efficiently support dynamic operation on data blocks, while maintaining the same level of
storage correctness assurance. In order to save the time, computation resources, and even the related online burden of users, we also provide the extension of
the proposed main scheme to support third-party auditing, where users can safely delegate the integrity checking tasks to third-party auditors (TPA) and be
worry-free to use the cloud storage services. Our work is among the first few ones in this field to consider distributed data storage security in cloud computing.

2. REVIEW OF LITERATURE

Cloud storage enables users to remotely store their data and enjoy the on-demand high quality cloud applications without the burden of local hardware and
software management. Though the benefits are clear, such a service is also relinquishing users’ physical possession of their outsourced data, which inevitably
poses new security risks toward the correctness of the data in cloud. In order to address this new problem and further achieve a secure and dependable cloud
storage service, we propose in this paper a flexible distributed storage integrity auditing mechanism, utilizing the homomorphic token and distributed erasure-
coded data. The design allows users to audit the cloud storage with very lightweight communication and computation cost. The auditing result not only ensures
strong cloud storage correctness guarantee, but also simultaneously achieves fast data error localization, i.e., the identification of misbehaving server.
Considering the cloud data are dynamic in nature, the proposed design further supports secure and efficient dynamic operations on outsourced data, including
block modification, deletion, and append. Analysis shows the proposed scheme is highly efficient and resilient against Byzantine failure, malicious data
modification attack, and even server colluding attacks.

In order to address the new problem in the third party auditing mechanism, user can able to audit the file one at a time. In the mechanism process time will be
increased during the process. RSA algorithm was not suitable for small amount of file integrity process. The very first integrity tree was Merkles hash tree
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(Merkle 1989). Originally it was proposed for public key authentication. Blum et al.(1994)it was applied as an integrity tree for protecting memory content. The
method was referred to as tree authentication.

. It is possible for CSP to discard rarely accessed data without being detected in a timely fashion.

. Its lacking of offering strong assurance of data integrity and availability may impede its wide adoption by both enterprise and individual cloud users.

. The verification of cloud storage correctness must be conducted without explicit knowledge of the whole data files.

. Disadvantage of Merkle trees is that data writes (or data changes) involved several sequential hashes which could not be parallelized for efficiency.

. They may be useful for QoS testing , but does not guarantee the data availability in case of server failures.

3.PROBLEM STATEMENT

Chapter 2 and the above sections in the current chapter have discussed some of the security auditing aspects of public clouds and the risks related to adoption
of public cloud computing, as well as the public opinion stance towards adoption of public cloud computing. Two propositions have been formulated, regarding
control over placement of the VM instance in batch auditing mechanism, with respect to the integrity guarantees of the cloud environment. That will help
reduce the complexity of the addressed question and allow us to focus on the exact issue with a minimum number of complementary aspects.

3.1 SYSTEM MODEL

User: an entity, who has data to be stored in the cloud and relies on the cloud for data storage and computation, can be either enterprise or individual
customers.

Cloud Server (CS): an entity, which is managed by cloud service provider (CSP) to provide data storage service and has significant storage space and computation
resources (we will not differentiate CS and CSP hereafter).

Third-Party Auditor: an optional TPA, who has expertise and capabilities that users may not have, is trusted to assess and expose risk of cloud storage services
on behalf of the users upon request.

In cloud data storage, a user stores his data through a CSP into a set of cloud servers, which are running in a simultaneous, cooperated, and distributed manner.
Data redundancy can be  employed with a technique of erasure-correcting code to further tolerate faults or server crash as user’s data grow in size and
importance. Thereafter, for application purposes, the user interacts with the cloud servers via CSP to access or retrieve his data. In some cases, the user may
need to perform block level operations on his data. The most general forms of these operations we are considering are block update, delete, insert, and append.
Note that in this paper, we put more focus on the support of file oriented cloud applications other than non-file application data, such as social networking data.
In other words, the cloud data we are considering is not expected to be rapidly changing in a relative short period.

3.2 DESIGN GOALS

To guarantee the security and reliability for cloud data storage, we aim to design efficient mechanisms for dynamic data verification and operation and achieve
the following goals:

1.Storage correctness: to ensure users that their data are indeed stored appropriately and kept intact all the time in the cloud.

2.Fast localization of data error: to effectively locate the malfunctioning server when data corruption has been detected.

3.Dynamic data support: to maintain the same level of storage correctness assurance even if users modify, delete, or append their data files in the cloud.
4.Dependability: to enhance data availability against Byzantine failures, malicious data modification and server colluding attacks, i.e., minimizing the effect
brought by data errors or server failures.

5.Lightweight: to enable users to perform storage correctness checks with minimum overhead.

4. OBJECTIVE

In the following chapters we examine a scalable solution for secure integrity checking done by elliptic curve cryptography algorithm in public clouds, to enable
block level file integrity checking. The main objective of this paper should be able to check the integrity in cloud environment using batch auditing mechanism by
the third party auditor.

5.ENSURING CLOUD DATA STORAGE
Since user requirements for cloud services are varied, service providers have to ensure that they can be flexible in their service delivery while keeping the users
isolated from the underlying infrastructure. Recent advances in microprocessor technology and software have led to the increasing ability of commodity
hardware to run applications within Virtual Machines (VMs) efficiently. VMs allow both the isolation of applications from the underlying hardware and other
VMs, and the customization of the platform to suit the needs of the end-user. Providers can expose applications running within VMs, or provide access to VMs
themselves as a service (e.g. Amazon Elastic Compute Cloud) thereby allowing consumers to install their own applications. While convenient, the use of VMs
gives rise to further challenges such as the intelligent allocation of physical resources for managing competing resource demands of the users.
Cloud Computing is a large-scale distributed computing paradigm that is driven by economies of scale, in which a pool of abstracted, virtualized, dynamically-
scalable, managed computing power, storage, platforms, and services are delivered on demand to external customers over the Internet. Cloud is the network
which is constructed through cloud computing model, and cloud service is the service provided in cloud. Now, Cloud Computing has become the hottest
technology in IT, and is also the research focus in academic.

FIGURE1: SYSTEM ARCHITECTURE
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6. IMPLEMENTATION

6.1 FILE DISTRIBUTION PREPARATION

It is well known that erasure-correcting code may be used to tolerate multiple failures in distributed storage systems. In cloud data storage, we rely on this
technique to disperse the data file F redundantly across a set of n= m+k distributed servers. By placing each of the m+k vectors on a different server, the original
data file can carry on the failure of any k of the m+k servers without any data loss, with a space overhead of k/m. For support of proficient sequential I/O to the
original file, our file layout is systematic, i.e., the unmodified m data file vectors together with k parity vectors is distributed across m + k different servers.
Suppose the user wants to challenge the cloud servers t times to ensure the correctness of data storage. Specifically, to generate the ith token for server j, the
user acts as follows:

1. Derive a random challenge value and a permutation key.

2. Compute the set of r randomly-chosen indices.

3. Calculate the token.

After token generation, the user has the choice of either keeping the pre-computed tokens locally or storing them in encrypted form on the cloud servers. In our
case here, the user stores them locally to obviate the need for encryption and lower the bandwidth overhead during dynamic data operation which will be
discussed shortly. 3.2 Dispute Token Precomputation In order to achieve assurance of data storage correctness and data error localization simultaneously, our
scheme entirely relies on the precomputed verification tokens.

The main idea is as follows: before file distribution the user precomputes a certain number of short verification tokens on individual vector, each token covering
a random subset of data blocks. Later, when the user wants to make sure the storage correctness for the data in the cloud, he challenges the cloud servers with
a set of randomly generated block indices. Upon receiving challenge, each cloud server computes a short “signature” over the specified blocks and returns them
to the user. The values of these signatures should match the corresponding tokens precomputed by the user. Meanwhile, as all servers operate over the same
subset of the indices, the requested response values for integrity check must also be a valid codeword determined by the secret matrix P.

6.2 FILE SPLITTING PROCESS

It includes file splitting process, which means storing of data into multiple servers. We propose the system with the data stored in the cloud may not only
accessed but also be frequently updated by the users. Extensive security and performance analysis shows the proposed schemes are provably secure and highly
efficient. The paper proposes services for data security and access control when users outsource sensitive data for sharing on cloud servers. The paper addresses
this challenging open issue by, on one hand, defining and enforcing access policies based on data attributes, and, on the other hand, allowing the data owner to
assign most of the computation tasks involved in fine grained data access control to un-trusted cloud servers without disclosing the underlying data contents. In
Order to address this new problem and further achieve a secure and dependable cloud storage service, we propose in this paper a flexible distributed storage
integrity auditing mechanism, utilizing the homomorphic token and distributed coded data. The splitting process is used to transfer the data to destination by
using block by block method; proposed scheme enables the data owner to delegate tasks of data file re-encryption and user secret key update to cloud servers
without disclosing data contents or user access privilege information. We achieve this goal by exploiting and uniquely combining techniques and algorithms
(Elliptic curve cryptography (ECC)), Correctness Verification and Error Localization, traditional replication-based file distribution, adding random perturbations.
Considering the cloud data are dynamic in nature, the proposed design further supports secure and efficient dynamic operations on outsourced data, including
block modification, deletion, and append. Our proposed scheme also has salient properties of user access privilege confidentiality and user secret key
accountability and achieves fine - graininess, scalability and data confidentiality for data access control in cloud computing. Extensive analysis shows that our
proposed scheme is highly efficient and provably secures under existing security models.

6.3 FILE ENCRYPTION PROCESS

The user can reconstruct the original file by downloading the data vectors from the first m servers, assuming that they return the correct response values. Notice
that our verification scheme is based on random spot-checking, so the storage correctness assurance is a probabilistic one. However, by choosing system
parameters appropriately and conducting enough times of verification, we can guarantee the successful file retrieval with high probability. On the other hand,
whenever the data corruption is detected, the comparison of pre-computed tokens and received response values can guarantee the identification of
misbehaving server(s) (again with high probability), which will be discussed shortly.

Therefore, the user can always ask servers to send back blocks of the r rows specified in the challenge and regenerate the correct blocks by erasure correction,
as long as the number of identified misbehaving servers is less than k. (otherwise, there is no way to recover the corrupted blocks due to lack of redundancy,
even if we know the position of misbehaving servers.) The newly recovered blocks can then be redistributed to the misbehaving servers to maintain the
correctness of storage.

6.4 FILE RECOVERY PROCESS

Most websites and server-based applications run on particular computers or servers. What differentiates the cloud from the way those are set up is that the
cloud utilizes the resources from the computers as a collective virtual computer, where the applications can run independently from particular computer or
server configurations. They are basically floating around in a “cloud of resources” , making the hardware less important to how the applications work.
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With broadband internet, the need to have the software run on your computer or on a company’s site is becoming less and less essential. A lot of the software
that people use nowadays is completely web-based. The cloud takes advantage of that to bring it to the next level. To understand how does cloud computing
work, imagine that the cloud consists of layers mostly the back-end layers and the front-end or user-end layers. The front-end layers are the ones you see and
interact with. When you access your email on Gmail for example, you are using software running on the front-end of a cloud. The same is true when you access
your Facebook account. The back-end consists of the hardware and the software architecture that fuels the interface you see on the front end.

Because the computers are set up to work together, the applications can take advantage of all that computing power as if they were running on one particular
machine. Cloud computing also allows for a lot of flexibility. Depending on the demand, you can increase how much of the cloud resources you use without the
need for assigning specific hardware for the job, or just reduce the amount of resources assigned to you when they are not necessary. The transition from being
very ‘personal hardware dependent’ to a world where resources are shared among the masses is creeping up on us slowly and unobtrusively. Very many people
have already transitioned to using a cloud environment for most of their time in front of the computer without even realizing it. Sure, most of us still use some
version of Microsoft Office or Quickbooks that was installed on our computers, but even those kinds of software are now offering an online version that can be
used instead.

The possibility of being able to access your data and software wherever you need it makes this transition very appealing to most people. Are there problems
with this concept? Of course there are. If for some reason your internet goes down, your access to your data also disappears. There are security concerns with
the data and the risk that companies will use proprietary formats for the files and that require that you pay for a certain service monthly or you may lose access
to your own data permanently. So choose wisely when picking a service to use with your important data and make sure it can be downloaded if needed, but also
enjoy the flexibility those services provide.

6.5 BATCH AUDITING

Data integrity is one of the most critical elements in any system. Data integrity is easily achieved in a standalone system with a single database. Data integrity in
such a system is maintained via database constraints and transactions. Transactions should follow ACID (atomicity, consistency, isolation and durability)
properties to ensure data integrity. Most databases support ACID transactions and can preserve data integrity.

Next in the complexity chain are distributed systems. In a distributed system, there are multiple databases and multiple applications. In order to maintain data
integrity in a distributed system, transactions across multiple data sources need to be handled correctly in a failsafe manner. This can be done using a central
global transaction manager. Each application in the distributed system should be able to participate in the global transaction via a resource manager.

7. CONCLUSION

In this paper, we examine the problem of user content security in cloud data storage, which is basically a dispersed storage system. To achieve the declarations
of cloud data integrity and availability and enforce the quality of reliable cloud storage service for users, we propose an operative and elastic dispersed scheme
with explicit dynamic data support, including block update, delete, and append. In this paper, we presented a possible solution for security issues in cloud
computing environments. The batch auditing scheme provides block level security for user data and protects the whole data against malicious attacks. We
quantitatively analyzed the security of our scheme. Our results show that our scheme achieves computational security against both internal and external attacks.

8. RELATED WORKS

In our vision, integrity of the cloud infrastructure is ensured through the use of Trusted Computing. In addition, we advocate the seamless extension of control
from the enterprise into the cloud through the powerful combination of high-assurance remote server integrity, and cryptographic protocols supporting
computation on cipher text. With our approach, content is protected in a manner consistent with policies, whether in the enterprise or the cloud. Yet, because
the protection mechanisms support computation, it is possible for all cloud participants to mutually benefit from the cloud data in a controlled manner. Hence,
there are business intelligence advantages derived from operating in the cloud that simply don’t exist otherwise. We believe that the ability to get smarter
through use of the cloud is the key differentiator that will sufficiently alleviate privacy fears to ensure widespread adoption.

Since user requirements for cloud services are varied, service providers have to ensure that they can be flexible in their service delivery while keeping the users
isolated from the underlying infrastructure. Recent advances in microprocessor technology and software have led to the increasing ability of commodity
hardware to run applications within Virtual Machines (VMs) efficiently.

VMs allow both the isolation of applications from the underlying hardware and other VMs, and the customization of the platform to suit the needs of the end-
user. Providers can expose applications running within VMs, or provide access to VMs themselves as a service (e.g. Amazon Elastic Compute Cloud) thereby
allowing consumers to install their own applications. While convenient, the use of VMs gives rise to further challenges such as the intelligent allocation of
physical resources for managing competing resource demands of the users.
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