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EFFECT OF SECURE E-PAYMENT SYSTEM ON ONLINE BUYING BEHAVIOR IN INDIA 
 

SONIA BHATT 

RESEARCH SCHOLAR 

DEPARTMENT OF BUSINESS ADMINISTRATION 

DEEN DAYAL UPADHYAYA GORAKHPUR UNIVERSITY 

GORAKHPUR 

 
ABSTRACT 

The rapid growth of E-Commerce in India is because of increasing number of internet users in rural and urban areas, Youth are playing an active role in using the 

internet for shopping and browsing purpose. Mobile internet users are also increasing rapidly which in turn increase the development of M-Commerce in India. 

Every online transaction is processed by a payment gateway. The payment gateways work between the user’s website and the financial institutions that process 

the transaction. Traditional E-payment system like credit cards, debit cards have some limitations like they are charging high cost, low performance and less secure. 

Security and privacy are an important factor which stopping the consumer to shop online. Customers are concern for their personal information of their cards when 

they are processing online transaction. Secure E-payment system can win the trust of online shoppers. E- Payment system increases the level of trust in online 

shoppers in India. The main motive of the e-payment system is to perform transaction faster than traditional payment methods. The main growth factor for payment 

gateway is Security. If Payment gateway will provide high security to merchants and online consumers, a sale of merchant’s products and trust of online consumers 

will increase. Security is the challenge facing e-commerce today.  

 

KEYWORDS  
e-commerce payment gateways, e-commerce, online shopping behavior, e-commerce, security. 

 

JEL CODE 
O30, O32, O33. 

 

INTRODUCTION 
ver the last two decades, rising internet users and mobile phone penetration has changed the way of doing business. E-commerce at present, heavily 

depend on the internet and mobile phone revolution alter the way businesses to reach their customers. India has seen a significant increase in online 

activity due to two major factors. The first is that the internet has become more readily available. The United States and the United Kingdoms’ online 

markets have high penetration rate of E-Commerce as compare to the developing countries. The second boost is technology. There has been a significant increase 

in internet-based technology in India, which has allowed internet access for less. In India now people are using internet for different purpose like searching, 

teaching, shopping, retailing etc. There are various payment gateways available in the market. Currently, PayPal and WorldPay are the most popular payment 

gateways. The payment and settlement process is a potential bottleneck in the electronic commerce environment. Electronic replicas of conventional instruments 

are not suitable for the speed required in e-commerce purchase processing. The slow speed of conventional instruments for micropayments and the high trans-

action costs involved in processing them add greatly to the overhead. The new methods of payment are required to meet the emerging demands of e-commerce. 

These new payment instruments should be secure, have a low processing cost, and be accepted widely as global currency tender. 

 

OBJECTIVES 
The main objective of this paper is to study the role of payment gateways in India. This research paper will throw a light on effect of secure payment gateways on 

online buying behavior in India.  
 

METHODOLOGY 
The paper is based on the secondary data. The secondary data was collected from various published sources like reports, magazines, journals, newspapers and 

the like etc. Descriptive research design is used in this paper to explain and describe the effect of secure payment gateways on online buying behavior in India.  

 

E-COMMERCE 
E-Commerce or electronic commerce, works for the buying and selling of goods and services, or the transmitting of funds or data, over the internet. Different 

business transactions are there and these are categorized into either business-to-business (B2B), business-to-consumer (B2C), consumer-to-consumer (C2C), con-

sumer-to-business (C2B) or business-to-business-to-consumer (B2B2C). E-commerce provides the medium for buying and selling products/services through the 

internet. The important issue of secure exchange of money between transacting parties is essential. In an e-commerce world, payments take the role of money 

exchange in an electronic form, and are therefore called electronic payments. Electronic payments are an integral part of e-commerce  

 

ELECTRONIC PAYMENT 
Electronic payment is a kind of a financial exchange that occurs between the buyer and seller facilitated by means of electronic communications. A payment 

gateway is utilized by all customers, merchants and banks through Internet and responsible for the speed and reliability and security of all transactions that take 

place. 

In the E-Commerce world, the sale of the goods are happen through internet to the customer and customer pay the price of the product with the help of E-

Payment system. Acceptance of payment is a important aspect of the transaction in online sale (Kaur M.2012).  

 

PAYMENT GATEWAY 
A payment gateway is a kind of connection thread which connects all customers, merchants and banks through Internet and responsible for the reliability and 

security of all transactions that take place. Businessman use the term payment card as a general term to describe all types of plastic cards that consumes use to 

make purchases. The different categories of payment cards are credit cards, debit cards, and charge cards.  

A. Credit card has a spending limit based on the user’s credit history; a user can pay off the entire credit card balance or pay a minimum amount each billing period.  

B. Debit card debit or deduct the amount of the sale from the customer’s bank account and transfers it to the seller’s bank account. 

C. There is other card also present which is charge card. There is no spending limit of charge card, and the total amount charged to the card is due at the end of 

the billing period. Payment cards have special features which make it a popular option for consumers and merchants in online and offline transactions. Payment 

cards provide fraud protection.  

 

  

O
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LIMITATIONS OF TRADITIONAL PAYMENT SYSTEMS IN THE CONTEXT OF ONLINE PAYMENTS 
Initially, traditional payments methods were used by E-Commerce websites but these payment systems require personal data of cardholder over internet and 

sometime, hackers are trapping this information and they use it in a wrong manner. Online consumers are not trusting tradition payment systems because of fraud 

and misuse of personal information.  

1. In India, not all potential buyers have credit cards and debit cards.  

2. Existing payment systems use a rather expensive infrastructure to facilitate the payment process. Credit cards are very expensive for users, not in the least 

because of the enormous and growing size of fraud, which amounts to billions dollars per year. This loss is balanced through users by the higher costs of 

credit card services.  

3. Privacy issues are also associated with the use of existing payment systems. 

4. Lack of usability 

5. Lack of security 

6. Lack of eligibility 

7. High usage costs for customers and merchants 

8. Lack of efficiency  

9. Lack of consistency 

Low operational and payments processing cost, growing online commerce and low cost of technology stimulate the development of electronic payment systems 

(Kalakota & Whinston 1997). E-Payment system is secure. 

 

MERITS OF PAYMENT GATEWAY  
1. Payment gateway provides a greater degree of control and automation to merchants, allowing them to interface with multiple processors and also help 

secure cardholder data. 
2. Integrated systems through a payment gateway offer an improved daily work flow for end users and allowing merchants to minimize manual tasks.  
3. Payment gateway is more secure than old system. 
4. Payment gateway through transactions performs faster than old system. 
5. Payment gateway acts as the mediator between user bank and merchant bank. Also do verification of their details and make appropriate message to send 

information.  
6. Different payment systems are developing as internet-based so it becomes more faster than manual system.  
7.  Payment gateways allows for the credit account details to be secure instead being sent online.  
8. Main components which are involved during online transaction:  
Authorizing – Approving the buyer’s details 

Clearing – Sending details of transaction to merchant’s bank  

Reporting – Tracking all transactions 

 

PAYMENT GATEWAYS IN INDIA 
There are different payment gateways in India. Each payment gateway is different with respect to the service they are providing and commission they are charging.  

InstaMojo 
InstaMojo is an Indian startup company, started in 2012. InstaMojo charges 1.9% of the successful transactions. If a website hosts its content on their website, 

then they will charge 5% of the transaction. InstaMojo does not charge any setup fee.  

PayU India 
PayU India is a subsidiary of the global firm PayU, started in 2011 by ibibo, which is co-owned by Naspers and the Chinese Internet service portal Tencent. They 

claim to offer a conversion rate of over 12% as they deploy features like 1-click checkout, dynamic switching, retry framework and recommendations.  

CC Avenue 
CC Avenue launched in 2001. CC Avenue is a oldest payment gateway in India. CC Avenue supports almost every bank and payment option out there. It is reliable 

and used by large number of websites like Snapedeal. CC Avenue support multiple currencies. Makemytrip, Naukri, Yatra, Myntra are the example of websites 

which are using this gateway.  

Citrus Pay 
Citrus Pay launched in 2011. It is a new payment gateway but in a short span of time they managed to acquire 800 million user base. Citrus Pay charge a flat 1.99% 

+ Rs. 3 for every transaction made through them. They claim to be able to capture every single payment and therefore have a high conversion rate. 

PayPal  
PayPal is a best payment gateway for small business. It is simple and inexpensive for small traders. PayPal is a well-known online payment processor. It connects 

people and businesses on an online platform to enable in the purchase of goods and services. Formally PayPal’s official website address is https://www.paypal.com. 

The positive for PayPal is that it is easy to use and has easy access as it has no strict registration requirements.  

PayZippy 
PayZippy offers easy interface for integration into website. They have plug-ins for several popular platforms, including WordPress, Magento, OpenCart, ZenCart 

etc. 

 

EFFECT OF E-PAYMENT SYSTEM ON ONLINE SHOPPING BEHAVIOR  
SECURITY & TRUST 
Customers only buy from such platforms where they feel secure about their online transaction or cards details. Security of the private data of the consumers is 

highly recommended by the consumers. Security is an important concern that stops customers from shopping online (Laudon and Traver, 2009). Consumer always 

buys products/services from the website from which they are familiar earlier (Chen and He, 2003). Consumers are very much concern about transaction and data 

security when they shop online (Constantinides, 2004). Online trust is critical issue that affects online retail players’ fate (Prasad and Aryasri, 2009) and consumer 

willingness to buy is affected by it (Whysall, 2000). Security and trust are playing an important role on affecting online shopping behavior so online retail players 

should pay attention towards it.  

The rapid development of E-Commerce brought new opportunities for emergent organization. The anonymous of these channels has indirectly created the devel-

opment of huge threats targeting ecommerce market. Numbers of e-crime and digital threats are increasing year by year. Hackers or attackers used sophisticated 

techniques for deducting amount from the shoppers’ bank account. If these e-crime threats happened, then level of trust of online shoppers go down and they 

will always have threat of e-crime. Online retail players need to serve a secure platform where consumers and sellers can engage in business activities without any 

fear of e-crime. For the achievement of security objective, online players should understand the importance of security of the service and the protection of the 

customer’s data.  

E-payment system is a secure mode for doing online transaction. Using the network for the transaction, the sender and recipient need to ensure the confidentiality 

of information exchanged. E-commerce as a means of trading, its message directly represents individuals, corporations or commercial secrets and the e-commerce 

system is based on a more open network environment promote the application of ecommerce to maintain commercial confidentiality is an important guarantee. 

Therefore, in order to prevent a large number of transmissions was illegal to steal information to ensure that only legitimate users will be able to see the data. 
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Information can prevent stolen. Payment gateways also screen orders with a myriad of helpful tools. This screening process filters out as much fraud as possible. 

Examples of gateway fraud detection tools include: 

• Delivery address verification 

• AVS checks 

• Computer finger printing technology, 

• Velocity pattern analysis 

• Identity morphing detection 

• Geolocation 

Payment gateways are highly secure, safeguarding cardholder data and preventing payment fraud. E-payment and E-commerce are tightly coupled to each other 

as to pay for using online services.  

 

CONCLUSION 
Payment gateway eases the way for both user and merchant so that they can do transactions easily. E-payment is the easy and hassle free way to do shopping 

and many more things. Payment gateway can directly transfer money from buyer to merchant account. Success of e-commerce website also depends on perfor-

mance of payment gateway. Consumers feel insecure while doing payment online because of fraud and misuse of their personal data. Payment gateway provide 

secure platform to consumers so payment gateway playing a crucial role for winning a trust of online consumers. In India, many people are not educated but still 

they are capable of purchasing things online so Payment gateway should be user friendly. Success of Payment gateway depends on consumer preferences, ease 

of use, cost, industry agreement, authorization, security, authentication, non-refutability, accessibility and reliability and anonymity and public policy. The secure 

payment system provides safety against theft of paper and e-money, and adopting e-payment solutions or systems for different reasons. 
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