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UTILIZING FRACTAL STRUCTURES FOR THE INFORMATION ENCRYPTING PROCESS

UDAI BHAN TRIVEDI
ASSOCIATE PROFESSOR
INSTITUTE OF MANAGEMENT STUDIES
DEHRADUN

R C BHARTI
ASST. PROFESSOR
INSTITUTE OF MANAGEMENT STUDIES
DEHRADUN

Information security is the process which describes all measures taken to prevent unauthorized use of electronic data, whether this unauthorized use takes the
form of destruction, disclosure, modification, or disruption. Information security and Cryptography are interconnected and share the common services of
protecting the confidentiality, integrity and availability of the information. In the encryption process, information security uses Cryptography to shift the
information into the cipher form which does not allow it to be used by unauthorized personnel. Cryptography is one of the most important fields in computer
security. It is a method of transferring private information and data through open network communication, so only the receiver who has the secret key can read
the encrypted messages which might be documents, phone conversations, images or other form of data. To implement privacy simply by encrypting the
information intended to remain secret can be achieved by using methods of Cryptography. The information must be scrambled, so that other users will not be
able to access the actual information. In this paper we propose new public-key primitives based on Mandelbrot and Julia Fractal sets. The Fractal based key
exchange protocol is possible because of the intrinsic connection between the Mandelbrot and Julia Fractal sets. In the proposed protocol, Mandelbrot Fractal
function takes the chosen private key as the input parameter and generates the corresponding public key. Julia Fractal function is then used to calculate the
shared key based on the existing private key and the received public key.

KEYWORDS

fractal structures, information encrypting process.

I INTRODUCTION
.1) MANDELBROT SETS
In mathematics the Mandelbrot set, named after Benoit Mandelbrot. The Mandelbrot Fractal (see Figure 1(a)) can be defined as the set of complex values of
¢ (Parameter Space) for which the orbit of 0 under iteration of the complex quadratic polynomial equation (1)

Z =Z  +c;Z,=0:¢Z,,sCneZ.

1.2) JULIA SETS
French mathematician Gaston Julia [12] investigated the iteration process of a complex function intensively, and attained the Julia set, Similar to Mandelbrot
Fractal set, Julia Fractal set (see Figure 1(b)) is a set of points on a complex plane(state space) defined recursively by Equation 2.

Z,E=Zx_f+r:.' ez Cnel. (2)

The Julia set for parameter is defined as the boundary between those of that remain bounded after repeated iterations and those escape to infinity. The Julia set
on the real axis are reflection symmetric, while those with complex parameter show rotation symmetry with an exception to c= (0, 0) see Rani and Kumar [11].
The difference between the Mandelbrot set and the Julia set is that the Mandelbrot set iterates Z>+c with Z starting at 0 and varying c with every iteration, while
Julia set iterates Z>+c for fixed ¢ and starting with non-zero value of Z [6, 10]. The connection between the Mandelbrot set and the Julia set is that each point c in
the Mandelbrot set specifies the geometric structure of the corresponding Julia set [9].

remains bounded.

FIGURE 1: MANDELBROT AND JULIA FRACTAL SETS; (A) MANDELBROT IMAGE, (B) JULIA IMAGE [11]

Mandelbrot Set

I1) MANDELBROT AND JULIA FRACTAL SETS KEY-EXCHANGE PROTOCOL

In this section we will describe the proposed key exchange algorithm in detail. The first step in this protocol is to generate the public key and the private key by
using Mandelbrot and Julia functions. The equation used in our proposed protocol is the Mandelbrot function, “Mandelfn” (see Equation 4) and Julia function,
“Juliafn” (see Equation 5). Mandelfn is one of the many Mandelbrot functions, and similarly Juliafn is a specific form of Julia functions. An image generated from
the Mandelfn function is shown in Figure 2.
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FIGURE 2: MANDELFN [10]

Z(0)=c; cZeC. (3)

Z(n+1)=cxf(Z(n));cZeCneZ (4)

It is easy to generate variation of Fractal images based on Mandelfn and Juliafn functions. For example, we can substitute the function f () in Equation 5 and 6
with some known functions such as sin (), cos (), exp ( ), etc., to generate different variation of the functions. However, the generated values from Mandelfn
must always reside within the Mandelbrot set, and similarly, the values generated by the Juliafn must reside within the Julia set [10].

Z(n+1)=c*f(z(n)) ) (5)

Z(n+1)=cxf(Z(n));Zce C,ne Z (6)

As shown by Figure 3, Fractal key exchange protocol involves two parties, Alice and Bob. Alice must generate the public key based on her private key as describe
earlier. The generated public key is then send to Bob. Bob on the other hand will do the same and send his public key to Alice. To produce the public key, we use
Mandelbrot function, Mandelfn. For Alice, the generated public key is Z,e, as describes by Equation 7 .

Ze=Z  xc xeZcecsCnel. (7)
Similarly for Bob, the generated public key, Zd, is calculated by using Madelfn equation as shown by Equation 8.
il
Zd=Z,_,xc xd;Z,c,deCkel. (8)

Note that, it is impossible to find the private values from the published public keys, since the iteration, n, and the variation constant e, are unknown to the
public. Hence, we can identify that the hard problem for the proposed Fractal key exchange is through its key selection. This is true since the complex value
produces by Mandelfn depends on the number of iterations, n, as well as the variation constant, e, which makes the Mandelfn values jump path chaotically. This
will prevent attack on the private values, given that e is being represented appropriately. We are suggesting e to be represented by a 128-bit value which should
give 2128 possibilities for every values of n that are being brute force. After exchanging the public keys and executing the Juliafn function, both Alice and Bob
will arrived at the same secret value, (Z,e)«d = (Z«d).e. Both (Z,e)id and (Z.d).e are equals [1], based on a known Fractal property as shown by Equation 9.

" (Zlkd) e = ot (Z_ e)  d;
ZeedeCrnvkel.

Ill) THE SIERPINSKI TRIANGLE FOR ENCRYPTION PURPOSE

The Sierpinski triangle S may also be constructed using a deterministic rather than a random algorithm. To see this, we begin with any triangle. Then we use the
midpoints of each side as the vertices of a new triangle, which we then remove from the original. This leaves us with three triangles, each of which has area
exactly one-fourth of the original area. Also, each remaining triangle is similar to the original.

Now we continue (or iterate) this process. From each remaining triangle we remove the "middle" leaving behind three smaller triangles each of which has
dimensions one-half of those of the parent triangle (and one-fourth of the original triangle). Clearly, 9 triangles remain at this stage. At the next iteration, 27
small triangles, then 81, and, at the Nth stage, 3N small triangles remain. (See Figure 3.)

(9)

FIGURE 3: THE SIERPINSKI TRIANGLE FOR N=1, 2, 3, 4, AND 5

P v O
P P N

The algorithm of generation of Sierpinski Triangle

Void SierTriangle(an equilateral triangle)

If (the triangle is too small)

Stop.

Else

Connect the mid point of the sides with line segments. Color the middle triangle with different color.

SierTriangle(top triangle)

SierTriangle(bottom left triangle)

SierTriangle(bottom right triangle) //Figure 4: Algorithm to generate Sierpinski Triangle

The figure 5 shows | step of encryption by using Sierpinski Triangle. To show the process let us take key as 0001 and plaintext 011001110. The dimension of
Sierpinski Triangle should match the key size. The key should arrange in white portion of triangle in CENTER, TOP, LEFT and RIGHT order. The plain text should be
arranged in order of generation of Sierpinski Triangle by algorithm shown in figure 4(in black portion triangle) i.e. SierTriangle (top triangle), SierTriangle (bottom
left triangle), and SierTriangle (bottom right triangle). The order of arrangement of plaintext with in sub triangle should be TOP, LEFT and RIGHT [7].
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FIGURE 5

Procedure of Encryption

key:-—¢acoco <011 0001
plaintext: 011001110

P, —
P

In the Il step plaintext content of LEFT triangle should be replace by respective content of TOP triangle, plaintext content of RIGHT triangle should be replace by
respective content of LEFT triangle , plaintext content of TOP triangle should be replace by respective content of RIGHT triangle.
Figure 6 shows the value of Sierpinski Triangle after the second step.

)
)

FIGURE 6

Procedure of Encryption

key—6S566©011 0001
plaintext: 011001110

Y U
P

In the step Il The content of TOP, LEFT and RIGHT triangle should rotate by one position in clock wise direction if the corresponding member of key field is 0
(White triangle element) else content of TOP, LEFT and RIGHT triangle should rotate by two position in clock wise direction if the corresponding member of key

field is 1 (White triangle element).

)

FIGURE 6

Procedure of Encryption

key:——6S666 9011 0001
plaintext: 011001110

A

M o
N N A
In the step IV read the content in TOP, LEFT, and RIGHT order to get the Cipher text.
Plain text 011001110 — ciphertext 011101010

IV) CONCLUSION

This paper has focus on the how the Mandelbrot and Julia sets can be utilize for the key exchange procedure between sender and receiver. The Fractal based
key exchange protocol is made possible because of the intrinsic connection between the Mandelbrot and Julia Fractal sets.
The second half of the paper focus on how, Sierpinski Triangle Fractals can be used for converting Plaintext into cipher text. So, together these two concepts can

facilitate the key exchange as well as message encryption.
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